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Summary

The topic of the thesis is the cognitive and human factor’s influence on the evidential value of
digital traces. Digital evidence is of high importance for solving crime. Therefore, it is
essential that digital traces are collected, examined, analysed, and presented in a way that
safeguards their evidential value and minimises erroneous or misleading outcomes. A large
body of research has been concerned with developing new methods, tools, processes,
procedures, and frameworks for handling new technology or novel implementations of
technology. In contrast, relatively few empirical studies have examined digital forensics (DF)
practice. The thesis contributes to filling this knowledge gap by providing novel insights
concerning DF investigative practices during the analysis and presentation stages of the DF
process. The thesis draws on theories and research from several scholarly traditions, such as
DF, forensic science, police science, and cognitive psychology, as well as social science
traditions such as digital criminology and science and technology studies (STS). A mixed-

methods approach is applied to explore the research question:

How could a better understanding of the DF practitioners’ role in constructing digital
evidence within a criminal investigation enable mitigation of errors and safeguard a fair

administration of justice?

The thesis is made up of five articles exploring the research question from different

perspectives.

The first article aims to bring insights about cognitive bias from the forensic science domain
into the DF discipline and discusses their relevance and plausible implications to DF
casework. The analysis suggests that cognitive and human factors influence decision-making

during the DF process and that there is a risk of bias in all its stages.

The second article applies an experimental design (the DF experiment). The article examines
two aspects of DF decision-making: First, whether DF practitioners’ decision-making is
biased by contextual information, and second, whether those who receive similar information
produce consistent results (between-practitioner reliability). The results indicate that the
context influenced the number of traces discovered by the DF practitioners and showed low

between-practitioner reliability for those receiving similar contexts.



The third article applies a qualitative lens to examine how the low between-practitioner
reliability materialises itself in the DF reports and whether and how the trace descriptions
influence the evidential value in a legal context. The article demonstrates how the DF
practitioners interpret the same traces differently and develops the concept of “evidence
elasticity” to describe the interpretative flexibility of digital traces. The article shows how the
evidence elasticity of the digital traces enables the construction of substantially different
narratives related to the criminal incident and how this sometimes may result in

misinformation with the propensity to mislead actors in the criminal justice chain.

The fourth article is based on a survey of the DF practitioners’ accounts of their
investigative practice during the DF experiment. The article explores how they handled
contextual information, examiner objectivity, and evidence reliability during the analysis of
an evidence file. The results show that many started the analysis with a single hypothesis in
mind, which introduces a risk of a one-sided investigation. Approximately a third of the DF
participants did not apply any techniques to safeguard examiner objectivity or control

evidence reliability.

The fifth article examines the DF practitioners’ reporting and documentation practices. It
centres on the conclusion types, the content relevant to the evidence value, and the applied
(un)certainty expressions. The results were compared to a study of eight forensic science
disciplines. The analysis showed that the DF practitioners typically applied categorical
conclusions or strength of support conclusion types. They used a plethora of certainty
expressions but lacked an explanation of their meaning or reference to an established
framework. However, the most critical finding was substantial deficiencies in documentation
practices for content essential for enabling audit of the DF investigative process and results, a

challenge which also seemed shared with other forensic science disciplines.



Sammendrag

Temaet for avhandlingen er kognitive og menneskelige faktorers innflytelse pa bevisverdien
av digitale spor. Digitale bevis er av stor betydning & oppklare kriminalitet. Det er derfor
essensielt at digitale spor samles inn, undersokes, analyseres og presenteres pa en méte som
ivaretar deres bevisverdi og minimerer feilaktige og villedende resultater. Det er forsket mye
pa nye metoder, verktoy, prosesser og rammeverk for & handtere ny teknologi eller nye mater
4 bruke teknologi pa. Det finnes derimot relativt fi empiriske studier av digital forensisk'
(DF) etterforskningspraksis. Avhandlingen bidrar til 4 fylle dette forskningshullet med ny
innsikt om DF etterforskningspraksiser i analyse og presentasjonsfasen av
dataetterforskningsprosessen. Avhandlingen bygger pa teori og forskning fra flere
vitenskapelige tradisjoner, som DF, forensisk vitenskap,? politivitenskap, kognitiv psykologi
og samfunnsvitenskapelige tradisjoner som digital kriminologi og vitenskaps- og

teknologistudier (STS).
En kombinasjon av ulike forskningsmetoder er brukt for & besvare forskningsspersmalet:

Hvordan kan en bedre forstdelse av DF etterforskerens rolle i konstruksjonen av digitale
bevis i en straffesaksetterforskning gjore det mulig d forhindre feil og sikre en rettferdig

rettergang?

Avhandlingen bestir av fem artikler som undersegker forskningsspersmaélet fra ulike

perspektiv.

Forste artikkel tar sikte pa & bringe innsikt om kognitive bias fra andre forensiske disipliner
inn 1 DF disiplinen, og diskuterer deres relevans og mulige konsekvenser for DF
etterforskningsarbeid. Analysen indikerer at kognitive og menneskelige faktorer pavirker

beslutningstakingen i DF prosessen, og at det er risiko for bias i alle fasene.

Andre artikkel bruker et eksperimentelt design (DF eksperimentet). Artikkelen undersegker to
aspekter av DF beslutningstaking: For det forste, om DF etterforskernes beslutninger ble

pavirket av kontekstuell informasjon, og, for det andre, om de som mottok lik informasjon

! Pa norsk brukes ogséa begreper som digital kriminalteknikk og datatekniske undersgkelser.

Oversatt fra «forensic science». Begrepet omfatter ulike vitenskapelige undersekelser som kan ha relevans for retten, som rettspsykiatri,

rettsmedisin, rettstoksikologi, rettsgenetikk. Kriminalteknikk og digital kriminalteknikk regnes som en vesentlig del av dette omréadet.
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produserte konsistente resultater (mellom-etterforsker reliabilitet). Resultatene indikerer at
konteksten pdvirket mengden av spor som DF etterforskerne oppdaget, og viste lav mellom-

etterforsker reliabilitet for de som mottok lik kontekst.

Tredje artikkel bruker en kvalitativ tilneerming til & undersgke hvordan den lave mellom-
etterforsker reliabiliteten materialiserer seg i1 DF etterforskernes rapporter, og hvordan
beskrivelsene av spor pavirker bevisverdien 1 en rettslig kontekst. Artikkelen viser hvordan
DF etterforskerne tolker de samme sporene forskjellig og utvikler konseptet “beviselastisitet”
for & beskrive den fortolkningsmessige fleksibiliteten ved digitale spor. Artikkelen
demonstrerer hvordan beviselastisiteten 1 de digitale sporene muliggjer konstruksjonen av
vesentlig forskjellige narrativ om den etterforskede hendelsen, og hvordan dette noen ganger

kan resultere 1 feilinformasjon som kan villede akterene 1 straffesakskjeden.

Fjerde artikkel er basert pa en undersekelse av DF etterforskernes betraktninger om sin
etterforskningspraksis under DF eksperimentet. Artikkelen utforsker hvordan de handterte den
kontekstuelle informasjonen de mottok, samt hva de gjorde for & ivareta sin objektivitet og for
a kontrollere bevisets pélitelighet under analysen av databeslaget. Resultatene viser at mange
startet analysen med en enkelt hypotese i tankene. Et slikt utgangspunkt introduserer en risiko
for en ensidig undersgkelse. Omtrent en tredel av DF etterforskerne brukte ingen teknikker for

a ivareta sin objektivitet eller kontrollere bevisets palitelighet under analysen.

Femte artikkel undersgker DF etterforskernes rapporterings og dokumentasjonspraksis. Mer
spesifikt fokuserer artikkelen pa anvendte konklusjonstyper, rapportert informasjon med
relevans for bevisets verdi og anvendte begreper for (u)sikkerhet. Resultatene sammenlignes
med en studie av dtte andre forensiske disipliner. Analysen viser at DF etterforskerne typisk
brukte kategoriske konklusjoner eller ‘graden av stette’ konklusjoner. De brukte en mengde
ulike uttrykk for (u)sikkerhet, men uten & forklare uttrykkenes betydning eller & henvise til et
etablert rammeverk for slike uttrykk. Det mest kritiske funnet er imidlertid betydelige
mangler i dokumentasjonspraksisen for informasjon som er avgjerende for en kritisk
vurdering av hvordan DF prosessen ble gjennomfert og dens resultater. Denne utfordringen

ser ut til & veere gjeldende ogsa for de forensiske disiplinene det ble sammenlignet med.
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PART ONE



1. Introduction

1.1 Human factors and the construction of digital evidence

We live in a globalised, digitised, and interconnected society, where technology is woven into
almost all aspects of our social relations and activities. Actions, movements, and
communication leave digital traces, often without the knowledge or effort of the actor. In fact,
not leaving traces requires much more effort and sophistication than creating a digital trail. In
the context of criminal investigations, digital traces have great value, due to their availability
to shed light on the six critical questions (T. Cook, 2016, p. 38) initiating the typical queries
that need to be solved to reconstruct an alleged criminal activity, namely, what, where, when,
who, why, and how. In 2011, Casey (2011b, p. 3, italics in original) stated, “In this modern
age, it is hard to imagine a crime that does not have a digital dimension.” The description is
also valid today. In a study from 2010, law enforcement agencies in the USA reported that
50% of their cases had a digital component (Gogolin, 2010, p. 4). Alongside the digitalisation
trend in society, the proportion has increased, and, according to the Digital Forensic Strategy
issued by the UK National Police Chiefs’ Council (2020), over 90% of all recorded crime
now has a digital element. A study of 44 homicide cases in the UK showed that digital
evidence (including CCTV and phone data) played an integral role in helping to solve the
cases and was the most frequent type of forensic evidence for identifying and for charging
suspects (Brookman & Jones, 2021, pp. 8-9). Together with physical evidence, digital
evidence serves as key anchor points when detectives strive to assemble investigative

narratives (Innes et al., 2021, pp. 713-714).

In addition to their availability, digital traces’ popularity as evidence may relate to their aura
of objectivity and credibility. According to empirical observations by Innes and colleagues
(2021, p. 718), digital evidence is becoming increasingly influential in the investigative sense-
making work performed by criminal detectives, due to the credibility it is afforded. Securing
digital traces and transforming them into evidence in a forensically sound manner entails
securing evidence in the best possible way, preferably by preserving their integrity or by
documenting and explaining the relevance and implications of any necessary alterations
(Casey, 2011c, p. 233; Casey & Dywalt 2011, p. 398; McKemmish, 2008). Therefore,
possessing the necessary expertise is an essential component of a forensically sound process.
Further, understanding the traces’ relevance and meaning in the context of the criminal
investigation, while considering their limitations and uncertainties, is a complex task that

requires knowledge and skills from various domains and disciplines, such as computer



science, digital forensics, law, and the interdisciplinary field of criminal investigation (Sunde,
2017, p. 103). The traces are transformed into evidence in a highly technology- and structure-
dependent process. The information processing is performed in a co-construction between the
Digital Forensic (DF) practitioner and software, hardware, and tools and is guided by legal
rules, principles, standards, and best practice guidelines aimed at safeguarding an outcome —

the digital evidence — in compliance with the rule of law.

However, much can go wrong during the DF process, which may lead to loss or alteration of
evidence (Casey, 2002; Cohen, 2013, pp. 30-32, 47-48). The Danish telecom case (“Teledata
sagen”) showed that systematic errors in evidence handling systems could remain undetected
over a long period, due to inadequate quality systems and excessive trust in experts (Lentz &
Sunde, 2020; Sorensen, 2019). There are also reports about flawed versions of DF tools
commonly used by law enforcement, resulting in erroneous timestamp interpretations (Grut,
2020). The British Post Office scandal showed that the belief that Horizon was a fail-safe
system led to what is referred to as the biggest miscarriage of justice in UK history (Flinders,
2021; Virgo, 2021). According to Van Buskirk and Liu (2006), a perception exists among
many in the legal community that digital evidence is reliable and correct if accepted and
admitted in court. Despite the knowledge about vulnerability to errors, digital evidence is
increasingly presented and accepted in courts without scientific validation of the DF
methodology or tools (Stoykova, 2021, p. 1). Commonly held techno-fallacies are beliefs that
technology is neutral, that facts speak for themselves or the belief in a hundred per cent fail-
safe systems (Marx & Guzik, 2017, pp. 500-502). These beliefs may originate from
assumptions of “mechanical objectivity” (Daston, 1992, p. 599; Daston & Galison, 2007, p.
115), which implies that machines produce richer, better, and truer evidence than a human.
Such a perspective is reflected, for example, in rules governing the admissibility of digital
evidence in England and Wales, where it is stated as a main rule that computer systems should
be considered reliable: “In the absence of evidence to the contrary, the courts will presume
that mechanical instruments were in order at the material time” (The Law Commission 1997,

para 13.13.).

In contrast to the witness telling their story to the court, the DF practitioners are the voice of
the digital evidence to the legal decision makers, by either documenting and describing the
evidence in reports or presenting the findings orally in court. A substantial body of research
from neighbouring forensic science disciplines has shown that the processes involved in

producing the evidence are prone to cognitive and human error and may lead to flawed results



(Cooper & Meterko, 2019). However, the research on DF practitioners’ roles and practices is
sparse, and there is a research gap concerning how human factors influence the value of
digital evidence. Therefore, the thesis investigates whether the notion of mechanical objective
digital evidence may be justified or whether aspects related to cognitive and human factors
are particularly prone to introducing error and uncertainty when digital evidence is
constructed. This knowledge is vital because, if an invalid notion of objectivity and credibility
leads to inadequate quality control and poor scrutiny by the legal decision makers, there is a
risk of the flawed evidence becoming misleading, with miscarriages of justice as a possible

consequence.

1.2 Research objective: Unboxing the DF practitioner’s investigative practice
Compared to the magnitude of research on street policing and crime control, less attention has
been directed towards investigative practices within the police (Holmberg, 2014, p. 172;
Reiner, 2010; Stelfox, 2009, pp. 1-3). However, the body of empirical research concerning
criminal investigation is growing (e.g., Brodeur, 2010; Dean, 2000; Fahsing, 2016; Gundhus
et al., 2022; Hestehave, 2021; Innes, 2003; Rachlew, 2009; Runhovde, 2017). According to
Innes et al. (2021, p. 709), the scholarly work on criminal investigation has revolved around
the three framings: crime, conduct, and techniques. To this date, the research foundation on
DF investigative techniques is extensive, focusing on methods and technology development
for securing digital evidence in a constantly changing technological environment. Yet,
relatively few studies have examined DF investigative conduct (e.g., Brookman & Jones,
2021; Hansen et al., 2017; Haraldseid, 2021; Jahren, 2020; Rappert et al., 2021; Ward, 2021;
Wilson-Kovacs, 2021).

The overarching theme of the thesis is the cognitive and human factor’s influence on the
evidential value of digital traces. The thesis draws on theories and research from several
scholarly traditions, such as DF, forensic science, police science, cognitive psychology, and
the social science traditions digital criminology and science and technology studies (STS).
Inspired by theory from the STS domain, digital evidence is perceived as an actor with agency
(Latour, 1992, p. 227), and the digital evidence’s function and social life are central aspects of
the research. The main theoretical concepts and perspectives are outlined and debated in

section 3. The primary research question is:



How could a better understanding of the DF practitioner’s role in constructing digital
evidence within a criminal investigation enable mitigation of errors and safeguard the fair

administration of justice?

The research question is divided into four sub-questions, annotated with the article(s) in
which they are addressed:
e What are the mutable components of the digital evidence? (Article 3)
e What characterises the DF practitioner’s practice in the analysis and presentation
stages of the DF process? (Articles 2, 3, 4, 5)
e How may the DF practitioner construct or negotiate the mutable components of the
digital evidence? (Articles 1, 2, 3, 4 and 5)
e What are the cognitive and human factors that may influence the DF decision-

making? (Articles 1 and 2)

The thesis research question is explored through a mixed-methods study that centres mainly
on the conduct-framing mentioned above and also, to some extent, on the techniques-framing
when examining DF practitioners’ practices and decision-making. The data were primarily
collected through an experiment (“the DF experiment”) involving 53 DF practitioners who
analysed the same evidence file and wrote an individual report documenting the analysis and
findings, as they would do in a typical DF investigation. Immediately after submitting the
result, they completed a survey about how they had conducted the analysis and assessed the

findings. Section 4.1 presents and discusses the data collection in more detail.

The primary objective of the thesis is to open the DF process’ “black box”, a concept
described by Latour (1987, p. 4) as “uncertainty, people at work, decisions, competition,
controversies are what one gets when making a flashback from certain, cold, unproblematic
black boxes of their recent past”. Opening the lid of the black box enables insights into the
otherwise hidden decisions, procedures and investigative practices during DF casework and
the uncertainties concerning the result. Placing normative process descriptions and principles
in the background and, instead, exploring #ow they are enacted provides an opportunity to
gain insight into the human actor’s role in constructing digital evidence in a criminal
investigation and how this may influence the result. The version of the DF process referred to

in the thesis consists of the identification, collection, examination, analysis, and presentation



stages (Flaglien, 2018). The thesis centres on the analysis and presentation stages that are less
technically centred and more investigation oriented. The complete DF process is outlined in

section 2.3.

The thesis adds to the field of police science, which is defined as “the scientific study of the
police and others carrying out policing activities, who they are, their tasks and their societal
role, what they do and the effects of it” (Larsson et al., 2014, p. 19, my translation). The thesis
is, in a broader sense, a study of investigative practice and knowledge construction by the
police, and thus adds to studies on socio-technical knowledge production in police emergency
control rooms (Lundgaard, 2019), by police patrols (e.g., Gundhus, 2013; Gundhus et al.,
2022; Marciniak, 2021), the use of CCTV footage in policing (Lomell, 2004), and socio-
technical processes in crime predictions (e.g., Duarte, 2021; Kaufmann, 2017; Kaufmann et

al. 2019; Leese, 2021).

From a forensic science scholarly perspective, the thesis extends the empirical knowledge
about the vulnerability of the cognitive tasks involved in forensic decision-making, such as
“the forensic confirmation bias” (Kassin et al. 2013) and the reliability of forensic science
decision-making (see an overview in Cooper & Meterko, 2019). The research regarding and
within the DF domain has centred on constructing normative procedures and processes for the
technical aspects or physical tasks of DF work; consequently, there is a research gap
concerning DF practice and, particularly, the investigative and cognitive tasks involved in DF
work. A few scholars from the forensic science or DF domains have researched aspects of DF
practices, such as acquisition or preview (Carlton, 2007; Hewling, 2013; J. . James &
Gladyshev, 2013b), quality assurance (Andersson, 2020; Jahren, 2020; Tully et al., 2020) or
collaboration with other parties in the criminal investigation (Borhaug, 2019; Hansen et al.,
2017; Sunde, 2017). Scholars from the social science domain, such as Fiona Brookman, Helen
Jones and Dana Wilson-Kovacs, have conducted ethnographic research involving observation,
interviews and document studies. These methods provide valuable insights into the physical
conduct and the participant’s accounts of their practice. The limitation is, however, that the
hidden investigative conduct — such as what they observe, how they interpret, assess, infer,
and decide upon their findings — is less available for the researchers’ direct scrutiny. The
participants would typically be unaware of the cognitive processes, since they happen
unconsciously (Nickerson, 1998, p. 175; Pohl, 2022, p. 7). Interviews thus result in a
description of what they think they do, probably combined with what they ought to do.
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Although some of the above-mentioned research have touched upon cognitive factors
influencing DF investigative tasks, none has specifically targeted the cognitive factors that
affect DF work or explored implications such as biased and inconsistent decision-making.
Earwaker and colleagues (2020, p. 9) highlighted that such knowledge is vital for improving
the transparency and reproducibility of forensic science decision-making. The DF experiment
created a situation that disclosed hidden processes in DF decision-making and is currently the
first study to explore the issues of bias and reliability in DF investigative work. The DF
experiment was designed to achieve the best possible ecological value, which entailed some
compromises regarding the experimental conditions. How this challenge was tackled is
discussed in detail in sections 4.1.2 and 4.1.3. Although some limitations were identified, the
thesis provides valuable insights into how DF practitioners approach their investigative tasks,
the perception, interpretation, and decision-making involved during the analysis and

presentation stages of the DF process, and how these processes influence the result.

By engaging many DF practitioners to perform a task that a single practitioner would
typically undertake, the DF experiment also provides valuable insights into the low reliability
/consistency of DF practitioner investigative conduct. Low consistency/reliability in decision-
making is referred to as “noise” and generally presented as a problem that should be tackled
through preventive measures (Kahneman et al., 2021, p. 370). Based on the empirical
findings, the thesis challenges this assumption and aims to nuance the perception of noise, by
exploring the function of variance and zooming in on the evidential components or facets the
variance relates to, as well as exploring whether there are situations in DF investigations and

decision-making where variance may be considered a utility.

As demonstrated in section 2.3, there are many research papers defining how the DF process
ought to be performed, but how the stages are performed in practice has not been subject to
much empirical research. Haraldseid (2021) interviewed six Norwegian criminal detectives
considered specialists in this task, about how they performed content analysis (as opposed to
technical analysis — see section 2.3.2), and concluded that no standard procedure seemed to be
applied to this task. Brookman and colleagues’ research sheds light on the construction
process of digital evidence in UK homicide cases, for example, through their descriptions of
how CCTYV evidence was crafted to underpin the narrative that is to be presented in court
(Brookman & Jones, 2021). The thesis devotes particular attention to the analysis and
presentation stages, to expand the sparse knowledge about the investigative and reporting/

documentation practices 11



for constructing digital evidence through the DF process. The 53 analysis reports authored by
the DF practitioners during the DF experiment, combined with their accounts of how they
approached the analysis, provide unique insight into their analysis and reporting practices and
elucidate the diversity of practices that might be unknown to the practitioners and difficult to
observe through research. The thesis adds insight into how transparency about investigative
practices and decisions affects the perceivable evidential value of the result. This knowledge
is vital for advancing the theoretical understanding of the hidden processes and decisions
involved in DF casework, and for designing adequate measures for auditability, error

minimisation and sustaining the necessary quality of the procedures and the results.

From a criminological perspective, the thesis provides valuable empirical insights into the
theoretical understanding of “technosocial practices” (Stratton et al., 2017, p. 24) within DF
work, particularly how digital traces are transformed into evidence by DF practitioners and
how the human and non-human entities influence the result. Within the broad field of
criminology, the thesis contribution advances the relatively new field of digital criminology,
which examines “conceptual, legal, political and cultural framings of crime, formal justice
responses and informal citizen-led justice movements in our increasingly connected, global
and digital society” (Powell et al. 2018, p. 3). Digital criminology emerged as a reaction to
cyber criminology and seeks to extend beyond the traditional topics of cybercrime, policing,
and law. Stratton et al. (2017, p. 18) argue that studies of computing and cybercrime have
inadequately considered the ongoing technological developments, such as the social web, big
data, and the Internet of Things (IoT). It is also argued that the research has been too insular,
lacking critical and interdisciplinary engagement with fields such as sociology, computer
science, politics, journalism, media, and cultural studies (Powell et al., 2018, p. 3). Digital
investigation and evidence are described as a field that needs more attention from researchers:
“Importantly, digital evidence is collected and used in ways that require an in-depth
understanding of the investigation process. Digital investigations raise new and important
questions over how evidence is collected, retained and regulated in relation to privacy and

individual liberties” (Powell et al., 2018, p. 30, referring to Kerr, 2005, p. 280).

The thesis expands the empirical knowledge of DF practices investigated by scholars from
social science, who have primarily examined practices during the collection and examination
stages of the DF process (Rappert et al., 2021; Wilson-Kovacs, 2019) or digital evidence in

particular crimes such as homicide (Brookman & Jones, 2021; Brookman et al., 2020a; Innes
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et al., 2021) and sexual abuse (Wilson-Kovacs et al., 2021). In particular, the thesis advances
the concept of “interpretative flexibility” (Collins, 1981, p. 4; Doherty et al., 2006, p. 569) in
a technosocio-legal context, by bridging the elastic/variable components of digital evidence
and the legal concepts of evidence reliability, credibility, and inferential/probative force. The
research provides insights into how DF practitioners mediate the understanding of what the
trace is, its value to the case under investigation, and the plausible scenarios or narratives
underpinned by the digital traces. This adds to the knowledge about the role of forensic
evidence (including digital evidence) in investigative sense-making and narrative
construction, recently explored by Brookman and colleagues through studies of investigative
and collaborative practices during British homicide investigations (Brookman & Jones, 2021;

Brookman et al., 2020a, 2020b; Innes et al., 2021; Jones et al., 2020).

The layperson’s and legal decision maker’s notion of mechanical objectivity regarding digital
evidence appears to persist, despite the substantial body of scholarly literature discussing the
systematic and random technical errors that may influence the quality or value of digital
evidence. Through its examination of the implications of bias and noise, the thesis expands
the knowledge on the non-technical sources of error and uncertainties in digital evidence, as
well as on how human and cognitive factors may lead to the construction of misinformation
and flawed digital evidence. It sheds light on the limitations and deficiencies in DF practices
for maintaining examiner objectivity and evidence reliability during the examination of digital
evidence, and on inadequate reporting practices. The thesis also elucidates aspects of digital
traces that may nuance the notion of objective and credible evidence due to the demonstration
of their elasticity, that is, how differently digital evidence may be constructed in terms of what
it is, what it means and its value to the case under investigation. This is demonstrated in
quantitative terms through the calculations of between-practitioner reliability and through
qualitative analysis of how the variation manifests itself in actual descriptions of traces, trace
relationships, and the scenarios underpinned by the traces. The thesis brings about theoretical
assumptions of possible mechanisms that contribute to sustaining the notion of objective and
reliable evidence, despite the available knowledge about its vulnerability to error, which may

be explored in future research.

Based on the empirical foundation, the thesis aims to describe the normative challenges

concerning examiner objectivity and evidence credibility. This will form a new basis for
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further empirical (practices) and normative (what measures are necessary) discussions and

research.

1.2.1 Delimitation

Digital evidence has primarily been associated with cybercrime in criminological research.
However, today, digital evidence is obtained in investigations regardless of crime type and
severity, due to its prevalence, availability, and ability to inform the core investigative
questions. Therefore, the thesis applies a general approach to digital evidence in criminal

investigations, in accordance with the current state of the role of such evidence.

The thesis takes a micro level approach and zooms in on a single actor in the criminal justice
system: the DF practitioner. Although the interplay with technology, automation, and
advanced tools enables the DF practitioners to perform casework, the role of technology is

devoted less attention than the cognitive and human aspects.

As many DF practitioners work at DF units within the police organisation and are, to various
degrees, integrated into the investigation teams, the social, structural, and cultural aspects are
vital for understanding the success factors and challenges involved when constructing digital
evidence. A DF investigation may be described as a sub-process of the overall investigation
process, in which the investigation team initiates the work and receives the output. However,
due to the scope of the thesis, the social, cultural, and structural dimensions and organisational

factors are not explored in depth.

1.2.2 Central terms
The terms digital forensics, digital forensic science, digital forensic investigation, and digital
investigation are used interchangeably in DF literature and may be assigned different implicit

or explicit meanings. For clarity, some central terms for the thesis are explicated.

As a society, we rely on science to make informed decisions about important matters, and
forensic science enables us to make similar decisions in courtrooms (M. S. Olivier, 2016a, p.
47). The word forensic originates from the Latin word forensis, which means pertaining to the
forum. The Roman forum was a multidimensional space of negotiation and truth-finding, in
which humans, as well as objects, participated in politics, law, and the economy (Weizman,
2014, p. 9). Forensics is used to interrogate the relationship between the field — as the site of
investigation — and the forum — as the place where the investigation results are presented and

contested (Weizman, 2014, p. 9). The term gradually came to refer to the court of law, and a
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modern understanding of the term forensics is “relating to or dealing with the application of
scientific knowledge to legal problems” (Merriam-Webster, “forensic”). As forensic
science is an applied science, it is argued that it cannot meet the expectations of either an
idealised version of pure science or the unrealistic public expectations generated by crime

shows and media representation (Julian et al., 2021, p. 92).

DFs is a discipline among the other applied sciences in the forensic science domain. It is a
broader concept of what originally was referred to as “computer forensics” and a natural
development when more devices than mere computers were included (Pollitt, 1995, p. 1).

Performing digital forensics or digital forensic investigation can be described as:

The use of scientifically derived and proven methods toward the preservation,
collection, validation, identification, analysis, interpretation, documentation, and
presentation of digital evidence derived from digital sources for the purpose of
facilitating or furthering the reconstruction of events found to be criminal, or helping
to anticipate unauthorized actions shown to be disruptive to planned operations.

(Arnes, 2018, p. 4 referring to Palmer, 2001, p.16)

A digital forensic science would thus refer to the development of methods aimed at

application in DF investigations and prove their reliability and validity.

A DF investigation should seek to obtain digital evidence in a forensically sound manner,
which involves preserving the integrity of the evidence if possible. When it is necessary to
access evidence in a way that changes some information, the DF practitioner should have the
requisite training and experience, and all actions performed on the evidential item should be
documented (Casey, 2011c, p. 233). McKemmish (2008, pp. 11-13) defines four evaluation
criteria for forensic soundness:
e Meaning: Whether the actions performed during the DF process have changed the
meaning of the digital evidence.
e Errors: Whether all errors have been reasonably identified and sufficiently explained
as to remove any doubt about the reliability of the digital evidence.
e Transparency: Whether the whole DF process may be independently examined and

verified.
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e Experience: Whether the DF practitioner handling the evidence has sufficient training

and experience.

There have been several attempts to clarify the difference between digital forensics/digital
forensic investigation and digital investigation in the academic literature. In the thesis, the
difference relates to the use of scientifically derived and proven methods. It is a digital
investigation when the examination and analysis are based on non-scientific investigative
methods. An investigation is mainly concerned with activities at the pre-trial stage and aims to
provide information that may shed light on the six basic questions: what, when, where, why,

who, and how (T. Cook, 2016, p. 38).

Digital evidence is a fundamental concept for the thesis and is described in many different
ways by organisations and governmental bodies. In the Scientific Working Group on Digital
Evidence’s (SWGDE) best practice documentation, digital evidence is described as
“information of probative value that is stored or transmitted in binary form” (SWGDE, 2016,
p- 7). The National Institute of Justice uses the following description: “Digital evidence is
information and data of value to an investigation that is stored on, received, or transmitted by
an electronic device” (National Institute of Justice, 2008, p. ix). The terms digital and
multimedia evidence and digital and multimedia forensics are used increasingly by
organisations such as SWGDE and the National Institute of Standards and Technology
(NIST), highlighting the fact that digital evidence not only includes information on computers
but also audio files, video recordings, and digital images. The digital (electronic) device is
vital to the production of digital evidence, and McKemmish (1999, p. 2) describes it as “any
electronic device capable of storing information of evidentiary value, including cellular
phones, electronic organisers and various network communications devices such as routers

and hubs”.

Those who have a role in handling the digital evidence during the DF process (or particular
stages of the process) are often referred to as DF practitioners in the academic literature. In
the thesis, the DF practitioner is understood as someone who has DF investigation as the
main part of their professional role. When used in the thesis, the term DF practitioner does
not encompass criminal detectives occasionally performing content analysis of evidence files
or patrol officers collecting digital devices as part of incident response and investigation. Yet,

it should also be emphasised that being a DF practitioner does not necessarily entail being an
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expert in the field. As shown in Articles 2 and 4, the background of personnel falling into this
category is very diverse in educational type and level, organisational level, and professional
experience within criminal investigation and DF work. Some DF practitioners work in
specialised units or laboratories within the police, and some may work at independent forensic
laboratories. For example, in Norway, each police district has an in-house DF unit, which
conducts DF casework in the investigations to which they are assigned. The DF unit also
supports and supervises detectives and prosecutors in handling digital evidence in their
investigations. Other countries such as the UK and the Netherlands leave parts of the DF

casework to external/independent forensic laboratories.

1.2.3 Outline of the thesis

The next section describes the empirical context of the thesis, followed by an outline of the
applied theoretical concepts and perspectives that have guided the research. Section 4
describes and discusses the research design, data collection, and applied analysis methods,
including a reflection on research quality and ethical issues. Section 5 outlines each article’s
individual contribution and is followed by a holistic discussion of the results across the
papers. Section 6 offers a concluding analysis of the results in relation to the previous
research and theoretical assumptions and seeks to sum up the novel empirical and theoretical
insights related to the research questions listed in section 1. The thesis’s contribution relative
to the research question is summarised in section 7, followed by a brief discussion of the

implications of the findings for future research, practice, and policy.

17



2. Empirical context

This section first outlines the brief history of DF and its relationship to the broader forensic
science domain and discusses the DF domain’s core challenges. The DF process’s stages and
dynamics are then elaborated in the context of empirical research on DF practice relevant to
the particular stage. This is followed by a presentation of research centring on digital
evidence. Finally, research on cognitive and human factors in forensic science decision-

making is described, followed by a discussion of its relevance for the DF discipline.

2.1 Brief history of DF and its placement in forensic science

The field of DF is relatively new, with a short but complex history. A brief historical outline
is essential to understand the DF discipline’s standing in today’s criminal investigations, as
well as the present challenges, including cognitive and human factors. The history of DF did
not emerge in a vacuum but relates closely to the implications of technological developments
on society, that is, how new technology was adopted and changed people’s ways of living,
communicating, socialising, and committing crimes. The DF discipline was initially referred
to as “forensic computing” (Collier & Spaul, 1992, p. 34) or “computer forensics” (Pollitt,
1995, p. 1). The need for DF developed with the onset of “the digital revolution” (e.g.,
Floridi, 1999, p. 1) and emerged from the shift from mechanical and analogue electronic
technology to digital electronics, which began around the mid-20th century (Computer
History Museum, 2021), characterised by the increased production, transmission, and
consumption of, and reliance on, information (Holt et al., 2017, pp. 491-526). Pollitt
described the history of DF in epochs of pre-history, infancy, childhood, and adolescence
(Pollitt, 2010), and the same analogy is adopted here.

2.1.1 Pre-history

During the pre-history (-1985), computers were owned and operated by corporations,
universities, research centres, and government agencies (Pollitt, 2010, p. 5), and this world
was not significantly networked to the outside world. Technology has been the driving force
behind the DF discipline, which evolved as technology continued to influence law
enforcement investigations (Holt et al., 2017, p. 430). In the 1970s, individuals discovered
methods for gaining unauthorised access to large, time-shared computers, which essentially
entailed stealing time on the computers. Many of the new crimes were dealt with using
existing laws, but there were some legal struggles, since the law was designed to protect

physical property as opposed to intangible digital property (Casey, 2004, p. 25). The early
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1980s are considered pre-forensic or ad hoc phases, due to the lack of structure, protocols,
training, and tools (Charters, 2009, p. 5). Digital investigations were conducted by law
enforcement agents who had received some training in collecting information such as stored
data and access logs from computers, and they worked in cooperation with the system
administrators to obtain the data. Law enforcement officers were analysing the original
evidence rather than a duplicate copy (Holt et al., 2017, p. 435), which reflects not only the
lack of technology but also a lack of awareness of the necessity to protect the integrity of

digital evidence, during this epoch.

2.1.2 Infancy

During the infancy epoch (1985-1995), an explosion of computer hobbyists emerged - which
also included law enforcement personnel - due to the advent of the IBM Personal Computer
(PC) (Pollitt, 2010, p. 6). Much of the work centred on recovering data from standalone
computers. The internet was not yet well developed, and criminals used dial-up access to

compromise computers by so-called “phreakers” (Pollitt, 2010, p. 7; Rogers, 2017, p. 408).

Law enforcement mostly used homemade command-line tools or commercial products, and
during this epoch, multipurpose DF tools became available. Some organisations started
specialist training programmes (e.g., Electronic Crimes Special Agent Program by the US
Secret Service), and the FBI Laboratory established its first Computer Analysis and Response
Team (CART) in 1992 (Federal Bureau of Investigation, 1997; Pollitt, 2010, p. 8). While the
DF community was growing, very few academics had an interest in this field (Casey, 2019a).
Most digital investigations were not yet performed in laboratories or rooted in forensic
science principles and methodology (Casey, 2019a, p. 2). Instead, they were typically
undertaken by law enforcement officers using personal equipment and with little or no formal

training (Pollitt, 2010, p. 8).

Several organisations were established during the infancy epoch, such as the High
Technology Crime Investigation Association (HTCIA), the Forensic Association of Computer
Technologists (FACT), and the Forensic Computing Group (FCG) (under the auspices of the
Association of Chief Police Officers (ACPO)). INTERPOL became a source of information
and assistance and provided an international framework for police forces to exchange
information, share intelligence, and cooperate at an operational level (Brenner & Schwerha,

2002, p. 359). Collier and Spaul (1992) highlighted the necessity of bringing together
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investigative, legal, courtroom, and computing skills to successfully enforce computer misuse
legislation. They proposed a new discipline named “forensic computing” (Collier & Spaul,

1992, p. 34), to become an extension of forensic science.

2.1.3 Childhood

During the childhood epoch (1996-2005), there was an explosion of technology for private
use, which might be the reason for the period also being referred to as “the golden age” for
DF (S. L. Garfinkel, 2010, p. 64). Computers and cellular phones became essential, the
internet became “the world’s central nervous system” (Pollitt, 2010, p. 9). Due to the growing
volume of technical devices, technical sophistication and legal scrutiny, it became vital to
carefully select and train forensic practitioners in the increasingly more specialised field
(Pollitt, 2010, p. 10). The field was now driven more by government agencies and
professional organisations than individual self-declared professionals (Pollitt, 2010, pp. 10-
11). The forensic tools became more sophisticated graphical user interface suites, such as
EnCase and Forensic ToolKit (FTK), and the open-source community developed Helix,
Sleuth Kit, and Autopsy Browser (Pollitt, 2010, p. 10). In the 1990s, DF started its
transformation into a forensic science discipline (Casey, 2019a, p. 2). During this epoch,
traditional forensic laboratories began offering digital examinations, and universities

worldwide started offering DF courses.

The need for international collaboration and evidence exchange emerged, leading to several
initiatives, such as foundation of the International Organization on Computer Evidence
(IOCE) (Noblett et al., 2000). In 1998, the High-Tech Subgroup of the G8’s Senior Experts on
Transnational and Organized Crime established a 24-7 expert network to offer mutual
assistance in high-tech crime investigations, to ensure technical capabilities and legal
processes to find criminals abusing technologies and bring them to justice (Brenner &

Schwerha, 2002, p. 360; Schjolberg, 2019, pp. 38-40).

An increased focus on the scientific underpinning of the DF discipline initiated a
standardisation discourse. The European Network of Forensic Science Institutes (ENFSI)
established the Forensic Information Technology Working Group in 1998 (ENFSI, 2022;
Geradts, 2011, p. 94). The working group developed best practice guidelines for the
examination of digital technology, which have been offered in several updates, with the most

recent version from 2015 (ENFSI, 2015a; Geradts, 2011, p. 94). In August 2001, the first
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Digital Forensic Research Workshop (DFRWS) was arranged in Utica, New York, which
aimed to form a community of interested individuals and start a meaningful dialogue for
defining the field and identifying the most important future challenges (Palmer, 2001, p. iii).
The first journals dedicated to digital evidence or digital/computer forensics were founded,
such as the Journal of Digital Evidence (established in 2002) and the Journal of Digital
Investigation (established in 2004).

By the end of the childhood epoch, computer technology was embedded into every element of
daily life. Computer crime and cybercrime, such as online credit card fraud and the
distribution of child sexual exploitation and abuse material, was growing rapidly (Pollitt,

2010, p. 9; Rogers, 2017, p. 408).

2.1.4 Adolescence

During the adolescence epoch (2005-), the DF domain has continued to grow in depth and
breadth and is faced with more complex challenges to solve. The technology has evolved
further, with more rapid internet connections. The availability of social media and smartphones
has changed the way people live and socialise into a hybrid online and physical way of living.
The IoT and Artificial Intelligence (AI) have made life easier but, at the same time, have
introduced new threats and opportunities for criminality. Within the DF domain, the need for
expertise and specialised knowledge has increased. In addition to computer forensics, other
specialisations and sub-disciplines have emerged, such as live data forensics, mobile device

forensics, database forensics, network/cloud forensics, and IoT forensics.

The DF discipline has matured further during this epoch, due to advancements in the scientific
underpinning, as well as developments in harmonisation, standardisation, and
professionalisation. The American Academy of Forensic Sciences created a new section in
2008 devoted to Digital and Multimedia Sciences (Baker et al., 2013; Casey & Turvey, 2011,
p. 259). In the same year, the Forensic Science Regulator was established in the UK to
improve forensic science practices in England and Wales, including quality assurance of DF,

testing of DF methods, and advancing DF as a scientific discipline (Casey, 2019a, p. 3).

Standardisation has been an essential part of the DF discipline’s maturation, and there is now
a plethora of available standards from providers such as NIST, the International Organization
for Standardization (ISO/IEC), European Telecommunications Standards Institute (ETSI) and

ASTM International. Several governmental bodies (e.g., the National Police Chiefs’ Council
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(NPCC), The Forensic Science Regulator, NIST), inter-governmental organisations (e.g.,
INTERPOL, Europol, Council of Europe) and non-governmental organisations (e.g.,
SWGDE, ENFSI, American Academy of Forensic Sciences (AAFS)) are producing and
updating normative documents, such as standards, guidelines, and best practices, for the DF
discipline. The Cyber-investigation Analysis Standard Expression (CASE) ontology is
another example of a recent and important standardisation initiative, aimed to advance the

sharing, interoperability, and analysis in cyber investigations (Casey et al., 2017).

Some research efforts have aimed to harmonise the DF discipline processes and practices with
other forensic science disciplines. A recent harmonisation initiative aimed to identify and
describe common core forensic processes from the DF discipline and forensic science domain
(Pollitt et al., 2018). Other initiatives have aimed to harmonise DF and forensic science
practices for producing evaluative opinions (e.g., Casey, 2020a, 2020b; Horsman, 2021; Tart,
2020).

Researchers and practitioners are also engaged in describing, developing, and codifying the
DF process. Since the first process description by the DFRWS workshop, more than 130
process model descriptions have been published in academic journals and conference
proceedings, aiming to solve various challenges in DF (Sunde, 2022b). The first process
models aimed to provide generic process descriptions for handling DF evidence in a way that
made it acceptable to courts (e.g., Carrier & Spafford, 2003; Ciardhudin, 2004; Reith et al.,
2002) and to increase the scientific underpinning of the DF process (N. L. Beebe & Clark,
2005; Carrier, 2006; Casey & Palmer, 2004; Montasari et al., 2015). The continuous process
modelling seems to mirror the challenges emerging from the technological developments and
new usage patterns. Marsico (2005, p. 2) stated, “These frameworks are more than just
guidelines; they also contain the beginnings of what may become theories for the field”.
Today, the process models are not only a valuable theoretical underpinning of the DF
discipline but also serve as a historical account of the problems that have challenged the

discipline over the last two decades.
DF practitioners today are more likely to have academic education, in addition to forensic

training, and certifications are often required (Pollitt, 2010, p. 11). There are currently several

bachelor’s and master’s programmes aimed at the DF discipline, as well as a few doctoral-
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level educational programmes. Nevertheless, there seems to be a general acceptance that the

DF discipline is still maturing and has not yet reached the adulthood epoch.

2.2 Challenges of the DF discipline

Although the DF discipline has matured into adolescence, its continuous and rapid evolution
has also introduced technical, human-related, organisational, legal, and case-specific
challenges. The technical and human-related challenges are elaborated on below, due to their

particular relevance to the thesis’s research question.

2.2.1 Technical

The first technical challenge is the volume challenge, which is caused by more devices among
people, more data per device, thus more data per investigation (Casey, 2019a, p. 6; S.
Garfinkel, 2012, p. 66; Lillis et al., 2016, p. 11; Luciano et al., 2018, p. 11; Quick & Choo,
2014; Reedy, 2020, p. 29; Ward, 2021, pp. 83-86; Westera et al., 2016, p. 202). According to
Moore's Law, the number of transistors on an integrated circuit doubles every 18-24 months.
In 1999, a 10-gigabyte hard drive was considered a large amount of data (McKemmish, 1999,
p. 5). In perspective, Noblett et al. (2000, 11th para) reported that the readily available
systems with 60-gigabyte storage capacity made it practically impossible to examine every
file stored on the computer system exhaustively. Today, it is not uncommon to have several
terabytes of data in a single case (Bhoedjang et al., 2012, p. 96; Quick & Choo, 2014, p. 277,
Wilson-Kovacs et al., 2021, p. 8). Since terabyte is an abstract size description, a more
tangible example is found in Haraldseid’s master’s thesis (2021, p. 37). He interviewed
Norwegian criminal detectives about the analysis stage of the DF process. The respondents
reported that the analysis could entail the examination of several millions of documents and
keyword searches that render hundreds of thousands of hits, requiring weeks of intense work
to review. This situation creates performance bottlenecks, and, for example, in the UK, the
volume challenge has been met with standardised case prioritisation measures, such as triage
(Wilson-Kovacs, 2019) and the National Police Improvement Agency’s (NPIA’s) High-Tech
Crime Unit Case Prioritisation Matrix (Rappert et al., 2021, pp. 6-7). Yet, the volume
challenge is not confined to the pre-trial stage. The magnitude of data also complicates case

management at the trial stage (Lawless, 2022, p. 200).

The second technical challenge is the complexity challenge. It has emerged because of factors

such as changing technology, diversity of digital devices, proprietary systems, and encryption
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(see, e.g., Muir & Walcott, 2021, pp. 10-11; Raghavan, 2013, p. 92). The complexity
challenge causes several problems, such as more time-consuming investigations and lack of
standardisation, and introduces a risk of missed opportunities and misinterpreted results
(Casey, 2019a, pp. 5-6; Ward, 2021, pp. 108-109). Review of data from serious crime
investigations in the South of England established that 50% of enquiries missed all digital
investigative opportunities (P. Thompson & Manning, 2021, pp. 112-113). Where a digital
opportunity was identified, potential subsequent digital enquiries were missed 47% of the
time. A clear indication of the rationale behind the missed opportunities was not identified;
however, the authors point towards lack of knowledge or choice as plausible explanations (P.
Thompson & Manning, 2021, p. 117). Many DF tools are not equipped to adapt to the rapid
changes and evolution of technology, and there is a constant need to develop forensic
techniques (S. Garfinkel, 2012, p. 81; Luciano et al., 2018, p. 7). A recent review by NIST
suggests that there are hundreds if not thousands of individual techniques that might be used
in a DF examination (Lyle et al., 2022, p. 35). The challenge is linked to resources, since, as
technology is evolving, there is a continuous need for adequate and up-to-date technology to
extract information. As stated by one of the informants in the research of Lawless (2022, p.
196), “I’ve got this problem — I’ve got this crime to investigate but I haven’t got the codec —
so I can’t investigate. (Digital forensics practitioner 2014)”. Sometimes, experimentation and
improvisation approaches are necessary to extract information from new technology (e.g.,
Lawless, 2022, p. 200; Ward, 2021, p. 142), and rigorous testing may be required to validate
interpretations and assumptions based on examinations of new technology (Horsman, 2019, p.

150).

The volatility challenge is the third technical challenge. Data in live systems and networks
may contain information that is valuable to an investigation. At the same time, data may
easily be changed, lost or become unavailable during collection, which can harm their
evidential value. Yet, there is no way to secure data from a running system without
simultaneously changing data (Farmer & Venema, 2005, pp. 5-8, 193-198; Lopez et al.,
2016). For example, if the power of a running digital device is turned off during the search
and seizure, the content in the random access memory (RAM) may be lost. The volatility
challenge is about balancing the obligation to safeguard the authenticity of the evidence
against the risk of losing data or data becoming unavailable (encrypted). A study among
Norwegian police students showed that many accessed smartphones and other digital devices

to search manually for evidence during their year of obligatory practice, often justifying their
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actions with the claim that data would otherwise be lost (Andreassen & Andresen, 2020, pp.

76-77).

2.2.2 Human related

The expertise challenge relates to the need for more specialised and advanced knowledge and
skills to handle complex evidential sources. At the same time, there is a need for increased
capacity to handle the magnitude of digital evidence in criminal investigations. This has led to
what is coined as a “decentralization movement”, where personnel with limited knowledge of
DF are handling advanced DF tasks in the field (Casey, 2019a, p. 5). Typically, such
personnel may not realise the limitations of the methods they use and are incapable of
troubleshooting problems with forensic tools, which may lead to missed opportunities and
mistakes (Casey, 2019a, p. 6). There are no generally accepted standard minimum
competency requirements regarding who is an expert in the DF field throughout the world and
no generally accepted curricula for DF education, yet many university colleges and
universities provide DF training (Humphries, 2019, p. 40; Vincze, 2016, p. 186). This
situation has led to a number of formally qualified experts, all having different levels of
competence (Watson & Jones, 2013, p. 826). A systematic literature review of success factors
and challenges in DF performed by Cervantes Mori and colleagues showed that lack of formal
training, continuous education, and insufficiently qualified staff were frequently mentioned
challenges (Cervantes Mori et al., 2021, p. 111). These findings indicate that the challenge of
keeping the knowledge up to date at the same pace as the technology developments in society
is significant. The expertise challenge also relates to other parties involved in the
investigation, such as criminal detectives, prosecutors, and judges in court. Erlandsen (2019,
pp. 76-77) found that prosecutors lack the knowledge to adequately challenge the quality of
evidence obtained through DF examinations. Technical understanding in courts is highlighted
as a challenge by Muir and Walcott (2021, p. 12), since it may lead to requests for further

investigation, based on unrealistic timescales or demand for evidence in complicated formats.

The objectivity challenge is a combined human- and law-related challenge, concerned with the
normative obligation, within many jurisdictions, to be independent and look for both
inculpatory and exculpatory evidence, and is very central to the thesis. In many law
enforcement organisations, DF is performed as an in-house service, and DF practitioners are
directly involved in the investigation (see, e.g., Andersson, 2020, pp. 24-31; Hansen et al.,

2017; Jahren, 2020, pp. 22-23; Lawless, 2022, pp. 195-196). Without formalised
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independence between DF and the investigative process, the scientific objectivity of the
results may be questioned (Casey, 2019a, p. 7). The question of independence is complicated,
because, on one hand, separating forensic capability from the investigation team may ensure
independence and prevent exposure to biasing irrelevant contextual information. On the other
hand, close collaboration with the investigation team may enable more targeted information
gathering and the search for critical information at an early stage of the investigation —
informing and potentially eliminating alternative investigative hypotheses and lines of inquiry
(Hansen et al., 2017; Jones et al., 2020; Sunde, 2017, pp. 103-104). Whilst cognitive and
human factors have been highlighted as a challenge to scientific objectivity and impartiality in
other forensic science disciplines (Cooper & Meterko, 2019), the issue has gained little
attention in the DF domain. Article 1 discusses the objectivity challenge and the risk of
biased decision-making in DF work. Article 4 examines whether the DF practitioners used any
measures to ensure examiner objectivity during the analysis, and Article 2 suggests that,
despite the DF practitioners’ attempts to be objective, their observations were biased by

contextual information.

The quality challenge is a combined human- and organisationally related challenge that might
be regarded as a product of all the challenges mentioned above. One of the first to highlight
this issue was Casey, in the paper titled “Error, uncertainty, and loss in digital evidence”
(2002). Influential reports such as the National Academy of Sciences (NAS) report (2009)
highlighted the lack of scientific rigour and the risk of confirmation bias in forensic science,
including the DF discipline (National Research Council, 2009). Cervantes Mori et al. (2021,
p. 111) uncovered several issues related to the quality challenge, such as lack of
standardisation, insufficient quality management, missing tool validations, irreproducibility of
examinations, lack of scientific validation, and inconsistencies in terminology. The
continuous strive towards catching up with the technology speed train may have caused a
sharp efficiency focus, leaving quality issues in the background. The professional cultures and
structures from whence the DF discipline originated may also be a confounding variable to
the quality challenge. Atkinson (2014, pp. 253-254) comments that the software engineering
culture is founded on a business model welcoming secret source code and patents, aimed at
profit rather than open peer review and scientific validity, which may explain why DF differs
from other forensic science disciplines concerning the scientific rigour in methods and
practices. Articles 4 and 5 shed light on the quality challenge, by exploring whether the DF

practitioners applied techniques to control evidence reliability during the analysis and whether
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they provided sufficient and accurate documentation concerning the applied tools, methods,

and procedures in their reports.

When considering the technical and human related challenges in context, the police’s
capability and capacity to investigate crimes involving digital evidence is also a legitimacy
challenge. The police must be able to secure evidence effectively to prevent, detect and clear
crime. At the same time, they must act in compliance with legal requirements, quality
standards, and ethical frameworks and ensure minimal intrusion into private data (National

Police Chiefs' Council, 2020, p. 6).

2.3 DF practitioner conduct
The thesis’s research question centres on DF practice and the role of the DF practitioner in the
construction of digital evidence. This section summarises the empirical research on how DF

work is performed.

The continuous technology development and the associated technical challenges seem to have
been a significant driver of the research within the DF domain. A large body of research has
thus been concerned with developing new methods, tools, processes, procedures, and
frameworks for handling new technology or novel implementations of technology. In contrast,
relatively few empirical studies have examined DF practice. These few studies that exist are
based on empirical data, mainly collected through methods such as observation, interviews
and surveys. As will be shown, providing a generalised, all-encompassing, and valid
description of how DF work is enacted is challenging (if not impossible), due to the diverse
nature of how DF work is organised and performed, the lack of a formalised and binding
standard, and the sparse body of empirical research on DF practice. The DF process model
described by Anders Flaglien (2018) was used in the analysis in Article 1 and is also applied
here as a framework for describing the typical tasks performed during the stages of the DF
process. The DF process is a simplified, generalised, and idealised outline of the stages of
handling digital information in a criminal investigation. The relevant empirical research on
DF practice, from both social science researchers’ and DF scholars’ perspectives, is discussed
at each stage. This will shed light on the research gaps concerning cognitive and human
factors in DF casework, particularly at the analysis and presentation stages, where the thesis
offers novel insights. The thesis’s empirical findings are not integrated here, and but will be

presented and discussed in sections 5 and 6.
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2.3.1 Identification, collection, and examination stages

During the identification stage, the DF practitioner aims to identify digital devices or systems
that might contain information relevant to the case either present at the search scene or at
other physical or virtual locations. When identified as relevant, the evidence must be
preserved. This is done by isolating, securing, and documenting the physical and digital
evidence (Flaglien, 2018, pp. 18-19). During the collection stage, the data from digital devices
or spaces are acquired, which means copying, if possible, bit-by-bit, using appropriate
methods and techniques (Flaglien, 2018, pp. 25, 149). When the digital devices are brought
back to the DF laboratory, the DF practitioner acquires the data from the digital device. The
acquisition process and procedures depend on the device type, acquisition scope, and which
data are considered a high priority. The procedure follows generally accepted forensic
principles to preserve evidence integrity if possible. In instances where it is not possible to
collect data without compromising the integrity, for example when acquiring data from a live
system, the collection should be performed in a manner that minimises alteration and does not
change the meaning of the secured information (McKemmish, 2008, pp. 10-11). The order of
volatility must be taken into account, ensuring that most volatile data are acquired before less
volatile data (Flaglien, 2018, p. 31). The collection should be performed by DF practitioners
with sufficient expertise, who should be transparent about the actions performed on the device

(Farmer & Venema, 2005, pp. 5, 193; McKemmish, 2008, pp. 12-13).

During the examination stage, the raw data are prepared for subsequent analysis through
restructuring, parsing and pre-processing (Flaglien, 2018, p. 33). The DF practitioner
performs various forensic procedures and tasks, for example opening containers with
compressed files (e.g., zip files), decrypting encrypted file containers, recovering deleted files,
and verifying file signatures. DF software automates many of these tasks, but manual
examination is sometimes necessary, due to software limitations and the necessity to control

for software interpretation errors.

A few practice-oriented empirical studies have focused on the identification, collection, and
examination stages. These studies have examined procedures and processes such as
acquisition tasks (Carlton, 2007; Hewling, 2013) and preview (J. I. James & Gladysheyv,
2013b). Wilson-Kovacs and colleagues conducted an ethnographic study, which explored the
prioritisation and triage practices of DF practitioners in four English constabularies (Wilson-
Kovacs, 2019). Andersson (2020) explored the practices concerning the chain of custody of

mobile phone exhibits in two Swedish police districts.
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Research has shown that acquisition initially was a task performed solely by DF practitioners.
Today, patrol and investigation officers often conduct this task, due to the implementation of
automated solutions or kiosks facilitating the acquisition of data from, for example,
smartphones (Andreassen & Andresen, 2020; Collie, 2018; Wilson-Kovacs, 2019). Ward
(2021, p. 106) found that, due to the rapidly changing technology, the acquisition methods
often did not work adequately on specific data types. The practitioners needed to improvise to

secure data, which led to more lengthy investigations.

The research conducted by Wilson-Kovacs and colleagues (2019) relates largely to the
examination stage. It sheds light on how the demand for digital information, due to its
availability and usefulness as evidence, combined with the volume challenge for the DF
domain, has led to the need for measures such as triage to prioritise and eliminate irrelevant
exhibits. Still, triage does not solve the issue alone, since triage tools may have limitations
and fail to identify relevant information due to not being up to date on the latest technology
(Rappert et al., 2021, p. 6). A small experimental study by J. I. James and Gladyshev (2013b)
sheds light on another challenge with triage. Five DF practitioners previewed evidence files
and were asked to decide which to include or exclude for further investigation. The results
showed that the participants were inconsistent in their decisions on which exhibits to include
or exclude. This research shows that the triage tools support human decision-making and that
these decisions may be inconsistent. The consistency in practitioner decision-making was

further examined in the thesis’s Article 2.

2.3.2 Analysis stage

At the analysis stage, an in-depth analysis of the information is performed in light of the
assignment or mandate given to the DF practitioner. Typically, the analysis entails reviewing
large volumes of information, and the DF practitioner uses different approaches to filter out
irrelevant information, for example by focusing on a defined time period or type of
information, such as images or documents, or targeting relevant information, for example

through keyword searches.

Investigative strategies and analysis categories

Different strategies may be applied for investigative reconstruction, which Casey and Turvey
(2011, p. 255) describe as “the systematic process of piecing together evidence and
information gathered during an investigation to gain a better understanding of what transpired

between the victim and the offender during a crime”.
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The analysis can be divided into three categories. The first is technical analysis, focusing on
the reconstruction of events based on traces on the evidence file. Three fundamental types of
reconstruction are outlined in the DF literature: functional analysis centres on the functions of
the computer system; temporal analysis examines the time and sequence of events and,
finally, relational analysis investigates relations between entities, such as people, email
addresses, aliases, [P-addresses, and telephone numbers (Casey, 201 1a, pp. 499-506; King,
2006, pp. 22-23). Content analysis is the second analysis category and entails assessing and
selecting content relevant to the case under investigation, such as images, chat conversations
and documents (Sunde, 2017, p. 25). The third analysis category is evidence evaluation,

which involves determining the evidence’s value or strength.

The distinction between the investigative and evaluative approach is important at the analysis
stage. The evaluative approach is concerned with establishing the value or strength of the
uncovered findings in light of a set of propositions and conditioning information (Casey,
2020b; ENFSI, 2015a, pp. 36-39; 2015b; Pollitt et al., 2018, p. 9). Evaluation should follow a
structured procedure (ENFSI, 2015a, pp. 34, 41; 2015b), and it is argued that evidence
evaluation requires a higher degree of expertise than providing investigative opinions (Casey,
2016, p. A2). There are several research papers describing and promoting formal evaluations
of digital evidence (Casey, 2020b; ENFSI, 2015a, 2015b; Horsman, 2021; R. Overill &
Chow, 2018; R. E. Overill & Collie, 2021; Pollitt et al., 2018; Ryser et al., 2020; Sunde &
Horsman, 2021; Tart, 2020). Yet, there is little to no research on how such evaluations are

performed and documented in DF practice.

In contrast to the available descriptive and normative guidance for the analysis stage, the
empirical research relevant to investigative strategies and analysis categories is sparse. Ward
(2021) interviewed DF practitioners about their practices when extracting and analysing data
from mobile devices. Haraldseid (2021) examined practices for the content analysis of
evidence files in two Norwegian police units and described content analysis as a selection of
relevant information that covers the purpose of the investigation, including a foundation to
decide the question of the indictment (p. 19). The study suggests that content analysis is also a
speciality that requires a combination of skills, such as expertise in using the analysis
software: bookmarking, filtering, creating adequate search phrases, and understanding its
limitations. Haraldseid’s study found no standard or defined analysis method used for content

analysis among the participants.
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Brookman and colleagues conducted a four-year ethnographic study of the use of forensic
technoscience in 44 British homicide investigations (the offences took place between 2011
and 2017), which included mobile phones, computers, and CCTV evidence. They produced a
series of papers based on the study (Brookman & Jones, 2021; Brookman et al., 2020a,
2020b; Innes et al., 2021; Jones et al., 2020), which are relevant to the thesis, since they partly
relate to the role of digital evidence and the DF practitioners. Their research describes how
actors socially construct the meaning and significance of data derived from digital devices

through narrative development.

A recent study by NIST, named the “Black-box study for digital forensic examiners” (further
referred to as “the NIST black-box study”), aimed at measuring the performance of DF
practitioners from both the public and private sectors (Guttman et al., 2022). The authors
conclude that, despite the study’s limitations, “it demonstrated that digital forensic examiners
could answer difficult questions related to the analysis of mobile phones and personal
computers” (Guttman et al., 2022, p. 1). However, the results reveal that the proportion
providing incorrect answers to questions rated as basic for the mobile device image ranged

from 0% to 51.9%, and from 0% to 34.3% for the computer hard disk image.

This shows that although some studies have explored DF practitioners’ performance at the
analysis stage, there is a knowledge gap concerning how investigative strategies, analysis
categories, and evidence evaluations are performed in practice. The thesis aims to expand the

empirical insights concerning these issues in Articles 2-5.

The role of hypotheses at the analysis stage

The analysis stage’s objective is to find information that may support or refute investigative
hypotheses or form the basis for new hypotheses (Flaglien, 2018, p. 40). At an early stage of
an investigation, the digital information may help to generate hypotheses about what has
happened and whether the incident is a crime or not. Digital evidence may also support or
refute the existing hypotheses or verify the validity of other information (Ekfeldt, 2016, pp.
269-271; Flaglien, 2018, pp. 17-18).

The role of hypotheses is a recurring theme in theoretical DF research papers, but two
different perspectives seem to be involved. One perspective is related to advancing the

scientific underpinning of DF, and Carrier (2006) was one of the first to highlight the role of
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hypothesis forming and testing for this purpose. However, it is argued that the hypothesis-
based approach is one of the methodological weaknesses in the current meta-theory of DF
(Tewelde et al., 2015, p. 30). Tewelde et al. underline that not every hypothesis is per se
scientific, and the demonstration of a hypothesis-based approach does not directly guarantee
the scientificness of a discipline (Tewelde et al., 2015, p. 30). They refer to Windelband’s
(1998) terms and emphasise that the hypotheses formulated in DF are ideographically
(towards the unique) rather than nomothetically oriented (what is universal/general) — where
the latter characterises scientific hypotheses. They warn against an illusion of scientificness in
DF work that may arise due to a lack of awareness of the many different classes of empirical

hypotheses (Tewelde et al., 2015, pp. 37-38).

The other perspective involving hypotheses relates to the view of DF as an investigative tool
and a sub-process for the overarching criminal investigative process. Here, the evidence files
are reviewed for traces and content that may provide investigative leads or may be used as
evidence in court. The role of such hypotheses seems to relate to the degree to which the
hypothesis-driven investigation is implemented as an investigative strategy, such as in

Norway (Politidirektoratet, 2017; Skre, 2020).

The empirical research concerning the use of hypotheses in DF casework is limited to a few
studies. The issue was, to some extent, investigated in my master’s thesis (Sunde, 2017, p.
79), which showed that the interviewed DF practitioners did not themselves generate
hypotheses as a basis for their analysis but were sometimes guided by the investigative
hypotheses defined by the investigation team. The criminal detectives interviewed by
Haraldseid (2021, pp. 53-56) referred to investigation plans and hypotheses as a tool for
underpinning objectivity in content analysis and safeguarding the suspect’s rights. However,
their descriptions of practice showed that the official guidelines were not always
operationalised into a hypothesis-driven content analysis. Articles 4 and 5 provide insights

into how hypotheses are developed, used, and documented during DF investigations.

Collaboration and information exchange

Close collaboration during the DF process between general and technical investigative
competencies is highlighted as a success factor in several research articles (e.g., Cervantes
Mori et al., 2021, p. 108; Hansen et al., 2017, p. 9; Leppinen & Kankaanranta, 2017, p. 168).
Empirical research on collaboration practice is limited to a few studies which explored the
collaboration between criminal detectives and DF practitioners in the Netherlands and

Norway (Borhaug, 2019; Hansen et al., 2017; Sunde, 2017) or tensions and professional
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dynamics between Digital Media Investigators, DF practitioners, and criminal detectives in

England and Wales (Rappert et al., 2021).

The thesis sheds light on some of the disadvantages of close collaboration. Article 1 discusses
the possible biases that may affect DF work. Article 2 shows that contextual information is
often forwarded to the DF practitioners when assigned to the case through submission forms
or dialogue around the assignment. Article 4 shows how this information may influence the
DF practitioners’ analysis approach, in terms of hypotheses generation prior to starting the
analysis, and Article 2 shows that the contextual information may bias the observations

during the analysis of digital information.

2.3.3 Presentation stage

During the presentation stage, the DF process and the results are documented, often in
multiple reports. The technical procedures, methods, and tools used for handling, collecting,
acquiring, and processing the data are also reported for transparency and auditability in DF
casework. A detailed record of who has handled the evidence from the time of collection is
created to prove the chain of custody and is maintained until the case is closed (Flaglien,
2018, pp. 46-47). The relevant findings are described and documented in an analysis report
through technical, investigative, or evaluative reporting styles (ENFSI, 2015a, pp. 40-41;
Horsman, 2021). The reports and the results may undergo quality control before the report is
submitted to the client. At the trial stage, depending on the jurisdiction, the DF practitioner’s
reports are presented as evidence in court, or the DF practitioner is called to the court
proceedings to present and explain the findings from their reports orally. Documentation is
vital for describing the evidence, explaining its relevance, and evaluating its value to the case
under investigation. Documentation is also essential for demonstrating a forensically sound

DF process, preservation of evidence integrity, and an unbroken chain of custody.

The research related to the presentation stage is mainly theoretical research or technological
developments for a more efficient reporting stage. Several research papers are concerned with
tools or systems for automated reporting and the need for standardisation in reporting (e.g.,
Karie et al., 2019; van Beek et al., 2020). Although several guidelines provide
recommendations about what a report should contain (e.g., ENFSI, 2015a, pp. 40-41, 61;
INTERPOL, 2019, p. 53), the formal reporting guidance targeted at the DF discipline is
relatively sparse (Horsman, 2020, p. 627).
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Efficiency is a recurring theme in academic discussions about reporting. Streamlined forensic
reporting (SFR) was introduced in England and Wales to achieve “swift and sure justice”
through an early agreement with the defence on forensic issues or to identify contested issues
where this cannot be achieved in the first instance (McCartney, 2019, p. 83). Nevertheless, the
SFR’s ability to facilitate sure justice is debated, due to the de-skilling of those involved and
the risk of mistakes and misinterpretations of the results. “SFR may be preventing defendants
from mounting a proper defence, but also defendants are being charged/convicted on the basis

of flawed, or at least, incomplete scientific evidence” (McCartney, 2019, p. 85).

A study comparing the quality regimes in the DF, DNA, and fingerprint disciplines in the UK
found that the DF discipline “is operating under arguably less rigorously defined standards,
practitioner governance and evidence validation procedures” (Page et al., 2018, p. 84). To
ensure sufficient quality and to mitigate errors, it is suggested that the report (and results)
should undergo quality control and peer review at an appropriate level and scope (Horsman &
Sunde, 2020; Page et al., 2018, pp. 90-92; Sunde & Horsman, 2021). However,
standardisation has been debated within the DF community. Some have promoted it to
safeguard the credibility of the field and ensure the admissibility of evidence in court (e.g.,
Grobler, 2012; Guo & Hou, 2018; Marshall & Paige, 2018; Meyers & Rogers, 2004; Zahadat,
2019). Others have been sceptical about standardisation as the best solution to challenges, due
to the cost and effort involved in complying with the standards and the complexity of

validation in an environment of rapidly changing technologies (see, e.g., Sommer, 2010).

The empirical research relevant to this stage has mainly been concerned with the quality
control of DF casework. Tully et al. (2020) investigated the implementation of and
compliance with quality standards in England and Wales. The current requirement is for
organisations carrying out DF to gain accreditation to the international standard ISO/IEC
17025 and the Forensic Science Regulator's Codes of Practice and Conduct, which fosters a
systematic approach to quality. Tully et al. (2020) reviewed the available data from initial
assessments and surveillance visits to accredited units by the United Kingdom Accreditation
Service (UKAS) from 2015-2019 and quality referrals to the Forensic Science Regulator
between 2012 and 2019. The aim was to determine whether the ISO/IEC 17025 standard
addressed issues in DF and identify factors that could assist the implementation of quality
systems. Tully et al. concluded that the study supports the need for quality standards in DF

and that accreditation to standards gives external assurance that an organisation has the
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sustainable competence to produce reliable results in the accredited activity. At the same time,
they acknowledge that standards are no guarantee for quality and the elimination of all errors,
partly since the quality standard does not address the financial viability of a company (Tully
et al., 2020, pp. 9-10).

Jahren (2020) explored the state of quality assurance in three Norwegian police districts.
Similarly to Tully et al.’s (2020) results from the initial assessment, Jahren found that peer
review of reports was rarely performed. When performed, it happened in an informal manner,
where a colleague asked another to look at the report. Correspondingly, the survey conducted
by Haraldseid (2021, pp. 45, 61) showed that the result of the content analysis would not

routinely undergo peer review.

In a survey among Dutch police using the investigation platform Hansken, Borhaug (2019, p.
47) found that the system provided technical validation but that the conclusions had to be
validated by the DF practitioners. Of DF practitioners, 70% replied that they had verified
investigators’ work, but only 11.8% said they did this routinely (every time). Unfortunately,
the survey did not examine whether DF practitioners conducted peer reviews of each other’s

work.

Stoykova and colleagues examined DF reports obtained from 21 Norwegian criminal cases
and found substantial deficiencies in documentation practices related to the reliability and
chain of custody of the digital evidence (Stoykova et al., 2022). They concluded that, in most
of the examined cases, it was impossible to trace the DF actions performed or to link the
digital evidence to its source based on the available documentation. The reports collected
through the DF experiment expand these insights and shed light on how the assignments and
procedures, including any quality measures, are documented (Articles 3 and 5) and how the
results are presented (Articles 3 and 5). In contrast to Stoykova et al.’s (2022) study, the DF

experiment was not limited to Norwegian DF practitioners.

2.3.4 Process dynamics and dependencies

Although the DF process is outlined here as linear, it is in fact iterative due to the necessity of
revisiting former stages (Flaglien, 2018, p. 16; Horsman & Sunde, 2022, p. 177). For
example, traces of connected devices (e.g., an external hard drive) may be discovered during

the analysis, which might require further identification and collection. Also, the peer review
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can uncover uncertain, incomplete, or poorly justified findings, which might require a revisit

to the examination or analysis stages for further investigation or verification of the findings.

The DF process may be characterised as a multiple device process, since a person would
typically have several digital devices, and some may be seamlessly interconnected. For
example, a user may have a smartwatch connected to her smartphone, which is connected to
cloud storage. The smartwatch and smartphone are connected to the internet and telecom
networks, leaving traces when the devices are in use or simply through being carried around
while turned on. The user does not usually control the transfer of information between these
devices, where it is stored, and which external network devices they communicate with — and
might not even be aware of the process. Hence, as the relevant traces to an investigation are
distributed to multiple devices, they must be collected to get a complete overview of, for

example, the suspect’s activities or movements (Sharma et al., 2020).

Due to the necessity for various types of expertise, many people with different roles,
competencies, and epistemic cultures are involved in transforming the information into
meaningful evidence in a legal context (see, e.g., Collie & Overill, 2020). The research by
Brookman and colleagues highlights the collective and social nature of sense-making in
British homicide investigations (Brookman & Jones, 2021; Brookman et al., 2020a, 2020b;
Innes et al., 2021; Jones et al., 2020). They describe how actors socially construct the
meaning and significance of digital evidence, such as CCTV footage, mobile telephone cell
site data, and other evidence types, by sequencing and arranging characters and events into a

temporally ordered storyline of a crime (Brookman et al., 2020a, p. 22).

A few studies have shed light on some of the disadvantages or risks of involving several
people and different competencies in the investigation. A US-based study of DF practitioners’
practices with investigations involving mobile devices showed that engaging multiple
investigators also entailed more lengthy investigations (Ward, 2021, p. 82). The study by
Stoykova et al. (2022, pp. 10-11) showed that investigative and forensic activities were often
performed in parallel, resulting in difficulties in tracing the DF actions performed on each
item and linking the digital evidence to its source. Digital devices are not necessarily collected
by DF practitioners but, instead, by patrol officers (Andreassen & Andresen, 2020; Harrison,
2004, pp. 81-82). As shown by Wilson-Kovacs (2019), triage is often performed by
investigation officers, and is aimed at eliminating irrelevant exhibits. Senior investigating

officers would act as gatekeepers, deciding which exhibits to forward to the DF unit for in-
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depth analysis. While acquisition used to be a task for DF practitioners, self-service kiosks for
the automated collection of content from smartphones and other handheld devices are
becoming more widespread in law enforcement organisations (Lawless, 2022, p. 198;
National Police Chiefs’ Council, 2020; Rappert et al., 2021, pp. 6-10). After collection and
examination, the DF practitioner may perform the analysis on their own, collaborate with the
criminal detective on the analysis, or facilitate the content analysis, which is undertaken by
the criminal detective (Sunde, 2017, p. 64). In-depth knowledge of the particular case and
general knowledge of the investigated crime phenomenon are highlighted by DF practitioners
as a prerequisite for deciding what is relevant information or not during the analysis (Sunde,
2017, p. 62). A criminal detective would thus often be involved in reviewing the information,
and the DF practitioner would, in such situations, prepare and facilitate the review (Hansen et
al., 2017; Horsman & Sunde, 2022, p. 176; Sunde, 2017, p. 64). The information deemed as
relevant would sometimes need a deeper technical analysis, which would require the DF

practitioner’s expertise.

There are typically multiple hardware and software tools involved in the DF process
specialised for the device, technology, type of data, or the scope or nature of the task to be
performed to uncover relevant evidence (see, e.g., Narwal & Goel, 2020). The tools aim to
facilitate effective DF investigations and provide credible results. Specialised technology and
software are necessary for triaging devices for potentially relevant information, acquisition of
the digital content, to pre-process the information for the type of content targeted by the

investigation (such as images and documents), and to facilitate efficient review.

Tools need to be updated frequently to handle new technology and are thus vulnerable to
programming flaws, which may lead to systematic errors in the output (Horsman & Sunde,
2020, pp. 2-3; SWGDE, 2018, pp. 3-4). A comparative study of mobile forensic toolkits
showed considerable variation between recovery methods implemented in the toolkits, the
proportion of recovered artefacts and the extent to which the results produced by one recovery
method can be verified by one or more others (Glisson et al., 2013, p. 55). The dual-tool
approach is a quality measure for uncovering tool interpretation errors and involves checking
the interpretation with a second tool (Flaglien, 2018, p. 32). However, the dual-tool approach
has several limitations (Friheim, 2016). Multiple overlapping tools are also necessary to
compensate for the shortcomings in other tools (Ward, 2021, p. 86). An aspect of tools that is

essential to human factors is that the tools influence how the investigation is performed, due,
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for example, to how well the tool fits the purpose (J. I. James & Gladyshev, 2013b, p. 156).
Factors such as functionalities, interface, performance, and how the results are presented and
ordered may influence or bias the investigation (Dror & Mnookin, 2010; Haraldseid, 2021,
pp. 45-47; Lawless, 2022, p. 196).

The volume and expertise challenges have led to the decentralisation movement and the
increase of so-called push-button forensics, with highly automated tools for the DF process.
On one hand, this approach increases DF capacity, since it allows less technically skilled
personnel to conduct tasks (J. I. James & Gladyshev, 2013a, p. 14). On the other hand, there is
a risk of misinterpretation of the results, due to inadequate technical competence (Collie,

2018; Humphries et al., 2021, p. 9).

2.4 Digital evidence agency - increasing volumes and new functions

As mentioned in section 1.2, Innes et al. (2021) define three distinct framings of criminal
investigation research: crime, conduct, and techniques. However, drawing on perspectives
from actor-network theory (ANT), where both human and non-human are perceived as actors
with agency in the network of information processing and knowledge production (Latour,
2005), one additional framing could be added — the social life and role of the digital evidence.
The social life of digital traces, and specifically how human and non-human actors influence
the construction of the digital evidence, is given particular attention in Articles 3 and 5.
Scientific practice and knowledge construction have been the subject of several empirical
studies from STS scholars (e.g., Knorr-Cetina, 1981; Latour & Woolgar, 1979/1986), and
some studies have centred on the construction of forensic evidence (e.g., Cole, 2001; Costa &
Santos, 2019; Dahl, 2008, 2009; Kruse, 2016; Williams & Weetman, 2013). Yet, these studies

did not encompass digital evidence.

While examining investigative practices, the social life of digital evidence has been covered
to some extent by Brodeur (2010), who examined 153 Canadian homicide case files from the
period 1990-2001. He found that digital evidence (electronic or physical surveillance) and
computer searches was a determinant for identifying or locating suspects in a very small

proportion (0.7-2.6%) of the cases (Brodeur, 2010, pp. 208-210).

Although the framing of Brookman and colleagues’ ethnographic research was the
investigative conduct in 44 UK homicide cases, digital evidence is discussed in all published

papers from the project to date (Brookman et al., 2020a, 2020b; Innes et al., 2021; Jones et al.,
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2020). One paper devotes particular attention to CCTV evidence, and in contrast to Brodeur
(2010), Brookman and Jones (2021, pp. 8-9) found that digital evidence in the form of CCTV
and phone data was the most important factor for both identifying and charging suspects.
Evidence, such as social media and computer examinations, played a role in only a few (1-2)
of the examined cases. Nevertheless, evidence types such as mobile phone extractions and
browser history logs are highlighted as critical by several of the interviewed homicide
detectives for shedding light on the motive and intentions (Innes et al., 2021, pp. 714, 717).
The increased importance of digital evidence is no surprise, given how society has been

digitised during the period between these studies.

2.5 Cognitive and human factors influencing forensic decision-making

There is now a substantial amount of research on cognitive factors influencing forensic work.
A key aspect of this research has been to explore whether and how irrelevant contextual
information may influence perception, judgement, and decision-making within the forensic
casework. Since three systematic reviews of key relevance to the thesis were recently
published, it was considered unnecessary and redundant to perform an additional review for
the thesis. The first was a systematic review of cognitive bias research in forensic science,
performed by Cooper and Meterko (2019). The review encompassed 27 studies from the
following disciplines: fingerprint, forensic anthropology, bite-mark, bloodstain, dog handling,
DNA, hair, handwriting, shoeprint, speech, tool marks/bullets, crime scene investigation, and
forensic pathology. Two studies about human-technology interaction related to the Automated
Fingerprint Identification System (AFIS) fingerprint system and face matching were also
included. Cooper and Meterko concluded that the studies underpin the fact that case-specific
information, even when it is wrong, can influence forensic decision-making. They highlight
the use of ancillary information (information of other types of evidence) in the decision-
making as a biasing source for forensic decisions and strength of conclusions. They also
underline the need for research on the algorithm-generated matching process of human

decision-making (Cooper & Meterko, 2019, p. 43).

The second literature review was conducted by Kukucka and Dror (2022) and included 43
empirical studies on cognitive bias in the forensic science disciplines and domains. In addition
to the disciplines included in the above-mentioned study by Cooper and Meterko (2019), they
also included the studies from disciplines concerned with arson, toxicology, and DF (Article

2). The review showed that although 6 of the 43 included studies did not find statistically

39



significant cognitive bias effects, such effects were found across all the included forensic

disciplines.

The third systematic review, which was also performed by Meterko and Cooper (2021),
included 30 empirical social science research papers on cognitive biases in criminal case
evaluations. Since the DF discipline may be considered both a forensic science discipline and
an investigative tool (Casey, 2013, p. 86), research on cognitive biases in criminal
investigations is also relevant. Meterko and Cooper summarise that the body of research
demonstrates that the human element can unintentionally undermine the truth-seeking in the

evidence integration process (Meterko & Cooper, 2021, p. 10).

The literature review for the thesis shows that, although decision-making is a recurring theme
in DF scholarly literature and research, little of this stems from empirical research on
decision-making. Instead, they are mostly presentations of opinions or ideas about how to
make effective decisions in DF work (e.g., Bednar et al., 2008; Grigaliunas et al., 2021;
Horsman, 2019), how technology such as Al, machine learning, or data mining may assist in
such decisions (e.g., Bohm et al., 2021; Costantini et al., 2019), or how technology may
perform the DF decision-making through an automated process (e.g., Kelly et al., 2020).
However, three smaller experimental studies and one qualitative study with relevance to DF
decision-making (not included in the above mentioned reviews) were identified. In the first
study, J. I. James and Gladyshev (2013b) engaged five DF practitioners in an enhanced
preview of evidence files. The results showed that the participants were inconsistent in their
decisions about what to include or exclude based on the preview. In the second study, nine DF
practitioners participated in a comparative study of visualisation processes for analysis, which
aimed to enhance their decision-making and facilitate the explanation of phenomena in
evidentiary data (Osborne et al., 2012). They found that the EPIC (Explore, Investigate and
Correlate) process visualisation approach led to the best performance and user satisfaction,
compared to two other visualisation approaches. Although not involving DF practitioners, the
third study examined the reliability of decision-making among five analysts when classifying
child sexual exploitation material (Kloess et al., 2021). The study showed that the level of
agreement on age estimation was moderate to good, and very good for image classification.
The fourth study explored forensic analysts’ self-reported decision strategies when identifying
and investigating cyber intrusions. Based on interviews with nine forensic analysts specialised
in triage, incident response, or forensic examinations, Sanders (2021) applied cognitive task

analysis methods and developed a model of diagnostic inquiry that represents the
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relationships between how analysts formed investigative questions, interpreted evidence,

assessed the disposition of events, and chose their next investigative actions.

To summarise, there is a knowledge gap concerning DF decision-making. Article 1
contributes to bridging the research about the influence of cognitive and human factors on
decision-making from forensic science disciplines into the DF domain. Article 2 is the first
study of bias and reliability in DF observations, interpretations, and conclusions. It indicates
that contextual information may bias DF observations, and Article 4 sheds light on how the
contextual information may influence the DF practitioner’s beliefs and hypothesis generation

prior to analysing the evidence file.
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3. Theoretical perspectives on the DF practitioner’s role in the

journey from digital trace to evidence

Theory is a way of thinking systematically about concepts or what things are, mechanisms or
structures related to how things work, or normative assumptions about how things should be
(Nygaard & Solli, 2020, p. 131). This section outlines the main theoretical concepts and
perspectives relevant to the five articles in the thesis and the concluding analysis and
discussion in section 6. It centres on theoretical concepts relevant to the analysis and
presentation stages of the DF process. The thesis builds on the foundation of the empirical
research summarised in section 2.3, however, new perspectives are also applied. Outlined
first is the concept of the trace, which is the starting point of the evidence construction
process. The digital trace is essential to the analysis and discussion in Articles 2-5 and
therefore explained in detail. Then, the focal point moves to the human factor, and theoretical
perspectives of how DF practitioners turn traces into evidence are outlined. The scientific
inquiry and investigation perspectives particularly relate to analysis and discussions in
Articles 1, 2, 4 and 5, whilst perspectives concerning inscription practices and narrative
construction are used as analytical concepts in Article 3. Then, the normative assumptions of
what makes up evidential value in a legal context are outlined, which are central for the
analyses and discussions in Articles 2, 3 and 4. Finally, the concept of error, which concerns
all articles, is described. Particular attention is directed towards cognitive factors such as bias,

biasing sources and reliability, which are the primary focus in Articles 1 and 2.

3.1 Traceology

The thesis explores the DF practitioner’s role in constructing digital evidence within a
criminal investigation. A criminal investigation is concerned with reconstructing past (or still
ongoing) events and shedding light on all necessary aspects relevant to a criminal trial. This
entails obtaining sufficient information to construct a plausible narrative about the event and
the persons involved. Since the police have no direct access to what actually happened, they
will have to rely on traces resulting from these events and use different types of logic and
investigative processes, methods, and tools, to be able to infer with sufficient confidence what
the traces are, what activities or events caused them, and who was involved. Article 2
provides novel insights into issues concerning observing the trace in the first place,
considering the traces in context, and drawing inferences and conclusions based on these

observations. The trace does not represent itself in court, and Articles 3 and 5 shed light on
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another dimension — namely, how the written representation of the trace in reports may
introduce “evidence elasticity” in what the trace is, what it means, and its evidential value to
the case under investigation. To understand how digital evidence is constructed and the
components that make up digital evidence, one must take a step back and explore a more
fundamental concept — the trace. Since the trace may be understood from different
perspectives, if is first described from a perspective inspired by Charles S. Pierce’s semiotics,

followed by a perspective inspired by the STS tradition.

3.1.1 Theorising the trace from a semiotic perspective

Different meanings have been used when describing the trace. According to Tilstone et al.
(2013, p. 177), two meanings have frequently been assigned: The first is related to the
semiotic tradition, which mainly was developed by Peirce and describes the trace as a mark,
object, or other indication of the existence or passing of something. The second is more
focused on the quantity of the object — and describes a trace as a tiny quantity, too small to be
accurately measured. For example, the chapter “Trace evidence” in the Handbook of Forensic
Science relates trace to the latter: “Trace evidence is a category of evidence that is
characterised by the analysis of materials that, because of their size or texture, are easily
transferred from one location to another” (Houck, 2009, p. 166). Whilst quantity is an issue in
the forensic science disciplines dealing with physical traces, it is not helpful in the digital
world, since the quantity does not necessarily reveal anything significant about the event. The

thesis thus draws on the semiotic understanding of the trace.

Pollitt et al. (2018, p. 1) underline the relationship between a trace and an event. They state:
“A trace is any modification, subsequently observable, resulting from an event”. They argue
that all traces involve some modification, which affects either an entity in an environment or
the environment itself. This understanding entails that immutable objects can also be
considered a trace when their occurrence is the consequence of an event, such as a mobile
device identifier deposited at a crime scene. The trace can be a presence or an absence. Its
nature can be physical or virtual, material or immaterial, analogue or digital (Pollitt et al.,

2018, p. 1).

Whilst also drawing on the semiotic view of the trace, Jaquet-Chiffelle and Casey (2021, p. 2)
aim to develop a formalised model of the trace represented by mathematical terms, which can
cultivate a unified understanding of the trace across forensic disciplines. They take the

pragmatic stance and relate the work to Peirce’s concept of sign chains with dynamic and
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immediate objects. Here, they distinguish between the tangible and the abstract world,
whereas, in forensic science, the abstract world is the hypothetical former state in which the
former events occurred or not (Jaquet-Chiffelle & Casey, 2021, p. 6). In their model, what
makes up a trace is not the observable object itself, as referred to by Pollitt et al. (2018, p. 1),
but what it represents (perceived differences) relative to inferences about the abstract world
(Jaquet-Chiffelle & Casey, 2021, p. 9). According to this concept, to understand the tangible
trace (of an event) at the empirical level, one needs to imagine the abstract world where the
alleged event took place and a version where the event did not happen. The abstract trace
represents the modification or difference between the event and non-event in the abstract
world. In addition to being a presence, the trace can thus be the perceivable absence of
something that previously existed but was obliterated by a previous event (Jaquet-Chiffelle &

Casey, 2021, p. 2).

The authors underline that what is commonly referred to as a trace in scientific practice is, in
fact, one or more observable facets of the tangible trace (Jaquet-Chiffelle & Casey, 2021, p.
2). Due to the limitations at the tangible level, the tangible trace can thus be partially
perceived through the observable facets of the trace, which are never complete. The trace is
mutable due to intrinsic or extrinsic events and can evolve (e.g., decompose) as time goes on,
due to intrinsic events, even without extrinsic events. The authors emphasise that their
conceptualisation of the trace is not a faithful representation of reality, nor a fact, but a
concept representing the perceivable difference at a scene, resulting from an event of interest.
The difference relates to a former state of the scene modified to the subsequent state, due to
something being changed, added, or removed. The modification may be perceivable as a trace
at an abstract or tangible level: A fallen tree in the woods is a perceivable trace of an event, in
spite of no one seeing or hearing it fall, and magnetism happens even though we cannot see or
feel it. The tangible digital trace is defined as “the modifications of the scene, subsequently
perceptible in binary form, resulting from the event of interest and subsequent intrinsic
events” (Jaquet-Chiffelle & Casey, 2021, p. 10). An observation instrument is always required

in the digital realm, since data cannot be observed directly.

Jaquet-Chiffelle and Casey’s trace theory builds on Peirce’s sign chains and the three
interpretants. Although they acknowledge that one trace facet can have different meanings,
depending on the cohesive consideration of other facets and their context, the interpretants

and effects on the interpreter (observer) are excluded from the paper’s theoretical discussion

44



(Jaquet-Chiffelle & Casey, 2021, pp. 1, 3). Interpretation is, however, a central concept in

social science perspectives, and an STS perspective of the trace is presented below.

3.1.2 The reported trace as an actor with agency

The semiotic and quantitative descriptions of the trace do not elaborate on the function of the
trace. Trace is sometimes associated with human traits/qualities, such as memory: “This is
evidence that does not forget” (Kirk, 1953, p. 4), or being a testimonial witness: “The purpose
of forensics — making mute things give testimony — implies a process of adding informational
value through analysis in order to move from the things as occurrences in and of themselves
to things as evidence to propositions” (Tilstone et al., 2013, p. 20). As discussed in Sunde
(2020a, p. 22), some even state that “the mute witnesses never lie” (Arntzen, 2018, p. 9, my

translation), which may create a notion of credibility of the trace and associated claims.

Instead of assigning human traits to the trace, the concept of non-human entities with agency
may be helpful. This perspective is applied in several scholarly traditions, such as actor-
network theory and critical realism. As pointed out by Kruse (2016, p. 94), the trace itself is
often not present or in the criminal case, but the “written traces” are described in reports by
forensic scientists or crime scene investigators. The written trace may not be just text — it can
be represented and visualised in various ways, such as tables, graphs, drawings, and photos.
The written trace becomes a stable inscription, which can be moved around between actors in
the justice system. However, the written representation may differ from the observed facets,
due to the subjectivity involved in the investigation and documentation process. Kruse (2016,
pp. 110-112) highlights that the document may be stable, but the reported knowledge objects
can still be interpreted in various ways, for example, by different epistemic cultures. From this
perspective, the written representation of the trace is prone to different interpretations by the
actors involved further in the investigation process, such as the legal decision makers. The
interpretative flexibility and possible implications of this is discussed in Article 3 (see section
3.2.3). Article 5 sheds light on how such activities were performed and documented and
provides insight into how the notion of credibility may be mediated, by both information

presence and absence.

3.2 From trace to storyline — connecting the dots and crafting a scenario
The thesis’s research question centres on the DF practitioner’s role in the investigation
process, from trace to evidence. Casey (2013) states that DF is neither a scientific inquiry nor

an investigative tool — it is both. Of great importance is how the DF practitioner understands
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their own role, including their own expertise and limitations. How the DF practitioner
perceives the inquiry is also crucial, such as whether they believe to be performing a scientific
inquiry or non-scientific investigation, and whether they understand their own capabilities to
apply the scientifically derived and proven methods and to apply rigorous scientific reasoning
to underpin any truth claims. Still, the value of digital evidence is assessed and decided by
legal decision makers. Central here are perceptions of beliefs about the scientific maturity or
“scientificness” (M. Olivier & Gruner, 2013, p. 34; Shaw, 2001, pp. 656-657) of DF. M.S
Olivier (2016a, p. 47) argues that “if forensic science is not scientific but a pretence of
science, trust in the endeavour is misplaced”. An inflated belief in scientificness may lead to

overconfidence about the claims of truth and less scrutiny of the DF process and its outcome.

As discussed in section 2.3, there is little empirical research on how DF investigations are
actually performed, and there is thus limited knowledge about the DF practices reflection of
scientific maturity. Section 3.2.1. discusses various aspects of scientificness that were
essential when looking for traces of applied science in the DF reports. The aspects concerning
scientificness inspired the analysis in Article 4, which examined the hypotheses’ role for the
inquiry and the techniques applied for safeguarding examiner objectivity and evidence
reliability, and Article 5, which explored the documentation and reporting of DF procedures
and results. Performing an investigation is not a concept on which there is unanimous
agreement, and several typologies such as science, art, craft, or the reflexive investigator have
been developed. These typologies are outlined briefly, since they aid the summary discussion
in section 6 about the characteristics of the observed practices in the empirical foundation

obtained through the DF experiment.

The thesis’s objective was, however, not to reduce the work of DF practitioners to a category
or typology but to gain deeper insights into what they actually do when analysing an evidence
file and reporting the results. This inspired a shift in the analytical perspective, and Article 3
draws on central concepts from STS to understand how the DF practitioner transforms the
observations of traces into written representations in analysis reports aimed for use as digital
evidence in a legal context. The theoretical concepts, such as interpretative flexibility,

narrative construction, and inscription, are elaborated in section 3.2.2.
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3.2.1 DF casework — as scientific inquiry or investigation

Since DF is “the use of scientifically derived and proven methods toward the preservation,
collection, validation, identification, analysis, interpretation, documentation, and
presentation of digital evidence [...]” (Arnes, 2018, p. 4 referring to Palmer, 2001, p. 16),
the section explores three dimensions related to the scientificness of DF inquiry during the

analysis and presentation stages of the DF process:

e the scientific underpinning of the DF discipline (is DF a science?)
o the scientific expertise of the practitioner (is the DF practitioner a scientist?)

e the enactment of science (is DF examination a scientific inquiry?)

These above-mentioned scientificness aspects are interconnected and may underpin truth
claims in various ways. Nonetheless, illusions of scientificness can foster unjustified
assumptions of truth. The correct application of scientifically derived and validated methods
can be a scientific inquiry — but it does not make the practitioner performing the procedure a
scientist. Being a scientist would entail competence in performing scientific inquiry but not a
guarantee that a scientific procedure has been followed. The methods, tools, and procedures
applied by scientists may have a scientific underpinning, but that does not validate the

discipline, in which they are applied, as a science.

Scientific underpinning

The scientific status of DF has been and still is debated (e.g., N. Beebe, 2009; Carrier, 2006;
Casey, 2020a, 2020b; Cloppert, 2009; Cohen et al., 2011; Gladyshev, 2004; Losavio et al.,
2016; M. S. Olivier, 2016a, 2016b). For many jurisdictions, such as the USA and the UK, the
scientific underpinning is essential for the admissibility of the forensic evidence in a court of
law (e.g., Pollitt, 1995). Other jurisdictions, such as Norway and Sweden, do not have a
similar formalised admissibility threshold. Independent of admissibility, the scientificness of
the DF discipline has been subject to scrutiny from a philosophical stance, discussing whether

DF is founded on a robust theoretical underpinning (Tewelde et al., 2015).
The DF discipline originates mainly from the computer science domain. There are different
opinions about the epistemological status of computer science, and the discussion revolves

around whether it is a mathematical, engineering, or scientific discipline (Angius et al., 2021,
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8.1-8.3). Computer science centres on computational systems and problems such as hardware,
software, abstraction level issues, artefacts, programming, algorithms, physical computation,
and verification/testing/experimentation methodology (Angius et al., 2021). The scientific
underpinning of computer science is of great importance to exploring questions of digital
events and behaviours of computer systems. However, since DF is concerned with
investigating incidents involving human actors and human-computer interactions, the

computer science foundation provides an inadequate underpinning for this dimension.

Scholars from the computer science domain, such as Gladyshev (2004), Carrier (2006), and
Cohen (2013), have provided substantial contributions to the theoretical underpinning of DF
as a science. Gladyshev (2004) aimed to make event reconstruction in DF science more
rigorous and objective by introducing mathematics in DF analysis. Carrier (2006) aimed to
define a theoretical model of a computer’s history based on the theory of computers. Central
to both Gladyshev’s and Carrier’s research on event reconstruction were finite state machines,
which are abstract machines that can be in exactly one of a finite number of states at any
given time. The finite state machines were also discussed by Cohen (2013) but were not
central to the theoretical development in his research. Cohen’s objective was to strengthen
DF’s theoretical scientific underpinning and proposed a formalised model for depicting the
inherent nature of DF trace evidence in the legal context. The frace concept was advanced in
the above-mentioned paper by Jaquet-Chiffelle and Casey (2021, see Section 3.1.1), using
mathematical language. Experimentation, testing, and validation have been subject to several
theoretical contributions, such as the ExperDF-CM conceptual model for DF experimentation
(Oliveira Jr et al., 2020), the Framework for Reliable Experimental Design (FRED)
(Horsman, 2018), the Digital Evidence Reporting and Decision Support framework by
Horsman (2019), and the model for reliability validation of file system interpretation (Nordvik
et al., 2021). Academics in the field have also provided valuable theoretical contributions to a
formal evaluation of digital evidence (e.g., Casey, 2020b; Ryser et al., 2020; Tart, 2020).
Although DF rests on the robust underpinning of computer science, as an applied scientific
discipline, it seems to be under construction, with a less robust scientific foundation through
long-term development, testing, refining, and legal and scholarly scrutiny, compared to other

applied forensic science disciplines such as the DNA discipline (M. S. Olivier, 2016a, 2016b).

48



Scientific expertise of the practitioner

M. S. Olivier (20164, p. 49) draws an important distinction between being a scientist and
being involved in the forensic science process. The process itself (and, hence, its
development) needs to be scientifically sound; the scientific laws that underlie the process
need to be understood (and justified) by the developers of such a process. Still, the many
people involved daily in a forensic science process are not (and need not be) scientists, and
conducting the process does not make you a scientist. While a non-scientist DF practitioner
may safely perform scientifically validated procedures and describe the output, the scientist’s
expertise is crucial for interpreting results. Interpretation is involved when determining what
traces are and what they mean, evaluating the value of the trace in the context of the
questioned matter, as well as identifying, understanding, and explaining the limitations and
uncertainties associated with the results. These are aspects of the expertise challenge
described in section 2.2.2. Although many academic institutions offer DF education, there are
currently no generally accepted standard minimum requirements regarding who is an expert in
the DF field throughout the world. The consequence is a number of formally qualified
experts, all having different levels of competence (Humphries, 2019, p. 40; Watson & Jones,
2013, p. 826). In her PhD thesis, Humphries (2019, p. 98) highlights an important point about
learning the necessary skills to perform DF examinations: most of the courses aimed at DF in
the UK sit in computer science departments, where the primary focus is computer science,
with a few modules directed towards broader forensic elements. Qualification in scientific
inquiry entails competency in applying the scientific method to research problems aimed to
produce generalised knowledge. Still, this competency may not provide sufficient
qualification to perform what is required in a DF investigation, which entails applying science
in a forensic examination to produce knowledge about a specific event. One of Humphries’
informants stated that “placing a forensics course in a computer science department is the
reason many fail as they produce computer scientist not forensic experts and the gap is vast!”

(Humphries, 2019, p. 98).

Being a scientist within the applied DF science brings about different challenges from those
of disciplines with a more static problem to investigate. DF is concerned with a rapidly
changing technological environment, complicated by the human-computer interaction
dimension of usage patterns and attempts to hide, obfuscate, or destroy traces. The formal
expertise may thus be rapidly outdated, and continuous training and proficiency testing is

necessary to provide objective evidence of sufficient expertise compared to some pre-
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established criteria (Garrett, 2021, pp. 106-107). To assess whether the DF practitioner had
sufficient — and an adequate type of — expertise for the DF examination, documentation about

their expertise is vital.

The enactment of scientific inquiry vs a DF investigation

S. H. James and Nordby (2002, p. 6) highlight the difference between the underlying science
and the applied forensic science: While science typically is developed in a controlled
environment, forensic science usually applies scientific theories and methods in chaotic
environments. And, while forensic science typically is about reconstructing past events,
science is usually concerned with predicting what will happen in the future. Reconstructing
activities based on artefacts is often a demanding task, as it is easier to predict what a
computer program will do than to reconstruct what it did (M. S. Olivier, 2016a, p. 51). M. S.
Olivier (20164, p. 48) underlines a vital distinction, “If forensic science is the use of science
to help answer disputes in legal and related matters a question that arises is when this science
is actually performed”. Confusing investigative improvised methods with scientific rigour

may lead to misinterpretations about the credibility and evidential value of the results.

In contrast to the attempts to justify that DF is a scientific discipline, more academics have
been concerned with exploring how DF investigation ought to be performed to demonstrate
scientificness during the inquiry. The OSAC (The Organization of Scientific Area
Committees for Forensic Science)/NIST subcommittee for digital and multimedia evidence
addressed the issue of whether the digital/multimedia discipline can demonstrate that the
processes, activities, and techniques used are sufficiently scientific. As a result, they produced
a harmonising framework for forensic science practices and digital/multimedia evidence
(Pollitt et al., 2018, p. i1). They state: “to be scientific, a discipline must employ scientific
reasoning” (Pollitt et al., 2018, p. 3) and outline the scientific reasoning process as applying
abductive, deductive, and inductive reasoning, sometimes referred to as the hypothetico-
deductive model. The paper defines and describes core forensic processes (authentication,
identification, classification, reconstruction, and evaluation) and a set of forensic activities
(survey, analysis, integration, interpretation, and documentation) for producing information to
feed into the forensic processes (Pollitt et al., 2018, pp. 6, 11). The core forensic processes

and activities interact with each other in various ways to fulfil the objective of the scientific

inquiry.

50



The core forensic process of evaluation is central in the Case Assessment and Interpretation
(CAI) framework, which was developed as a novel application for forensic science to deal
with forensic science problems and opinion evidence (R. Cook et al., 1998a, 1998b). CAI was
founded on Bayes’ Theorem’s logical framework (Bayes, 1764), which was applied to deal
with uncertainty through subjective probabilities (Jackson, 2011, p. 2). Perhaps the single
most fundamental element of the CAI model is the definition of a pair of propositions from
which likelihood ratios for scientific findings can be derived (Jackson, 2011, p. 9). The
hierarchy of issues (originally named the hierarchy of propositions) is a central component of
the CAI framework. It aims to formalise and clarify the precise contribution of forensic
science evidence in a particular case (R. Cook et al., 1998a, 1998b). It separates the expert
opinions at source, activity, and offence levels. The source level deals with propositions about
the source of the questioned material. The activity level is concerned with the activity the
suspect allegedly has done, incorporating the source level issues. The offence level relates to
the allegedly committed crime and is concerned with both the legal application of the
phenomenon and the issues of criminal guilt. As with the activity level, it incorporates the
levels below. The forensic science experts would typically be commissioned to provide source
level opinions and sometimes activity level opinions. However, offence level opinions are
regarded as being outside the forensic scientists’ area of expertise and should be the task of
the legal decision makers (R. Cook et al., 1998a, p. 233). The CAI framework distinguishes
between the forensic scientists’ role at different stages of a criminal investigation and which
expert opinions they may provide. According to Jackson et al. (2006, p. 39), the forensic
expert may provide three types of opinions. The first type is “investigative opinions”, which
are explanations, or conjectures, for observations, sometimes associated with posterior
probabilities for the explanations. The second is “preliminary evaluative opinions”, which are
expressions of the likelihoods for the findings, given the truth of individual propositions. The
third type is “fully evaluative opinions”, which are numerical or verbal expressions of the
magnitude of the likelihood ratio. Whilst investigative and preliminary evaluative opinions
are more relevant at the investigative stage, fully evaluative opinions aim to guide the legal
decision makers at the court stage. Guidelines for DF work also refer to the CAI framework
when stating how evaluative opinions should be structured (ENFSI, 2015a, pp. 34, 41;
2015b).

According to M. S. Olivier (20164, p. 48), the discourse in the DF domain has only seen

limited self-reflection about the use of science (or scientific methods) in its activities, and,
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while there are some exceptions, the few published claims that DF is scientific are often based

on a limited understanding of science.

The enactment of (non-scientific) investigation

As mentioned above, DF may be both a scientific inquiry and an investigative tool. However,
suppose the examination of digital traces fails to fulfil the requirements for being a forensic
inquiry and, instead, is performed as a non-scientific investigative inquiry. In that case, some
central questions are: how should the results be understood, and can and should they be

trusted?

An investigation is typically defined as being much broader than a scientific inquiry.
Although a criminal investigation aims to find the truth and uses research-based methods and
tools, the investigation stage may involve more ad hoc and improvised methods and tools
(Hewling, 2013, p. 199; Ward, 2021, pp. 103-104). The function of investigative hypotheses
is to support the investigation of a particular event. Thus, they deviate from the function of
scientific hypotheses, which aim to develop a generalised theory (Tewelde et al., 2015, p. 38).
Due to the nature of a criminal investigation, the hypotheses are often derived through
abductive reasoning based on uncertain and incomplete case information, combined with
experience and formal knowledge of the practitioner (Renn, 2013, p. 281; Sunde, 2020b, p.
3). The early stages of an investigation aim to uncover potentially relevant information to
answer questions about what happened, who was involved, how it was performed, why,
where, and when (T. Cook, 2016, p. 38). Without formal evaluation, the investigation can
produce descriptions of the uncovered traces, interpretations of what the traces mean, and
inferred explanations related to the investigative questions that have been explored (Jackson
et al., 2006, p. 39). Lipton (1991, pp. 60-61) suggested that there are two epistemic filters
involved in the abductive investigation process. The first filter reduces all possible
explanations to the plausible explanations. The second filter reduces plausible explanations to

the best explanation.

Research from the social sciences has shown that investigation may be understood as different
types of detective work based on its characteristics and produced typologies such as art, craft,
or science (Tong & Bowling, 2006). In short, the craft typology emerged from learning by
doing and on-the-job experience with investigation and case management. Essential for this
perspective is learning to use the tools to build a case (Hald & Renn, 2013, p. 25; Tong &

Bowling, 2006, p. 324). Detective work as art is characterised by using instinct, hunches, and
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intuition for solving investigative problems (Tong & Bowling, 2006, p. 324). From this
perspective, the detective is an artist with inherent skills that only a few talented people
possess (Hald & Renn, 2013, p. 26). According to the science typology, the investigative
work is related to or conditioned by science and is closely related to the scientificness
perspective discussed earlier in this section. The detectives are skilled in scientifically
founded approaches, such as crime scene management, handling physical evidence (Tong &
Bowling, 2006, p. 325), investigative interviewing (e.g. Gabbert et al., 2018; Griffiths and
Rachlew, 2018; Jakobsen, 2021) and investigative decision-making (Fahsing, 2016). Hald and
Renn (2013, p. 28) highlight that this perspective relates closely to the view that investigation
is or aims to be an evidence-based enterprise, which entails that there is an empirical

underpinning that the applied methods or activities are effective.

Hald and Renn (2013, pp. 30-34) suggested adding the reflexive investigator (detective)
typology with critical, methodological, and analytic awareness and expertise for the
methodology of discovery. Interpretation plays an essential role in the reflexive detective’s
work and is based partly on background knowledge and partly on the traces that exist in the
individual case. The reflexive investigator can reflect critically upon their own investigative
practice and determine the robustness of assessments and conclusions (Hald & Renn, 2013, p.
31). These perspectives are helpful for theorising DF inquiry and practice in a more nuanced
way than the dichotomy of science or investigation, and is further discussed in section 6. They
also pave the way for applying other theoretical concepts from social science, such as
interpretative flexibility, narrative construction, and inscription, to explore in depth what DF

practitioners actually do when analysing and reporting digital evidence.

3.2.2 DF casework — as interpretation, narrative construction, and inscription

The situation created by the DF experiment enabled a novel and multifaceted exploration of
investigative practices, which otherwise would be black-boxed. Article 3 explores the
different interpretations of the same artefact or trace, which adds to the concept of evidence
dynamics and sheds new light on whether digital evidence should be viewed as objective and
reliable. Article 3 draws on central concepts from STS research, such as interpretative
flexibility, narrative construction, and inscription, to understand how the DF practitioner
transforms the observations of traces into written representations in analysis reports aimed for
use as digital evidence in a legal context. The central theoretical concepts are therefore

elaborated.
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Narrative construction and interpretative flexibility

Narrative construction is a useful perspective for understanding the process of establishing
knowledge about the particular, as opposed to developing generalised knowledge — which is
the aim of scientific research. Narratives connect people and their actions to the crime (Kruse,
2016, p. 19). In a legal context, the narrative helps assess the value of individual traces and
the traces in context. Kruse (2016, p. 32) highlights that, in contrast to, for example, witness
accounts, forensic evidence does not come in narratives. It is regarded as reliable and often
becomes the anchoring point in the narratives of the case (Kruse, 2016, pp. 33, 156).
Nevertheless, forensic evidence is unable to stand on its own and, thus, a context is necessary
to evaluate its value to the case under investigation (Kruse, 2016, p. 33). In contrast to verbal
evidence, forensic evidence cannot present itself, and a human must do the representing

(Kruse, 2016, p. 10, referring to Barad, 1981).

The physical forensic evidence has primarily been related to source level issues (see hierarchy
of issues, section 3.2.1) and, more rarely, to activity and offence levels (Kruse, 2016, p. 79).
Whether a scientist should address the activity level issues in formal evaluations is contested,
since it is often necessary to obtain and consider case-specific information outside the
scientist’s expertise and the fact that interpretation at the activity level will be conditioned by
the aspect of time (Evett et al., 2000, pp. 7-9; Risinger, 2013, p. 70). For example, DNA
evidence may be found on the knife, but the trace itself says nothing about the event that led
to the DNA trace on the knife. At this point, digital evidence differs considerably from the
other forensic disciplines. Events, and thus activity level issues, are often the primary focus of
the DF investigation. An event is described as “a complete collection of related things that
have happened (or are happening) in a world within a specific closed interval of time”
(Jaquet-Chiffelle & Casey, 2021, p. 4). Establishing who caused the event in a digital
environment is typically a difficult task — and must often be supported by other investigative
steps, such as suspect interviews. The event can be linked to information indicating who may
have caused the event, but association with a high/strong probability, such as a fingerprint or
DNA, is often out of reach. Also, separating human-related activities from system-generated

activities may also be difficult, due to the computer systems’ complex and diverse nature.

Interpretative flexibility (Collins, 1981, p. 4; Doherty et al., 2006, p. 569) is a concept central
to understanding the variance observed in the DF experiment and the DF practitioner’s role in
constructing what starts as a trace and becomes investigative leads or digital evidence.

Interpretative flexibility is a central concept of social constructivism in STS and is often
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applied to explore social negotiations between different groups about disputed scientific
findings or controversies about technology (Silvast & Foulds, 2022, pp.109-110).
Interpretation and subjectivity are also acknowledged within the natural/computer science
perspectives. Yet, from the conservative stance, it is understood as something that can and
should be minimised or avoided. The thesis applies the general description of the concept,
namely that concepts have flexibility when they are interpreted differently (Silvast & Foulds,
2022, p. 110) and explores the function of interpretative flexibility in the interpretation of
individual traces and in the narrative construction. The thesis adds to the work of Kruse
(2016), Santos (2014), and Dahl and Satnan (2009), who have all explored the interpretative
flexibility of various types of forensic evidence. It also adds to the insights provided by
Brookman and colleagues (2021; 2020a;), who examined the role of digital evidence

(including CCTV and phone data) in homicide investigation narratives.

Inscription, mediation, and epistemic distance

Reporting and documentation practices are fundamental to the construction of the trace as a
knowledge object and how legal decision makers perceive its evidential value. Although not
adopting the full theoretical foundation, the thesis is inspired by actor-network theory (ANT).
Article 3, in particular, draws on central ANT concepts, to explore inscription practices and
the role of DF practitioners as obligatory passage points and mediators of digital evidence,
and to scrutinise and nuance the myth of a DF process characterised as mechanical objectivity
and digital evidence as mere facts. In addition to the centrality of these concepts for Article 3,
the ANT concepts are relevant for a holistic analysis of the documentation practices referred
to in Articles 3, 4, and 5 — and are therefore applied to the concluding analysis and discussion

in section 6. The applied concepts are outlined below.

ANT was developed in the 1980s by Bruno Latour, John Law, and Michel Callon (Skjelsvold,
2015, p. 24). Central to ANT is the symmetry between humans and non-humans or things as
equal actors (referred to as actants) involved in information processing and knowledge
production (Skjelsvold, 2015, p. 67). The symmetry is a methodological choice which
facilitates the empirical study of the different modalities of agency (Callon, 2001, p. 65). The
actants are tied together into networks built and maintained to produce the power necessary to
achieve a particular goal (Skjelsvold, 2015, pp. 25, 77). In contrast to the more traditional
perception of a network as a technological structure of interconnected nodes, in ANT, itis a

concept for understanding and examining relations and roles, where human and non-human
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actors interact and influence each other in what are referred to as “actor-networks”
(Skjelsvold, 2015, pp. 68, 78). According to the symmetrical view, both human and non-
human actants may be intermediaries or mediators. An intermediary translates interest and
transports meaning without transformation (Latour, 2005, p. 39). The interest can be in the
form of, for example, a text, a product, a service, or money, which in the thesis primarily
concerns the DF practitioners’ reported results in analysis reports. In contrast, the mediators
“transform, translate, distort, and modify the meaning of the elements they are supposed to
carry” (Latour, 2005, p. 39) and have faculty to make other entities do something different
from expected (Latour, 2005, pp. 58-59). Actors with the power to define and control may
become “obligatory passage points”, which Callon (1986) describes as central and highly
skilled actors within the particular field of expertise. The concepts were applied in Article 3,

when exploring factors that empower the DF practitioners to mediate the digital evidence.

DF practitioners transform digital traces into evidence by inscribing them into reports. The
concept of “inscription”, which was first used by Latour and Woolgar (1979/1986) in the
study of knowledge production in scientific laboratories, is central for the thesis to understand
how the traces become digital evidence prescribed with a value in DF reports. Inscription is
understood as a proliferation of words and things that can take many forms, such as photos,
maps, graphs, diagrams, films, acoustic or electric recordings, observations noted in a
laboratory logbook, and illustrations (Callon, 2001, p. 62). To describe how the forensic
report becomes a mediator, Santos (2014) uses the term “Epistemic distancing” which is
outlined as “a professional ethos marked by distinctions and differentiations from the
language, practices, classifications, hypothesis and opinions of the police” (p. 200, italics in
original). A vital means in epistemic distancing is “interpretative limitation” (Santos, 2014,
pp. 191,193), which refers to the discrepancy between the questions the investigation seeks
answers to and what the laboratories agree to provide answers to, as well as the discrepancy
between the type of answers the police desire (categorical yes/no) and what the lab offers
(probabilistic evaluation). The concept of inscription was applied in Article 3 to theorise how
the DF reports may intentionally or unintentionally be crafted to mediate the perception of
evidential value by what is included or excluded and how the traces and the related context

are described.
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3.3 Evidential value of traces

Due to their relevance to the overall research question, aspects concerning the evidential value
of digital traces are discussed from different angles across all articles. As described in section
3.1.1, Jaquet-Chiffelle and Casey (2021, p. 7) conceptualise the trace as the perceptible
difference between an event and a non-event in the abstract world. The trace consists of
several “facets” (Jaquet-Chiffelle & Casey, 2021, p. 2) that can be observed at the physical,
binary, application, or semantic levels, which are used for classifying the trace, i.e.,
establishing what the trace is. Still, the trace’s evidential value is not determined merely by
observing it. Instead, it is constructed by relating the trace (or the absence of a trace) to an
evidential theme, that is, revealing the occurrence or non-occurrence of an event (Anderson et
al., 2005, p. 74). When the DF process is performed in the context of a criminal investigation,
its aim is to obtain traces and transform them into meaningful evidence in a legal context. The
thesis draws on the conceptualisation of evidential value presented by Anderson et al., which
is rooted in a rationalist stance (2005, pp. 63-67, 81). The theory about evidential value builds
on fundamental assumptions about legal proof: that knowledge about past events is possible,
and the establishment of the truth of alleged facts in adjudication is typically a matter of
probability, where absolute certainty is often out of reach (Anderson et al., 2005, p. 82). The
concepts are applied here to enable an epistemic dialogue between the scientific criteria for
truth claims and the legal assessments, inferences, and decisions about guilt or innocence for a

suspect or defendant.

3.3.1 Demonstrative tangible evidence

Anderson et al. (2005, pp. 63-67) distinguish between testimonial and tangible evidence.
Further, the tangible category may be separated into real tangible evidence, which is a thing
itself, or demonstrative tangible evidence, which concerns not the thing itself but
representations or illustrations of such things (Lempert et al., 2000, pp. 1146-48; Tecuci et al.,
2016, p. 120). Digital traces are not observed directly but through technology. They are not
tangible and thus need to be represented through descriptions, visualisations, and illustrations
of files; they therefore fall into the demonstrative tangible category. Demonstrative tangible
evidence has three primary credentials: relevance, credibility (believability), and inferential or

probative force/weight (Anderson et al., 2005, p. 60; Tecuci et al., 2016 p. 62).

Relevance is a trait that makes the evidential theme (the matter to be proved) more or less

probable. The relevance may be either “direct”, as directly linked to the matter to be proved,
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or “indirect”, by being evidence about other evidence, for example, the credibility of a witness
(Tecuci et al., 2016, p. 63). The relevance of an item of information often depends on what

other items of information have been obtained (Tecuci et al., 2016, p. 63).

The credibility of tangible demonstrative evidence refers to three elements: Authenticity,
accuracy/sensitivity, and reliability (Anderson et al., 2005, pp. 64-65). To assess the
authenticity, one considers whether the evidence is a genuine representation of what it appears
to be (Anderson et al., 2005, pp. 64-65; Tecuci et al., 2016, p. 120). Since digital evidence is
prone to intentional or accidental manipulation, authentication is vital. For example, CCTV
timestamps must be verified, to ensure that the recording corresponds to the actual point in
time when the crime occurred. An assessment of the accuracy/sensitivity of evidence is
concerned with whether it provides a sufficient resolution to discriminate between possible
events/explanations (Anderson et al., 2005, p. 65; Tecuci et al., 2016, p. 121). For example, a
too low resolution on CCTV footage increases the risk of erroneous identification. An
assessment of the reliability concerns whether the evidence was produced in a repeatable,
dependable, and consistent manner (Anderson et al., 2005, p. 65; Tecuci et al., 2016, p. 121).
Anderson et al. (2005, p. 65) relate reliability to the operating characteristics of the device
used to generate it. In a DF context, multiple devices must be taken into account when
establishing reliability. The device involved in generating the trace must be scrutinised, as
well as the devices and technology used for securing and examining it in the DF context. For
example, in an alleged crime of downloading child sexual exploitation and abuse material, the
reliability is concerned with the device used for performing the activity and generating traces
in the first place, and secondly, with the analysis hardware and software used to examine the
traces during the DF investigation. Error mitigation and verification are necessary to
safeguard the reliability, and Articles 4 and S shed light on whether such activities were
performed and documented during the DF experiment. However, the thesis highlights another
aspect of the reliability dimension, namely, the reliability of the human instrument that turns
the digital trace into demonstrative tangible evidence, which is primarily explored in Articles

2 and 3.

Safeguarding evidence credibility relates directly to the principle of the right to a fair trial and
the presumption of innocence (Stoykova, 2021). Yet, several procedural factors in the DF
process may undermine these minimum legal safeguards. Stoykova highlights several issues
as threats to the fairness of DF investigations, such as overreliance on and inappropriate use of

investigative technology, inadequacy of the defendant’s opportunity to challenge or cross-
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examine the dataset for exculpatory evidence at the pre-trial stage, and inadequate reliability

testing in DF practices.

Inferential/probative force or weight of evidence is about how strongly the evidence favours
or disfavours particular hypotheses or propositions and is described in probabilistic terms
(Tecuci et al., 2016, p. 67). Probabilistic judgements can be expressed numerically or
verbally, a matter that has been subject to debate in the forensic science community (see, e.g.,
Arscott et al., 2017; Martire et al., 2014; W. C. Thompson & Newman, 2015). However, since
all probabilities rest upon arguments, the probability is more about structuring arguments than
about numbers — and if the arguments are faulty, the determined probabilities will make no
sense (Tecuci et al., 2016, p. 67, referring to Shafer, 1998, pp. 5-9). Article 5 focused
particularly on how the conclusions were articulated in DF work and how (un)certainty

descriptors were used to describe the evidential value.

3.3.2 Testimonial evidence

Although not investigated by the thesis, it should be noted that, since the digital evidence is
presented orally in court, the value of digital evidence may also relate — implicitly or
explicitly — to the credentials for testimonial evidence. There are two basic sources of
uncertainty related to testimonial evidence: competence and credibility (Tecuci et al., 2016, p.
122). Competence relates to whether one has had access to the reported information and has
the knowledge, skills, and professional experience to understand and interpret the information
(Tecuci et al., 2016, pp. 122-123). For an expert witness presenting opinion evidence, the
competence is critical, since the expert not only describes traces to the court but also presents
opinions concerning the force or weight of the evidence. The validity of an expert opinion
relates to “foundational validity”, which requires that the test or method is scientifically
sound, and “applied validity”, which considers the merits and limitations of the methods and
tests when applied to a particular piece of evidence (President's Council of Advisors on
Science & Technology, 2016, p. 43). The validity of an expert opinion may also relate to
“evaluative validity”, which entails that “the expert’s opinion is transparently rooted in
empirical data or studies and appropriately insulated from prejudicial information or other

sources of cognitive bias” (Carr et al., 2020, p. 4, Fig. 2).
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3.4 Error and uncertainty

The fair administration of justice rests on the justice system’s ability to base its legal decisions
on sound or true knowledge, and the thesis’s research question addresses the DF practitioner’s
role in mitigating error and misinformation in the context of the DF process and criminal
investigation. The concept of error recurs across all included articles and the thesis summary
discussion. The notion of error is thus insolubly related to what is true or correct. With
reference to John Stuart Mill, Hon (1995, p. 8) argues that we can never know what a thing is
unless we are able to give an adequate account of its opposite. Categorising something as an
error implicitly entails a deviation, but from what it deviates depends on the philosophical
perspective of what constitutes truth or correctness. Finding a generally accepted description
of the phenomenon of error has been one of philosophy’s very serious and crucial problems
(Hon, 1995, p. 5). This section limits the discussion to perspectives relevant to DF, and errors
related to the analysis and presentation of digital traces. The categories of error applied in the
thesis are described in section 3.4.1. Since the DF practitioner’s role in error mitigation is the
centre of attention in the thesis, the central applied concepts concerning cognitive and human

factors are discussed in section 3.4.2.

3.4.1 Categorisation of error

Error in DF investigations may be divided into two general categories: technical and
practitioner error. The individual cognitive and human factors constitute the focal point of the
thesis and the baseline in all included articles. When discussing human error, the thesis
centres on unintentional practitioner error and includes blunders, slips, lapses, and mistakes,
when referring to error. However, from a quality management perspective, failing to detect
and correct implementation error may also be considered a practitioner error, and these

categories are outlined below.

The technical error category encompasses error in technique and error in the implementation
of techniques in tools (SWGDE, 2018, pp. 9-11). In terms of the first category, techniques are
the basis for processing data for different purposes, such as copying data, creating a
cryptographic checksum (hashing), searching for data, and recovering deleted files. During
such processing, random errors may occur, and the techniques can sometimes be characterised
with an error rate (SWGDE, 2018, p. 10). In contrast, error in the implementation of

techniques in tools leads to systematic error. The flaws are triggered by particular conditions
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that result in an incorrect output, which is incomplete, inaccurate, or misinterpreted (SWGDE,
2018, pp. 3-4). Since they are systematic, they will reproduce the error every time the
particular conditions occur. For example, it was discovered that a version of the software
Cellebrite inaccurately interpreted timestamps from iOS phones with Apple File System
(APFS), which led to a review of several criminal cases, to assess whether the misinformation

from the erroneous output had led to errors of justice (Grut, 2020).

Practitioner error refers to a mistake or an operator (human) error. It may be random or
systematic, related to negligence or incompetence and is, for the most part, unintentional and
unquantifiable (Christensen et al., 2014, p. 124). Practitioner error can relate to physical tasks,
such as handling the digital device and preserving its state. Inadequate handling of digital
devices or spaces with relevant traces to the case under investigation may lead to alterations
of the trace. Such alterations are referred to in DF literature as “evidence dynamics” and
described as “any influence that changes, relocates, obscures, or obliterates evidence,
regardless of intent between the time evidence is transferred and the time the case is resolved”
(Casey, 2011b, p. 27). Practitioner error may also relate to cognitive tasks, such as perception,
interpretation, inferences, decisions, and conclusions (see section 3.4.2). These errors do not
cause evidence dynamics but occur in how the evidence is described, visualised, or
represented as a knowledge object, and thus how others perceive it. Practitioner error is
difficult to estimate but can be mitigated through quality assurance systems, training,
proficiency testing, peer review, and adhering to validated protocols and discipline best

practices (Christensen et al., 2014, p. 124).

Since DF investigation is not only a scientific inquiry but also an investigation, it could be
argued that errors related to law and ethics should be added to the practitioner error category.
When DF investigation is performed at the pre-trial stage, it operates under the criminal
procedure regulations of the jurisdiction. An error in this sense is thus a deviation from legal
obligations, such as safeguarding the presumption of innocence — or what is legally accepted,
such as going beyond regulations for search and seizure. However, the court can also make
erroneous decisions, as either false positives (arrests and convictions of the innocent) or false
negatives (failure to arrest and convict culpable offenders), often referred to as miscarriages

of justice (Bushway & Forst, 2013, p. 211).
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Hon (1995, p. 6) distinguishes between two ways of going wrong — through mistake and error.
She associates making a mistake with avoidable ignorance and error, where the mistake could
have been avoided by checking known and available procedures. An error is associated with
unavoidable ignorance and happens since the phenomenon is novel and lacks a well-studied
and agreed-on standard procedure. Practitioner error may be intentional, such as fraudulent
behaviour. These may be referred to as violations, which are “intentional actions or decisions
not to follow procedures, rules or instructions” (Bridger, 2021, p. 25, italics in original).
Practitioner errors may also be unintentional, resulting from blunders such as transposing
numbers when recording data, incorrect instrument use, selection of inappropriate methods, or
improper method application (Christensen et al., 2014, p. 124). These may either be slips and
lapses (execution failures), where there is a discrepancy between the intended action and what
was actually done, or mistakes (planning failures), which involve a mismatch between the

prior intention and the intended or planned consequences (Reason, 1990, p. 8).

3.4.2 Cognitive architecture and mechanisms as sources of error

The DF practitioner is the focal point of the thesis’s research. The cognitive and human
factor’s role in constructing digital evidence and mitigating error was explored from a
theoretical angle in Article 1, focusing mainly on the concept of bias and the biasing sources.
Article 2 explored contextual bias and reliability between DF practitioners, with reference to
the Hierarchy of Expert Performance (HEP) and advances the insights concerning expert
decision-making in relation to four HEP levels. The concepts of bias, biasing sources, and

reliability are discussed below.

Human factors in DF decision-making

Despite procedures aiming at objective analysis of forensic evidence, the largely subjective
human judgement is heavily relied upon during the observations, interpretations, and
conclusions (Venville, 2015). Within the DF domain, there has been a shift from perceiving
tools and technology as the primary instruments in the DF process towards a greater
acknowledgement of the importance of the human factor for examining digital evidence (e.g.,
Cervantes Mori et al., 2021; Ferguson et al., 2020; Pollitt et al., 2018, p. 3). Cognitive
psychology explores the internal mental processes of the brain. It therefore provides relevant
theoretical perspectives for exploring the role of DF practitioners in the DF process and how
they influence the result. In the psychological sense, error is “all those occasions in which a

planned sequence of mental or physical activities fails to achieve its intended outcome, and
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when these failures cannot be attributed to the intervention of some chance agency” (Reason,
1990, p. 9). Reason offers three classifications of human error: behavioural level (classifies
error according to the observable features of erroneous behaviour), contextual level (focuses
on causality, and draws attention to the local triggering factors (situational) and underlying
error tendencies), and conceptual level (rests on assumptions about the cognitive mechanisms

involved in error production) (pp. 11-12).

Reason (1990, pp. 3-4) deviates between variable and constant errors. Constant errors are
predictable and much more manageable than variable errors, given that the factors that led to
the errors are understood. The prediction involves the conditions under which the error will
occur and the particular form it will take. The thesis, and particularly Articles 1 and 2,
advances the insights of the variable and constant errors at the contextual level, in a DF

investigative context.

Cognitive bias

A part of this scientific domain is concerned with systematic and predictable deviations from
rational judgement or decision-making, namely the cognitive biases (Blanco, 2017, p. 1).
Many biases have been identified through research (see, e.g., Manoogian & Benson, 2018).
These biases generally occur subconsciously and are largely uncontrollable (Nickerson, 1998,
p. 175; Pohl, 2022, p. 7). The biases arise from errors in cognitive processing known as
heuristics, which are shortcuts in reasoning that sometimes can lead to systematic,
predictable, and directional errors in the process of decision-making (Kahneman et al., 2021,
p. 151; Tversky & Kahneman, 1974, p. 1124). While heuristics can lead to errors in
judgement, they are also a natural and necessary component of human processing, due to the
vast amount of information we interact with daily. On one hand, they help simplify and
categorise a complex world, while, on the other, the oversimplification can result in flawed
categorisations and errors in judgement (Nickerson, 1998; Tversky & Kahneman, 1974, p.

1124).

The “confirmation bias” (Nickerson, 1998, p. 175), which is frequently mentioned in criminal
investigation and forensic science contexts, relates to information observation and processing.
It involves a tendency to search for information corresponding to our belief of what has
happened and overlook and explain away information that contradicts our belief (Nickerson,
1998, p. 175). Over the last two decades, much attention has been devoted by researchers to
bias in forensic science examinations (see an overview in Cooper & Meterko, 2019), which

Kassin et al. (2013) coined “the forensic confirmation bias”.
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Biasing sources

While bias relates closely to heuristics, external sources have also been shown to impact
decision-making systematically. Dror (2020, pp. 7999-8002) divided the sources of bias into
groups spanning from human nature to case-specific, which are discussed in detail in Article
1. The taxonomy was adjusted in a paper published after Article 2, where level 1 was
changed from “Case Evidence” to “Data”, and “Personal Factors” was added at level 2 (Dror,

2020), but these adjustments do not affect the thesis’s findings and discussions.

The role of irrelevant contextual information in distorting observations and conclusions is
referred to as contextual bias. The systematic literature reviews outlined above (Cooper &
Meterko, 2019; Kukucka & Dror, 2022) showed that a solid and consistent research base
substantiates that irrelevant contextual information may bias forensic decision-making. The
thesis contributes to this knowledge by examining these issues within the DF domain. The
empirical findings presented in Article 2 indicates that the DF discipline is no exception and
should consider contextual influences when developing error mitigation measures, similarly to

other forensic disciplines.

Reliability

In the context of cognitive psychology, reliability is about making consistent observations and
decisions. Research has shown that forensic experts are inconsistent in their judgements and
decisions and also in their decision-making when making repetitive decisions (Dror, 2016).
Article 2 is the first to explore reliability in DF decision-making and suggests low reliability

between DF practitioners at all examined levels.

Kahneman et al. (2021) use the term noise to describe variability in decision-making related
to bias or reliability in their recent book, and devote a chapter to noise in forensic decisions.
While bias leads to systematically skewed decisions, the sources and causal mechanisms may
be uncovered and corrected. Noise is more problematic, since it does not appear
systematically, and we do not know why the decisions are noisy (Kahneman et al., 2021, pp.
4, 90-93). Another challenge with noise is that it is inherently statistical. It becomes visible
only when we think statistically about a collection of similar decisions (Kahneman et al.,

2021, p. 219).

Whilst Article 2 sheds light on the reliability from a statistical point of view, Articles 3 and 4
advance the insights concerning this issue, by exploring the implications of low reliability

through a qualitative lens. These papers explore how low reliability may manifest itself when
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DF practitioners form hypotheses prior to the analysis, during the analysis of the evidence

file, and when presenting the results in reports.
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4. Methods

This section provides a detailed overview of the research design and methods applied in the
thesis. The methods used in this study may be characterised as the consequence of an
emergent explanatory design (Leedy & Ormrod, 2014, pp. 153, 270), with a fixed quantitative
phase before a gradually more emergent qualitatively oriented phase. The collection and
analysis of documents and survey data for Articles 1 and 2 were part of the original plan,
while the ideas for Articles 3, 4, and 5 emerged when reviewing the rich empirical material

collected during the DF experiment and related surveys.

The section is structured as follows: first, the sample, data collection, and material for the
thesis are described, followed by an elaboration of the applied analytical procedures. Then,
the research quality and ethical considerations are outlined and debated. Finally, my

professional position and scientific worldview are described and discussed.

4.1 Sample, data collection, and material

Submission forms and descriptions of commissioning procedures for DF work were obtained
for a richer background to the design of an ecologically valid experiment and are described in
section 4.1.1. A combination of experiment and survey methods was used as instruments for

data collection and is outlined in section 4.1.2.

4.1.1 Background studies

Analysis of cognitive and human factors in the DF process — building on knowledge from forensic
science

As part of the literature review, relevant standards, best practice guidelines, and process
descriptions were reviewed. They indicated a primary focus on technical aspects and physical
handling of the exhibits, whilst human and cognitive factors and decision-making were absent
or quite superficially mentioned. These insights, combined with the substantial body of
research concerning the implication of the human factor from other forensic science
disciplines, led to the research question of Article 1, which aimed to examine the risk of
cognitive and human factors during the various steps of the DF process. The paper justified a
need for more research on biasability and reliability issues in DF and suggested that the HEP
framework (Dror, 2016) could be applied to examine and measure DF practitioners’ reliability

and susceptibility to bias during DF work.
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Collecting submission forms

Based on my own experience and findings from my master’s thesis, it was apparent that DF
practitioners would often collaborate closely with investigation teams and that there was a
culture characterised by information sharing rather than strict information management. Still,
the experience was limited to a Norwegian law enforcement context. To ensure that the
research was based on valid premises, submission forms and general information about
commissioning procedures were collected from 30 units/organisations in Europe and the USA
during 2018-2019 (Appendix 4). The objective was to understand how DF examinations were
initiated, particularly concerning the task descriptions and task-relevant/task-irrelevant
contextual information dissemination. An analysis of the collected material showed that it was
common to convey contextual information either in the submission form or in a dialogue
between the commissioning party and the DF practitioner. There were no delimitations or
warnings against forwarding task-irrelevant information in any collected forms or procedures,
which suggested that task-irrelevant information would sometimes be available to the DF

practitioner before or during DF examinations.

4.1.2 The experiment

As the research question suggests, the aim is to explore the relationship between human
factors (DF practitioner), the process (DF process), and the product (digital evidence).
Different research traditions have developed methods to explore causal relationships.
Positivism/empiricism-inspired traditions highlight that a researcher can most convincingly
identify cause-and-effect relationships through experimental designs (Leedy & Ormrod, 2014,
p- 234), and such a design was therefore chosen for exploring biasability in DF decision-
making. Nevertheless, this does not rule out the fact that there are other methods for arriving
at generalised causal relationships, such as intensive qualitative case studies or statistical

manipulation and measurement (Shadish et al., 2002, pp. 392, 500).

Biasability and reliability are statistical constructs that cannot be directly observed or
measured unless multiple actors are involved and compared. A quasi-experimental design
(further referred to as the DF experiment) was developed to examine four distinct levels of the
HEP framework (Dror, 2016). HEP 4 and HEP 8 are concerned with biasability between
experts at observation and conclusion levels, and HEP 2 and HEP 6 are about reliability
between experts at observation and conclusion levels. DF work is largely engaged with event
reconstruction (see, e.g., Carrier & Spafford, 2004), and DF practitioners make inferences

concerning what the traces mean individually or as inferences drawn, based on several traces
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in context. These inferences would be more than factual descriptions about traces but, at the
same time, not conclusions. This gap led us to define an additional level: interpretation,

through which we explored the issues of biasability and reliability.

The aim of the DF experiment was twofold: first, to examine whether contextual information
would bias DF practitioners’ observations, interpretations, and conclusions and, second, to
investigate whether DF practitioners who received similar conditioning information would
achieve consistent results concerning their observations, interpretations, and conclusions. The
DF experiment was conducted from October 2019 to January 2020 and centred on the

analysis and presentation phases of the DF process (see Figure 1).

Figure 1: The DF process, adopted from Flaglien (2018).

Identification Examination Presentation

a) Quasi-experimental design vs randomised experiment

The purpose of experiments is to test descriptive causal hypotheses about manipulative causes
(Shadish et al., 2002, p. 14). The causal relationships examined in the DF experiment were the
associations between the context and the observations, interpretations, and conclusions. The
unique strength of experimentation is the ability to provide “causal description”, which entails
“describing the consequences attributable to deliberately varying a treatment” (Shadish et al.,
2002, p. 9). Yet, an experiment has less ability to clarify “the mechanisms through which and
the conditions under which that causal relationship holds™ (Shadish et al., 2002, p. 9), namely,

the “causal explanations” that relate to why the consequences occur.

The common attribute in experiments is control of treatment (Shadish et al., 2002, p. 12). In a
randomised experiment, participants are randomly assigned to groups that, on average, are
probabilistically similar to each other. When given similar treatment, the observed outcome
differences are likely to be caused by the treatment rather than differences between the groups
that existed before the start of the study (Shadish et al., 200, p. 13). The term “quasi-

experiment” refers primarily to the lack of random assignment and rests on the assumption
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that the cause is manipulable and occurs before the effect is measured. Such experiments
usually create less compelling support for counterfactual inferences, which means there could
be many alternative explanations for the observed effect. However, several measures may be
applied to rule out alternative explanations, in order to strengthen the validity of the estimate

of the treatment effect (Shadish et al., 2002, pp. 13-14).

The DF experiment had a quasi-experimental design. It aimed to achieve high ecological
validity by mimicking real-world working conditions as well as possible, while at the same
time eliminating or controlling as many potential confounding variables as possible through a

background survey and matching procedures, which are described and discussed below.

b) Choosing an evidence file
It was necessary to consider whether to use an actual or mock evidence file for the research. A
significant challenge with a dataset obtained from an actual criminal investigation is that the
ground truth is unknown, and it would be necessary to develop a gold standard. In addition,
using such an evidence file appeared to be an ethical Gordian knot, which would require
consent from the party from which it was obtained and from all third parties from whom
content or communication was present. These ethical problems do not exist in a mock
evidence file. Also, a well-documented mock evidence file includes oversight regarding
which traces are present, and an investigation and validation of traces are not necessary to the
same extent. The challenges of a mock evidence file relate to whether it has the “look and
feel” of an evidence file obtained from an actual criminal investigation and that is not

previously known to the participants, for example through training or competitions.

After reviewing several available evidence files, the evidence file from the “M57” scenario
from Digital Corpora (S. Garfinkel et al., 2009) was selected. Although it was more than ten
years old, it had several advantageous factors. First, the M57 case was not particularly grave
and concerned an alleged information leakage of sensitive employee information. It was thus
a case type that most of the participants could be assigned to in real life, as opposed to
particularly grave or complex crimes that would probably be assigned to senior DF experts.
Second, the evidence file was relatively small (3 GB) and would not require a lengthy
processing time for the participants. Third, the evidence file was well documented, with an
available “teachers’ guide”, in which the key findings were described in detail. Fourth, the
material was not accessible online, and it was thus expected that the evidence file would be
unknown to the participants. Fifth, the available traces and information did not point towards

a single explanation, and it would not be possible to refute any of the relevant (offence level)
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investigative hypotheses based only on the information on the evidence file. To remove any

confusion around the old timestamps, the participants were asked to imagine that they were

investigating the incident around the time indicated by the timestamps and not today.

c) Designing the scenario and conditions

The background study of submission forms and commissioning procedures (see section 4.1.1)

justified that the DF practitioner would usually receive case information together with the task

description. A basic scenario of reported information leakage from the company M57.biz was

developed, in which the role of Jean Jones, the chief financial officer (CFO), needed further

attention. The scenario included an illustration of the leaked document.

The scenario was as follows:

Confidential information leakage

M57.biz is a small US based company, with office in your country. The company,
which develops and sells body art equipment (tattoo, piercing etc.), is in the start-up
phase. The manager for the M57.biz office in your country is Alison Smith, and the
CFO is Jean Jones. The company has 4 programmers, 2 in marketing, and 1 in
business development. Only Alison and Jean have a permanent office space, while the
other employees work from home office. All employees participate in a daily online
meeting. There are in-person meetings for all employees in the M57.biz office once
every two weeks. Most documents are exchanged by email.

A spreadsheet (m57plan.xls) containing confidential information was recently posted
as an attachment in a forum of a competitor’s website. When this was discovered,
Alison reported the incident to the police as information theft. Alison told police that
Jean, the CFO, was responsible for updating the spreadsheet, and that it was probably
sent from Jean's computer.

The attachment posted on the competitor’s website looked like this:

M57.blz company

SSN (for background
Name Position  Salary check)
Alison Smith President $140,000 103-44-3134
Jean Jones CFO $120,000 432-34-6432

Programmers:

Bob Blackman Apps 1 50,000 493-46-3329
Carol Canfred Apps 2 110,000 894-33-4560
Dave Daubert QA 67,000 331-95-1020
Emmy Arlington  Entry Level 57,000 404-98-4079

Marketing
Gina Tangers Creative 1 80,000 $80-97-3311
Harris Jenkins G&C 105,000 887-33-5532

BizDev
Indy Counterchingutreach 240,000 123-45-6789

Annual Salaries $1,009,000
Benefits 30%  $302,700
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Whilst the former research has led to a recommendation not to provide task-irrelevant
information to the forensic analysts (Forensic Science Regulator, 2020), determining what is
task-relevant in DF casework is not straightforward. When designing the DF experiment, |
could not identify studies discussing or informing this topic within the DF domain, nor any
guidelines or standards targeting the DF discipline clarifying the issue. A study targeting the
general forensic science domain showed high variation in what forensic scientists considered
task-relevant information (Gardner et al., 2019). Due to the lack of clear guidance on what
should be considered a task-irrelevant context, the contextual information developed for the
experiment was assumed to be task-irrelevant or at least not task-relevant to the specific case

they were assigned to examine.

In addition to the scenario described above, additional contextual information indicating guilt
(strong), guilt (weak/ambiguous) and innocence was provided to the experimental groups,

except the control group, who received no additional context:
e Control — no information

¢ Guilt condition — Jean was arrested for information theft, and in a police interview
earlier today, she confessed that she had committed the criminal offense.

e  Weak guilt condition — Alison told police that there has been a long-lasting wage
dispute with the programmers in the firm, who claim to be underpaid. One of the
programmers — Emmy Tuckford Arlington — has fronted the dispute on behalf of the
programmers in M57.biz. Jean has supported the programmers in this conflict, and
has told Alison that the company can afford to pay them better salaries. Jean is about
to be interviewed by the police about the reported incident. However, the chief
investigating officer wants an analysis of Jean's computer before the police interview,
to look for traces indicating that she was involved in the reported incident.

e Innocence condition — As a result, Jean was arrested for information theft and
questioned about the incident in a police interview. However, after the police
interview, the police believe she is innocent, and that she was framed during a
phishing attack.

d) Recruitment/sample
The participants were recruited through various approaches. For the Norwegian participants,
the managers at the respective DF units were contacted and asked for the contact information

of potential participants fitting the profile description: “The project is mainly aimed at digital
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forensic examiners who have digital forensic work as their primary task.”' When they
returned a list of potential participants, all were contacted through a personal email, with an
invitation to participate in the research. An information letter with a consent statement
(Appendix 5), and the survey of background variables (Part 1 survey) were enclosed with the
invitation. The DF practitioners were encouraged to return the signed consent form and
complete the Part 1 survey if they agreed to participate. A reminder was sent to those invited
DF practitioners who had not responded within a week. To recruit participants from other
countries, invitations were sent through professional networks such as the Europol-hosted
European Union Cybercrime Task Force (EUCTF) forum, the INTERPOL Digital Forensic
Expert Group, the European Cybercrime Training and Education group (ECTEG), and the
national cybercrime units in Europe, Australia, and the USA. Invitations were also forwarded
through research fellows and professional contacts. This massive recruitment campaign
resulted in many responses regarding interest and 65 consenting participants, the majority
from Norway. A total of 56 DF practitioners completed the experiment. Three of these were
excluded, since they did not fit the DF practitioner profile, which resulted in 53 DF
practitioners from eight countries represented in the experiment sample: Norway (44), UK

(2), India (2), Canada (1), Denmark (1), Finland (1), Kenya (1) and The Netherlands (1).

e) Survey of background variables (Part 1 survey)
When signing up for participation, the DF practitioners were asked to complete a survey (Part
1 survey — see Appendix 6) with eight questions concerning their gender, professional
background, educational qualification/degree, organisational level, professional experience,
and preferred analysis tools. The purpose of this survey was twofold. First, it was used to
match participants in experimental groups, to ensure that the distribution in the respective
groups was as similar as possible (see 4.3.2 f, for procedure details) and, second, to gain

insight into the characteristics of DF practitioners, based on the included variables.

f)  Matching procedure
As described, random assignment to groups is the preferred procedure when conducting
experiments, which (given a sufficient number of participants) enables the researcher to
reasonably assume that the groups, on average, are similar and that the differences are entirely
due to chance (Leedy & Ormrod, 2014, p. 238). When other variables may influence the

dependent variable, matching is a measure to ensure similar groups with respect to such

! Prosjektet retter seg i hovedsak mot dataetterforskere som har datateknisk etterforskning som sin
primaeroppgave (for Norwegian participants)
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variables before the experiment is carried out (Leedy & Ormrod, 2014, p. 238). It was
assumed that factors such as educational background (police vs civil), educational level (PhD,
MSc, BSc, other) organisational level (local, national) and years of experience with DF
investigation could influence the results. It was also uncertain how many participants we
would be able to recruit. It is preferable to ensure an equal distribution before the experiment,
instead of improving comparability statistically after the experiment is done (Shadish et al.,
2002, p. 353). Based on the above-mentioned criteria and the responses to the background
survey (Part 1 survey), the participants were matched in groups of four, to ensure equal
distribution in terms of background. They were then randomly assigned to one of the four
experiment groups based on a lottery, by drawing from a bowl bearing numbers from one to

four.

g) Experiment conditions
As described, the DF experiment design was a compromise between mimicking real-world
working conditions and eliminating or controlling confounding variables. In addition to the
aforementioned matching procedure, there were numerous considerations and decisions
related to the variables, such as time frame, date, place, software, and templates, which are

discussed below.

In terms of time frame and date, the DF practitioners were asked to reserve half a day (4-5
hours) for the experiment. This recommendation was based on several considerations. Since
the DF experiment was aimed to examine biasability and reliability, it was essential to ensure
as similar conditions as possible and thus control the time variable. It was crucial to recruit
enough participants to have adequately sized experimental groups and statistical power in the
results. It was assumed that, if completing the experiment required much time and effort, it
would be difficult to recruit sufficient participants, and there would be a high risk of attrition.
On the other hand, the participants should have the necessary time to complete the analysis
and write a report. To ensure that the participants could use the time effectively, they were
allowed to download and process the evidence file the day before, which enabled them to
focus solely on analysing and reporting on the experiment day. For comparison, the estimated
time frame for completing the NIST black-box study was two hours per disk image (Guttman

et al., 2022, pp. 38-39).

Another trade-off was whether the DF experiment should be arranged on a fixed or flexible
date. A fixed date would prevent information about the experiment from reaching participants

that had not already completed it. At the same time, it would pose a high risk of failure if
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something went wrong and a high risk of attrition if they needed to prioritise an urgent request
in real-life casework. All involved participants were busy professional DF practitioners, and a
flexible date would probably reduce attrition due to the need to prioritise urgent casework.
Based on these considerations, the participants were allowed to choose the date to conduct the
experiment. To minimise the risk of biasing participants who had signed up for a later date,

they were instructed not to talk about the experiment and their findings.

To control the environmental variables, the DF experiment could have been arranged within a
laboratory environment with similar hardware, software and control over interaction between
participants. However, completing the experiment under such conditions was likely to differ
largely from how the DF practitioners would work during an actual investigation.
Consequently, it would potentially increase the research effect and limit the ecological
validity. Using unfamiliar analysis software would potentially introduce extra time
constraints, due to the new graphical user interface and functionalities. Therefore, it was
decided that the participants would conduct the DF experiment at their regular workplace,
with their typical hardware and analysis software, which would be close to how they would
usually work in a real investigation. On the administrative side, conducting the experiment in
a lab would require software licence costs and travelling expenses for the participants, and the
PhD project had no funding for covering such expenses. As a substitute for controlled lab
conditions, the DF practitioners were instructed to work alone during the DF experiment.
Information about which analysis software they had used was collected in the Part 2 survey
provided to the DF participants right after the experiment was completed. This information

enabled a statistical control for the analysis software variable at a later stage.

A blank template was provided for the analysis report, and they were encouraged to write the
report in the same manner as in actual casework. They were given a log template for making
notes during the analysis and were asked, as a minimum, to note when the analysis started and
ended. Further, they were asked to bookmark findings and export them to a PDF file if their

analysis software offered such functionality.

h) Pilot study
Two independent and experienced DF practitioners were involved in the pilot study. The first
DF practitioner reviewed and validated the traces described in the teacher’s guide and had no
objections. The second DF practitioner volunteered as a test pilot in the experiment prior to
rolling it out to the consenting participants. The review resulted in a few corrections to the

documentation, to improve clarity. A potential challenge with the chosen platform was
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discovered. Consequently, the evidence file was moved to a platform (Google Disc) that
allowed the DF participants to access and download the evidence file without signing up for a

service.

i) Preparation for and completing the DF experiment
After agreeing to participate and returning a signed consent form, the date for completing the
experiment was settled, and the participants were informed about how to prepare for the
experiment day. The link to the evidence file was sent to the participants the day before the
experiment, and they were allowed to download and process the file in advance. They were
reminded not to start the analysis until they had received the necessary information,

instructions, and templates the next day.

On the experiment day, the DF practitioners received an email with the information,
instructions, and templates. The Norwegian participants received documents in the Norwegian

language, while all others received them in English:

e “READ THIS Description of the experiment” / “LES DETTE Beskrivelse av
gjennomferingen” — a document with the scenario and task description (Appendix 7-
10).

e “C Log”/“C Logg”—a word template for taking contemporaneous notes during the
analysis (Appendix 11).

e “E Report from analysis” / “E_Analyserapport” (Appendix 12) — a blank template for

the analysis report.

The READ THIS Description of the experiment document described the scenario and
contained one of the four versions of contextual information described in 4.3.2 c). All
received the same task description: “You are tasked with analysing a copy of the hard drive
from Jean’s computer and find out: What has happened, and what was Jean’s involvement
in the reported incident?” They were reminded to work alone and not consult or confer with
anyone during the analysis. After completing the analysis, the DF practitioners returned the

analysis report, bookmarked traces (optional) and log.

j)  Post experiment survey (Part 2 survey)
Immediately after completing the DF experiment and submitting the documents, the DF
practitioners received the Part 2 survey. Here they were asked whether they had past
knowledge or experience of the scenario, to have the possibility to eliminate such participants

from the sample. Then they were also asked to report which analysis software they had used.

75



The following questions concerned their analysis approach, namely:

e what they believed had happened, after reading the scenario (and conditioning
information) and before starting the analysis,

e what they believed had happened, after completing the analysis,

e which techniques they used to maintain objectivity during the analysis and which

techniques they used to control evidence reliability.

The next question concerned their conclusion about the findings. They were asked to consider
17 traces and indicate, for each, whether they found it or not and — if they did — whether the
trace indicated guilt, innocence, or ambiguity regarding Jean, the suspect. Since they had
already submitted their analysis report, they had no opportunity to change the report based on
the information presented here. They could also annotate any unlisted relevant traces and rate
them in terms of guilt, innocence, or ambiguity (see full description of Part 2 survey in

Appendix 13). Finally, they were asked an open-ended question about comments or remarks.

k)  Attrition
Even if an experiment starts with equal distribution in the groups, attrition can influence the
result (Leedy & Ormrod, 2014, p. 237). Sixty-five DF practitioners consented to participate.
Four withdrew before the agreed experiment day. Four started the analysis and withdrew
before completion. Three were excluded from the sample because they did not fit the profile
of a DF practitioner. Fifty-three completed the experiment, and all submitted a complete set of
documents (Part 1 survey, analysis report, log, bookmarks (optional) and Part 2 survey). None

withdrew after completion. Table 1 shows the attrition in the DF experiment per experiment

group.
Table 1: Attrition in the DF experiment according to the received context.

Control | Strong guilt Innocence Weak guilt | Total
Completed 16 12 12 13 53
Agreed to participate 17 15 15 18 65
Drop out before start 1 1 - 2 4
Drop out after start - 1 1 3 5
Excluded from sample - 1 2 3
Total attrition 1 3 3 5 12
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) Summary of the collected material

As a result of the background studies and DF experiment, the following material was

collected (see Table 2).

Quantitative descriptions may be helpful to shed light on the magnitude and richness of the

information obtained from the experiment. Since the participants each took 4-5 hours on the

experiment, the documentation encompasses a total of 265 hours (not including the time for

processing the evidence file) or approximately 33 full-time (eight-hour) workdays of DF

investigative work at the analysis and presentation stages of the DF process.

Table 2: Overview of the collected material.

Material

Description

Relevance to
the articles

Documents

Various normative national or international best practice
guidelines and standards describing procedures for handling
digital information in the context of a criminal investigation.

All

Documents

Submission forms (N=30) and/or commissioning procedures
(N=11) obtained from law enforcement agencies or international
organisations in Europe and the US.

Documents

Analysis reports (N=53), logs and bookmarks produced by DF
practitioners during the DF experiment. The logs and bookmarks
were not subject to further analysis.

2,3and 5

Survey

Background survey (Part 1 survey) on variables related to
professional background, education level, experience, and user
experience with analysis software (N=53).

2,3,4and 5

Survey

Post experiment survey (Part 2 survey), with a combination of
closed and open-ended questions about how they approached the
analysis of the evidence file on how they assessed the findings in
terms of guilt, innocence, or ambiguity (N=53).

2,4

The analysis reports constitute a total of 248 pages, ranging from 1-12 pages per report, with

an average of 4.7 pages per participant. The Part 2 survey was also a rich and detailed source

of information about investigation practice. The focused questions resulted in targeted

responses. The material made up a total of 11 pages of information of the participants’ written

accounts of their own approach towards handling context, safeguarding examiner objectivity

and evidence reliability, which on average was approximately 1/5 page per participant.
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4.1.3 Strengths and limitations of the research design

Although the characteristics of the total DF practitioner population are unknown, the DF
experiment sample and material are considered adequate and representative of DF practice.
The participants were all DF practitioners, with a variation in gender, educational background,
competence, organisation level, and experience with DF work. Eight countries were
represented in the study, but, due to the high proportion of Norwegian participants (83%), it is
not possible to rule out a bias resulting from investigative procedures, practices, or mindsets,
which may be particular to Norwegian DF practitioners. Yet, no factors pointing in such a
direction were observed. The DF experiment had high ecological validity, due to the
experimental design mimicking actual DF casework: They received some background
information about the case and a task description, which, according to the survey of
submission forms and commissioning procedures, is how the actual casework would also be
initiated. They processed and analysed the evidence file with tools and methods they would

typically use and were encouraged to use their standard structure or template for the report.

The results presented in Article 2 indicate biased observations of traces associated with the
received context. The sample size is relatively small for statistical analysis, limiting the
statistical power in the mere quantitative analysis of biasability in Article 2. The rule of
thumb is 20-24 participants per condition (Brysbaert, 2019 p. 19), and a minimum of 12 per
condition was decided. Since this is the first experiment aimed at testing bias in DF decision-
making, more studies are necessary for a more solid underpinning of the relationship between
contextual information and biased observations. However, the small sample size does not
influence the reliability calculation between practitioners receiving a similar context. The
Krippendorff Alpha Coefficient calculations are flexible and allow for small or large sample

sizes (Hayes & Krippendorff, 2007; Krippendorff, 2011).

The time condition was considered in the planning and was decided as a compromise between
the possibility to recruit busy DF practitioners and the risk of high attrition on one hand and
the risk of too little time to complete the analysis and reporting on the other. Only four
participants mentioned time constraints in Q9 of the Part 2 survey, but 13 of the reports lacked

a final conclusion or seemed unfinished in terms of language and style.

If the participants had been given no time limit, more would probably have observed a higher
number of traces. Still, as indicated in the Part 2 survey (Q7), there were many more
potentially relevant traces than those used for benchmark comparison between the groups. An
unlimited time frame would thus have been beneficial to all participants and not only those
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who found the least number of traces. Only traces discovered by at least 31% of a group were
included in the test for biased observations, interpretations, and conclusions. Time constraints
could have led to poorly articulated descriptions or conclusions concerning the evidence but
would still not have influenced whether they were coded as observations. For example, as
long as the report mentioned the file m57biz.xls, it was coded as observed, regardless of how

well or in how much detail the file was described or visualised.

The time limitation may have influenced the number or scope of techniques for examining or
controlling evidence reliability referred to in the Part 2 survey and Article 4, as well as the
documentation of these in analysis reports explored in Article 5. Although correspondence
between quality control and documentation practice is expected, this is merely an assumption.
To account for unfinished reports due to time limitations, only reports that included a
summary or final conclusion were included in the sample for Article 5. Reports that seemed
to be, or stated that they were, unfinished or lacked a final conclusion, were excluded for this

particular purpose.

The Part 2 survey obtained the participants’ own accounts of how they approached the
analysis of the evidence file, and which techniques they used to safeguard examiner
objectivity and evidence reliability. Their responses depended on what they perceived to be a
technique and what they remembered having applied, but could also have been influenced by

what they knew they ought to apply to perform the task properly.

The evidence file was manufactured and did thus not originate from an actual investigation.
Much effort was invested in choosing an adequate evidence file that would include what one
would expect to find in actual casework. Still, the participants knew that what they did or did
not discover would not lead to any consequences for a suspect. Further, the reports would not
undergo scrutiny in a court hearing, which might have led to less effort or thoroughness
during the analysis and documentation phase. On the other hand, knowing that they were
participating in research and that a researcher would read their reports might have led to a
higher focus on themselves, i.e., the quality of their own analysis and documentation process,

rather than on the evidence, compared to actual casework.

The participants were invited to participate, which might have led to systematic deviance in
the characteristics of DF practitioners that accepted the invitation and those who declined, due

to a self-selection bias. Many DF practitioners did not reply to the email, and, of those who

79



replied, many did not provide a reason for declining. Those who agreed to participate were
not asked why. There is, thus, an insufficient empirical foundation for drawing assumptions

about significant differences between these groups.

4.2 Analytical procedures

The analysis for Article 2 was planned before the DF experiment was carried out. The ideas
for Articles 3 and 4 emerged from an exploration of the rich empirical material collected
through the DF experiment and related surveys. The idea for Article 5 came about after
discovering the research of Bali et al. (2020, 2021), which provided an opportunity to
examine issues such as opinion types and report content in DF practice relative to other
forensic science disciplines. An overview of the material, type of analysis, and which article

they relate to is presented in Table 3.

Table 3: Overview of the material, type of applied analysis, and associated articles.

Material N= Type qf Article Comment
analysis
Submission forms and | 55,14 | gl | 2
commissioning procedures
Analysis reports (all) 53 Quan 2
Analysis reports (all) 53 Qual 3
. Only reports that included a
Analysis reports (sample) 40 Quan/qual 5 final conclusion/summary
Also referredtoin 3, 4 and 5 —
Part 1 survey >3 Quan 2 but not used for measurements
Part 2 survey (question 1,
2.7.8) 53 Quan 2
Eagt 29 )survey (question 3, 53 Quan/qual 4

The thesis’s articles form the structure of this section. First, the analysis for Article 2 is

presented, which included submission forms and commissioning procedures obtained prior to

the DF experiment as well as analysis reports and survey results collected during the DF

experiment. Then, the qualitative analysis for Article 3 is presented, followed by the

combined quantitative and qualitative analyses for Articles 4 and 5. As Article 1 was subject

to a theoretical analysis and discussion, and not the result of data collection, it is not

elaborated further here.
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4.2.1 Article 2

Background survey — submission forms

Submission forms and commissioning procedures were collected to learn whether a DF
practitioner would usually receive contextual information about the case and whether any
restrictions were conveyed concerning task-relevant or task-irrelevant contextual information,
either in writing or through dialogue. The analysis was performed in MS Excel, and
annotations were made regarding whether the forms provided for the sharing of case
information, whether there were any restrictions on what to share/not to share, and whether
dialogue about the task was used instead of or in addition to the form. Quantitative
measurements were used for calculating proportions in percentages, and the results were

reported in Article 2 pp. 2-3.

Statistical analysis of analysis reports and survey responses
The 53 analysis reports and responses to Part 1 and Part 2 surveys collected during the DF

experiment were analysed with the objective of informing the following research questions:

1. Are DF examiners biased by contextual information when making observations,
interpretations of observations, or in their conclusions during the analysis of digital
traces?

2. Are DF examiners consistent with one another when making observations,

interpretations of observations, or conclusions during the analysis of digital traces?

The material was coded in IBM SPSS Statistics (Release 26.0.0.0. 64-bit edition), and the
dataset was published together with the paper. Descriptive statistics were conducted for the
demographics of the sample. In the Part 1 survey, background variables were coded in SPSS.
The traces found by at least 31% were included in the statistical analysis of biasability or

reliability of observations, interpretations, or conclusions.

The analysis reports were used to identify and code observations of traces. Eleven individual
traces were selected, with the values “identified” or “not identified”. To be coded as
“identified”, the trace had to be mentioned in the analysis report. This criterion entailed that
seeing the trace was not enough; the participant needed to consider it relevant and include it in
the analysis report. Nevertheless, there is a discrepancy between the proportion of observed
traces (section 3.1.1 in Article 2) and the proportion of those that stated having identified the
trace in the Part 2 survey (Appendix 3 in Article 2), which was completed after submitting the
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analysis report. A plausible reason for the divergence is that, although several participants did
not consider it relevant during the analysis, they might still recall having seen the trace when

confronted with it in the survey.

Seven essential interpretations of the observed traces were used for the statistical analysis.
Similar to observations, the analysis reports were used to identify and code interpretations of

observed traces, with the values “identified” or “not identified”.

In the Part 2 survey, responses to questions 2, 7, and 8 were included in the analysis. In
question 2, they were asked to convey which analysis program(s) they had used. The purpose
was to control for a possible biasing effect of the particular software, but no such effect was
found. Question 7 concerned their conclusions. For each of the 17 listed traces, they were
asked to tick off whether they found the trace and, if so, how they assessed it in terms of guilt,
innocence, or ambiguity. In question 8, they could add additional relevant traces to the list and

rate them.

The participants were asked to export bookmarked findings into pdf documents and use the
log template. However, these documents were excluded from the analysis because not all
analysis software facilitates bookmarking, and log usage was very inconsistent. It could be
argued that these documents held accounts of observations, but, similar to observations
reported in the Part 2 survey, they were not considered to fulfil the criteria of “observed and

deemed relevant to report”.

The choice of statistical test hinges on the correspondence between the data and the test
assumptions. The Kruskal-Wallis test, which is the non-parametric alternative to the One Way
ANOVA, was chosen to measure differences between the experimental groups. Non-
parametric statistics are appropriate for data on the ordinal level, can be used for skewed
populations, and are suitable for relatively simple analyses (Leedy & Ormrod, 2014, p. 294).
The results indicated contextual bias in the observation of traces but no significant association

between the context and interpretation of observed traces and conclusions (see Figure 2).
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Figure 2: Average observed traces (of max. 11) per group in Article 2.
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To test reliability, the participants who received the same information were compared. There
are several tests to choose from, such as percent agreement, Bennett et al.’s S, Scott’s pi,
Fleiss’s K, Cohen’s kappa, and Krippendorff’s alpha (Nili et al., 2017). Krippendorff’s alpha
(o) was considered the best fit, due to its flexibility for comparing multiple coders,
measurement levels, and sample sizes, as well as its ability to tackle incomplete or missing
data (Hayes & Krippendorft, 2007; Krippendorff, 2011; Nili et al., 2017). The tests showed,
as indicated in Figure 3, low reliability for all groups at all measured levels, namely,

observations of traces, interpretations of observed traces, and conclusions.

The observations of traces and interpretations of observed traces were based on participants’
descriptions in their analysis reports. In contrast to coding the surveys, this coding required
some interpretation. An independent coder coded 10% of the reports, to control coding
agreement. Krippendorftf’s alpha test was used to compute the inter-coder reliability, with the

result 0=0.91, which is considered a strong level of agreement.
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Figure 3: Average reliability score per group for the observation, interpretation, and

conclusion levels in Article 2.

Reliability during
observations, interpretations, and conclusions
100
S0
&0
70
60
50
40

35
31

20 27 25

20

10

0

Control Innocence Weak guilt Strong guilt

Average score per group - Kalpha

Type of context

4.2.2 Article 3

The following was the research objective of Article 3:

The aim is to explore whether and how the evidential value is crafted by the DF
practitioner and to shed light on how the evidence elasticity enables the DF
practitioner to turn the traces into misinformation with the propensity to mislead the

legal decision-maker’s assessment of evidential value.

The analysis centred on the report descriptions’ diversity. A thematic analysis (Braun &
Clarke, 2006) of the reports was performed in QSR International NVivo Pro Edition, Version
12.1.1.256 64 bit. Some themes were already triggered during the review of reports and
coding for the statistical analysis of the DF experiment, which led to a deductive approach to
the analysis of the reports. The inductive analysis focused on additional variance elements,
not directly related to the statistical measurements. A list of themes emerged from the

analysis, as shown in Table 4.

84



Table 4: Overview of themes and codes in Article 3.

Themes

Codes

Interpretations of the
assignment

Assignment consistent with the original
Assignment differing from the original
Missing account of the assignment

Reconstructing what had
happened

Search for and/or observations of the leaked
spreadsheet (m57plan.xls) on the suspect’s computer
Observing the file m57biz.xls on the suspect’s
computer

Comparing the leaked file (m57plan.xls) with the file
m57biz.xls found on the suspect’s computer

Determining who were
involved

Activity description related to entities
Activity descriptions related to persons

Constructing conclusions

What?
o CFO fraud
o Phishing/spear phishing
o Hacking
o There was no information leakage

o Jean had caused/contributed to the information
leakage
o An insider caused the information leakage
o An outsider performed the information leakage
How?
o The info was sent by email
The info was copied out on a USB
The info was obtained through hacking
No information leakage had happened

o O O

4.2.3 Article 4

The DF practitioners responded to the “Part 2 survey” immediately after completing the

experiment and submitting their analysis reports. The responses were subject to a combined

quantitative—qualitative analysis. The 53 survey responses to four open-ended questions

provided the participants’ own accounts concerning how they approached the analysis after

receiving the scenario information (and biasing context) and whether and how they applied

techniques to safeguard examiner objectivity and control evidence reliability during the

analysis. The fourth question allowed them to provide any comments or remarks. This

material was a valuable supplement to the other material obtained during the DF experiment,

since it largely resulted from investigative activities they had just performed.
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The material was analysed to examine the following research question:

How do DF practitioners handle contextual information, approach examiner

objectivity and evidence reliability during the analysis of an evidence file?

When exploring the responses to the question concerning the scenario/contextual information,
it became apparent that most of the participants mentioned scenarios or hypotheses. A
quantitative approach (performed in MS Excel Office Professional Plus 2016) was applied, to
examine the proportion that used hypotheses, the number of hypotheses they had developed,

and how many included an innocence hypothesis.

When analysing the responses to the other questions concerning techniques for examiner
objectivity and evidence reliability, the responses were first reviewed for whether they
mentioned a technique or not. The responses that mentioned techniques were coded for which
techniques they mentioned, and similar or related techniques were assembled in the same
code group. The analysis resulted in eight code groups for examiner objectivity techniques

and seven code groups for evidence reliability techniques; see Table 5.

Table 5: Code groups of techniques and approaches in Article 4.

Activity Code groups of approaches and techniques

- Used hypotheses (yes/no)
Handling of contextual information (Q3) - Number of hypotheses (number)
- Included innocence hypothesis (yes/no)

- None

- Hypotheses

- Focus on facts

- Avoidance

- Information requirement
- Forensic procedures

- Neutral presentation

- Other

Examiner objectivity techniques (Q5)

- None

- Dual tool verification

- Metadata examination
Evidence reliability techniques (Q6) - Cross-check of findings

- Hash calculation

- Manual verification of output
- Timeline analysis
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4.2.4 Article 5

Article 5 results from inductive discoveries during the quantitative analysis for Article 2. It
became apparent that there were significant variations in how DF practitioners articulated
their conclusions and how they documented information about processes, tools, and
procedures in their analysis reports. Another factor that motivated this paper was a published
study of reporting practices in eight other forensic science disciplines (Bali et al., 2020, 2021).
In addition to merely describing the characteristics of the DF discipline, the work of Bali and
colleagues provided an opportunity to explore DF practice in contrast to other relevant
disciplines and identify similarities and differences. Bali et al. studied a sample of 500 reports
sourced from forensic proficiency tests from eight different forensic science disciplines, with
a median number of reports from the included disciplines of 56, ranging from 36 to 121. The

40 DF reports were considered a suitable quantity for comparison.
The following research questions guided the analysis:

What characterises the opinions used in DF reports in terms of opinion type,
uncertainty expressions, addressed issues, and included content relevant to the
credibility assessment of the reported results? To what degree does the DF reporting
practice concerning applied opinion types and included content deviate from other FS

(forensic science) disciplines?
The analysis procedure for exploring DF reporting practices was threefold:

a) a quantitative analysis of conclusion types and level of issue (source, activity, offence)
b) a quantitative analysis of report content

c) a qualitative analysis of (un)certainty descriptions

Analysis of conclusion types and level of issue

Bali et al. (2020, 2021) performed a quantitative content analysis of conclusions and content
relevant to the result’s credibility. The coding from this study was applied and expanded with
additional coding categories for the study of DF reports. The conclusions were coded in IBM
SPSS Statistics (Release 26.0.0.0. 64-bit edition) according to six conclusion types, see Table
6.
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Table 6: Conclusion types and values used in the quantitative analysis in Article 5.

Conclusion type Values
Categorical conclusions Only traditional, only elaborated, both
Likelihood ratios (LR) Numerical, verbal, both
Random match probabilities (RMP) Observed, not observed
Likelihood of observed similarity statements (LoS) | Observed, not observed
Strength of support statements (SoS) Observed, not observed
Source probabilities (SP) Numerical, verbal, both

The conclusions studied in Bali et al.’s (2020) research were focused on feature comparison
procedures and would thus primarily address source level issues. To gain more insight into the
issues targeted by DF investigations, the conclusions were analysed for whether they
addressed issues at source/sub-source level, activity level, or offence level (values: only crime
category, only guilt/intention, both). Since it sometimes was difficult to differentiate between
what was a justification of the conclusion or the conclusion itself, all the narrative under the
heading “Conclusion” (or other variations such as “Result”, “Main conclusion”, etc.) was
coded for the addressed issue level, as long as it related to aspects concerning the relevance or
credibility of the information. This approach implied that several issue levels could be

observed within the narrative of a single conclusion.

Analysis of report content
A quantitative content analysis was performed based on 13 categories of content. Eight
categories were obtained from Bali et al. (2020) (marked with *), and five additional content

categories were applied due to their relevance to the DF discipline, see Table 7.
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Table 7: Content type and values used in the quantitative content analysis in Article 5.

Content type Values

Description of the analysis methods used* None, vague, specific

Information about the method/tool reliability* | Observed, not observed

Information about the method/tool validity* Observed, not observed

Limitations of the methods or conclusions* Observed, not observed

Reasoning or justification for the final
conclusion (e.g., information about frequency | Observed, not observed
or similarities)*

Any alternative explanations for the results™* Observed, not observed
f;ﬁiﬁg?j; }e]:;(planatlon of jargon or scientific Observed, not observed
Explication that the conclusion is an opinion* Observed, not observed
Task description None, inaccurate/vague, correct
Description of received contextual information | None, inaccurate/vague, correct
Description of analysis tools used None, inaccurate/vague, specific
Qualification or competence None, inaccurate/vague, specific

None, only abbreviation/name,
Time zone abbreviation/name and explanation of how it
should be understood compared to local time

Analysis of (un)certainty expressions

A qualitative analysis of the conclusions was performed to explore the usage of expressions
describing (un)certainty. The analysis aimed to explore diversity rather than frequency. All
the narrative within the conclusions was included in this analysis, as long as it related to
aspects concerning the relevance or credibility of the information that was addressed. All the
phrases from the conclusions describing (un)certainty within the above-mentioned criteria

were extracted and sorted, and duplicates were excluded.

4.3 Research quality and ethical considerations

4.3.1 Permissions

The application to the Norwegian Police Directorate was approved on 08.08.2019 (Appendix
1). The application to the Norwegian Attorney General was approved on 15.01.2020
(Appendix 2). The latter concerns the collection of reports from actual cases and interviews

with report authors, which have been postponed to a prospective post-doc project. The
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research project was reported to the Norwegian centre for research data (NSD) (application

number 458568) and approved on 12.09.19 (Appendix 3).

4.3.2 Anonymisation and handling of the material
The collected submission forms did not contain any case information, and did therefore not
require any confidentiality protection. To ensure availability, a backup of the material was

stored in a separate folder.

In terms of the material from the DF experiment, the participants were assigned a participant
number. Any participant names were deleted from the analysis reports, and the collected
documents were named according to the participant’s number. The form associating names
and participant numbers was stored separately from the anonymised survey responses and

reports. A backup of the material was stored on an external hard disk.

4.3.3 Research quality

Validity (internal and external) and reliability are central aspects to consider for the parts of
the research involving counting and calculations. The measures applied to achieve internal
validity and inter-coder reliability were discussed in the respective articles and sections 4.1.2,
4.1.3 and will thus not be repeated. Still, some overarching aspects remain to be discussed.
These are the value of pre-registration of research, triangulation, external validity and ethical

considerations.

Pre-registration

Pre-registration is a measure for strengthening the research quality and involves registering
predictions, research plans, and analysis plans on an online platform before the results are
known (see, e.g., Chin et al., 2019, pp. 269-274; Searston et al., 2019). Once the pre-
registration is submitted to an online platform, it is timestamped and uneditable (Chin et al.,
2019, p. 269). This measure may reduce duplicative research efforts, protect the statistical
integrity of studies by reducing flexibility in analysis and “p-hacking”, and improve access to
research findings (Kimmelman, 2021, p. 645). Pre-registration is required in some medical
research areas and becoming increasingly popular in other fields, including forensic science
(Chin et al., 2020; Chin et al., 2019, pp. 269-272). Unfortunately, the DF experiment was not
pre-registered, since I was unaware of this measure when designing the experiment. However,
the dataset was published together with Article 2 for transparency concerning the variables

and values used for the statistical calculations.
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Triangulation

Triangulation involves applying two or more methods to investigate the same phenomenon
and answer the same central research question (Heap & Waters, 2019, p. 111). The objective
of triangulation depends on the ontological position. From the realist (positivism/empiricism)
position, triangulation can be used to check the validity of each component. This approach is
referred to as “basic triangulation” and rests on the assumption that, when data from different
components are used, invalid inferences due to errors and bias within the data are less likely
(Heap & Waters, 2019, p. 112). Basic triangulation was essential for the internal validity of
Article 5. The results from the DF experiment were compared with a dataset collected by Bali
et al. (2020) involving practitioners from several forensic science disciplines. During the
publication process of Article 5, I discovered possible errors in the calculations in the external
dataset and contacted the corresponding author. The calculations were corrected, and a
corrigendum (Bali et al., 2021) was published before Article 5 was published. This showed
that errors, which in this case were a practitioner’s unintended mistake (see section 3.4.1), can

happen despite the scrutiny of scientific journals’ peer-review processes.

From a relativist (constructivism/interpretivism) perspective, “indefinite triangulation” may
be used to obtain various accounts of the same phenomenon or event, by applying multiple
methods to the same question (Heap & Waters, 2019, p. 112). The mixed-methods design
applied in the thesis may be considered indefinite triangulation, since both qualitative and
quantitative methods were used to collect empirical material (experiment and
qualitative/quantitative survey) and analyse it from different perspectives
(statistical/quantitative, qualitative), with the objective of exploring the observed phenomena
further, rather than controlling their validity. Infinite triangulation was a vital measure for
informing the research question. For example, by exploring variability (low reliability),
discovered through the statistical analysis in Article 2 and further in quantitative and
qualitative analyses in Articles 3 and 5, it was possible to theorise not only about the fact that
low reliability was found but also about the range of the variance and how it related to the

components forming the evidential value.

In mixed-methods research, triangulation may also be used for “epistemological dialogue”
where different methods not only provide different kinds of information about the same
phenomenon but constitute the world in different ways (Heap & Waters, 2019, p. 112), and
this approach was applied in the thesis. On one hand, the statistical results in Article 2

suggested low reliability between DF practitioners that were analysed under similar
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conditions. Intuitively, this may be assumed problematic for the DF discipline, since an
analysis would potentially lead to different results, depending on which DF practitioner was
assigned to the task. Yet, exploring the variability from different epistemological perspectives
enabled a more nuanced view of the variability, namely, that it may also be beneficial to the

investigation — which is discussed in section 6.3.4.

External validity

Validity refers to an inference’s approximate or tentative truth and is thus not a property of
methods and design (Shadish et al., 2002, p. 34). External validity is often referred to as
generalisability and is concerned with “the validity of inferences about whether the cause-
effect relationship holds over variation in persons, settings, treatment variables, and
measurement variables” (Shadish et al., 2002, p. 38). The question is thus whether the

research involving the 53 DF practitioners has value outside this group.

The targets of generalisation may be from narrow to broad, broad to narrow, at a similar level,
to a similar kind, to a different kind and from a random sample to a population (Shadish et al.,
2002, pp. 83-84). The DF practitioners were not drawn from a random sample, which
excludes the latter alternative. The purpose was to generalise from narrow to broad — from the
53 DF participants to the DF discipline. There are several threats to external validity, which
means there are reasons why the inferences about generalisability may be incorrect. These
threats relate to the interaction between the inferred causal relationship with units, outcomes,
and settings, over treatment variations, or due to context-dependent mediation (Shadish et al.,

2002, p. 87). The aspects relevant to the thesis are discussed below.

Interaction of the causal relationship with units means that the effect associated with certain
units might not hold if other kinds of units were studied. There is little knowledge about the
total DF practitioner population, and it is not possible to determine whether the characteristics
of DF practitioners participating in the DF experiment correspond with the overall DF
practitioner population. Therefore, transparency about the background variables was essential

to enable an assessment of transferability to a defined population of DF practitioners.

Interaction of the causal relationship over treatment variations entails that an effect found
with one treatment (the context) might not hold with other treatment variations, in
combinations with other treatments, and when only parts of the treatment are used. This is a
central aspect of the DF experiment, since the research has shown that the DF practitioner

would often receive contextual information in submission forms or through dialogue with
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criminal detectives in an actual criminal investigation setting. They would probably thus have
access to more information and information about other evidence types in contrast to the
limited information they received in the DF experiment. Hence, it is not possible to predict
whether and how strongly contextual information would influence the analysis performed in

an actual investigation.

Another aspect is the role of the context as treatment. The participants were handed the same
evidence file, which contained much information, most of which was irrelevant to the case
under investigation. This information may be seen as additional biasing context, which may
have created noise or influenced the result. Also, since the DF experiment was conducted over
a period, it is possible that DF participants talked about their experience to participants who
had not yet completed the experiment, despite the request not to share information, and thus
introduced expectancies concerning the scenario, the context, or what traces they would find.
Such treatment variations could not be fully controlled, since participants were allowed to

perform the experiment at their own lab and on a date of their own choice.

Interaction with the causal relationship with settings is about whether the cause-effect
relationship between context and biasing effect holds in another setting. Since this is the first
experiment specifically targeting bias in DF investigative work, it is uncertain whether the
effect may relate to the particular case type and the particular setting introduced in the DF
experiment design. DF practitioners are assigned to a plethora of case types, some of which
may include content that is more emotionally or morally provocative than others. The case
type used in the DF experiment was relatively neutral, and other case types could potentially

lead to other or stronger effects due to different settings.

Context-dependent mediation has similarities with the above-mentioned interaction related to
settings but centres on mediating processes. The studies of causal mediation identify the
essential processes that must occur to transfer an effect. Still, the correct mediator may be
context-dependent and mediate the effect in one setting and not the other. The contextual bias
has been explored in the typical tasks of several other forensic science disciplines, and a
biasing effect has been determined in various decision-making tasks such as observations and
conclusions (Cooper & Meterko, 2019; Kukucka & Dror, 2022). The DF experiment indicates

that the mediator (contextual information) also may introduce contextual bias in DF casework.
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Ethical considerations

In addition to the considerations concerning mock or real-life evidence files, as outlined in
section 4.1.2 b), an issue concerning volunteer participation and anonymity emerged. A core
ethical aspect of research is that participation should be based on informed consent and
anonymous participation. The DF practitioners were informed about the purpose of the
research, how data would be stored and used, and that they could withdraw at any time (see
Appendix 5). Since the contact information of DF practitioners in law enforcement was not
publicly available, it was necessary to cooperate with the management of the respective
organisation to reach the potential participants. Most managers solved this by sending a list of
potential participants and the opportunity to contact them directly. However, some managers
seemed to see the DF experiment as an opportunity to gain better insight into the performance
of their employees and asked for insight into their employees’ results. This request was denied
because it would compromise the anonymity of the participants, and there was a risk that
unfortunate results (from the manager’s perspective) could result in consequences for the
participants. Moreover, it would introduce a possible confounding variable that could create
noise in the results. The managers who took this approach did not return contact information
of any prospect participants, and it is thus likely that the decision to deny access to non-

anonymised results led to fewer participants recruited to the DF experiment.

4.4 The professional position and scientific worldview

Philosophers of science such as Thomas S. Kuhn and Jiirgen Habermas underline that all
research is, to some extent, theory laden. The researcher is not a neutral instrument for
presenting facts but brings their knowledge, professional experience, and personal habitus.
Hence, it is important to consider how my background and experience may have influenced
the research presented in the thesis. I am a sworn police officer with 22 year’s experience
from the Norwegian police. My experience is largely criminal investigation, spanning from
high volume crimes to specialist areas such as homicide investigation and cybercrime. Since
joining the Norwegian Police University College in 2012 the role changed from practitioner to
‘pracademic’, where I have lectured bachelor’s, master’s and post graduate students in

subjects related to criminal investigation and DF investigations.

The academic journey for exploring cognitive and human factors in DF work started with my
master’s thesis, where DF practitioners and criminal detectives from the Oslo Police District
were interviewed about how they planned, conducted, and collaborated in investigations
involving digital evidence. This study led to several new insights about the competence
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needed to handle digital evidence, issues concerning collaboration, information sharing, and
the risk of bias and organisational challenges such as prioritisation and case management. The
master’s thesis paved the way to the research question of the PhD thesis. Due to my
background as a sworn police officer, I am what Brown (1996, p. 181) describes as an
“outside insider” researcher. I consider the research objective a product of my knowledge
about and experience with the inner workings of law enforcement handling digital evidence.
An important issue is whether this position affected my ability to reflect critically on my own
profession due to solidarity and a wish to tone down unpleasant findings. From my point of
view, the years at the Norwegian Police University College have created a distance to the
field, which has helped me obtain more of an outsider’s perspective of the DF discipline and

broaden my perspective outside the Norwegian context.

As outlined in the introduction (section 1) and as shown in the discussion of theoretical
perspectives (section 3), the PhD project is interdisciplinary — understood as “integrated
perspectives from different disciplines that add up to more than the sum of their parts”
(Silvast & Foulds, 2022, p. 10), by drawing on research from different scholarly traditions. A
mixed methods approach (Heap & Waters, 2019, p. 10) was applied to explore the research
question from different angles. The approach involved a combination of qualitative,
quantitative, and experimental methods, which are founded on different worldviews. Creswell
and Plano Clark (2017, pp. 63-65) discuss whether one should seek to find the best-suited
approach for the chosen mixed methods design or pragmatically choose what fits the
particular study. From the start of the project, the choice of methods were based on a
consideration of what would potentially provide the best data to examine the research
question, and provide a foundation to explore the different perspectives articulated in the
research questions. Conflicting positions introduce a challenge when the results are to be
integrated and discussed in context. The experiment is rooted in a stance leaning towards the
positivist philosophical tradition with an objectivist view of reality, while the questionnaire
asking open-ended questions about how the participants handled the physical and cognitive
tasks during the experiment belongs to an interpretivist/constructivist tradition founded on a
subjectivist view of reality. My ontological position is thus intermediate, and I acknowledge
that both objective and subjective views of the reality are useful in the study of DF practices.
The differing worldviews would introduce substantial challenges to the integration of results
if they were understood from a conservative point of view. Yet, the worldviews seem to be

perceived as more flexible in applied research. Today, it is generally acknowledged that
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experiments are theory laden and open to multiple interpretations, which may be affected by
the researcher’s own beliefs, hopes, expectations, and predictions, and the criticisms are often
overgeneralised (Shadish et al., 2002, p. 460). The DF experiment is, in essence, a study of
socio-technical practice. I consider my own worldview closest to the interpretivist stance, and
acknowledge subjectivity and interpretation not only influences the research but also is an
important tool for providing insights about DF practices. Subjectivity and interpretation are
acknowledged from the researchers’ perspective and are also at the core of what is explored

concerning the research objects, the DF practitioners.
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5. Summary and integration of results

The research has provided novel insights into the hidden or black-boxed practices in the

analysis and presentation stages of the DF process.

Article 1 addresses the thesis’s primary research objective from a theoretical point of view
and contributes to a broader understanding of the challenges related to the DF process of non-
technical type, by bringing in theoretical aspects and research on cognitive and human factors
from other forensic science disciplines and relating the findings to the DF discipline. The
research question of Article 1 was “When handling digital evidence through the digital
forensics process; when is the digital forensics practitioner (DFP) vulnerable to cognitive
bias, and what measures could be relevant and effective to mitigate bias for this specific
domain?” The paper reviewed relevant research on the contextual bias from forensics science
domains such as DNA, fingerprint, bloodstain pattern, arson investigation, forensic pathology,
forensic anthropology, and crime scene investigations. It aimed to bring these insights into the
DF discipline and discuss their relevance and plausible implications for DF casework. A
theoretical analysis of the DF process was performed based on a taxonomy of sources for
cognitive bias (Dror, 2017). The analysis suggested that the DF practitioner plays an essential
role in all stages of the DF process, which involves a magnitude of observations,
interpretations, judgements, and decisions. The paper suggests that all the taxonomy levels
constitute biasing sources for DF work. In light of the lack of standardisation and quality
management in the DF domain, the article emphasises a concern about cognitive and human
error leading to miscarriages of justice. The article concludes that there is a research gap
concerning bias and DF decision-making and asks whether the suggested bias minimising
countermeasures suggested for other forensic science disciplines are relevant and effective in
DF investigative work. The paper pointed to the Hierarchy of Expert Performance (HEP) as a

possible framework for further research on bias and reliability in DF decision-making.

The value of the research was highlighted in the editorial in the journal Digital Investigation,

titled Maturation of digital forensics:

The treatment of cognitive and human factors in digital forensics by Nina Sunde
(Norwegian Police University College) and Itiel Dror (University College London)
takes a major step towards integrating digital forensics with forensic science. This

work builds on the strong base of Sunde's study of non-technical sources of errors in
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digital investigations, and Dror's extensive experience with cognitive biases and
human factors in forensic science. Everyone who employs digital forensics has a
responsibility to implement strategies that mitigate those influences which “might
interfere with accurate observations and inferences in forensic decision making.”
There is a pressing need to update digital forensic effective practice guidelines, error
mitigation strategies, and associated training to include bias mitigation practices.

(Casey, 2019b, p. A1)

The article prepared the ground for the DF experiment and Article 2, which — based on the
HEP framework (Dror, 2016) — explored the following research questions: First, “Are DF
examiners biased by contextual information when making observations, interpretations of
observations, or in their conclusions during the analysis of digital traces? ” and, second, “Are
DF examiners consistent with one another when making observations, interpretations of
observations, or conclusions during the analysis of digital traces?” While Article 1 analysed
the complete DF process, Article 2 centred on the analysis and presentation stages (see
description of stages in section 2.3). The experiment design aimed to achieve high ecological
validity by replicating a typical DF investigation, as opposed to performing the experiment
within a highly controlled laboratory environment. Fifty-three DF practitioners participated in
the experiment. The background study of submission forms and commissioning procedures
showed no restrictions to including task-irrelevant information in the forms. It was thus likely
that task-irrelevant information could be forwarded to the DF practitioner in a typical work

situation.

In terms of the first research question, the participants were assigned to groups and were
given different contextual information. The results showed statistically significant variations
between the experiment groups in the number of traces they found. This finding was
important, since it first showed that DF is not exceptional among other forensic science
disciplines regarding contextual bias. Second, it provided insight into how early in the
analysis process a bias may influence the results. The study shows that bias can skew what is
observed and deemed relevant to include in the analysis report — and, consequently, that
relevant information may be overlooked. From a quality management perspective, this finding
is vital. In DF, the report may be subject to quality control, but the evidence file is rarely
examined a second time. Verification procedures are directed towards verifying positive

findings and not to checking whether there is other relevant information (inculpatory or
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exculpatory) that should be included as evidence. As of now, only the top-level “Re-
examination” in the Peer Review Hierarchy for DF (Horsman & Sunde, 2020, p. 8; Sunde &
Horsman, 2021, p. 9) would be an adequate measure to uncover overlooked relevant evidence

caused by a contextual bias.

The findings regarding the second research question were probably the most extraordinary.
Here, the reliability between DF practitioners within the groups that received similar
contextual information was explored. The results showed low reliability at all explored levels,
namely, observations, interpretations, and conclusions. The high variability displays the
significance of the human element in DF examinations and is a plausible consequence of the
lack of standardisation of investigation methods within the DF domain. In light of the
widespread misconceptions of digital information as credible and objective sources of
evidential information, this finding is vital. The results underpin the fact that DF work is a
highly constructive enterprise in which the DF practitioner significantly influences the

outcome of the DF process — the digital evidence.

The novelty in Article 2 is twofold. First, the existing empirical research on DF decision-
making is minimal, and this is the first study that specifically targets the issues of bias and
reliability in DF decision-making. Second, Article 2 also represents methodological novelty,
due to the unique research design for studying DF practice. The empirical material in other
studies is mainly collected through ethnographic approaches and interviews. Except for the
NIST Black-box study (2022), the few experimental studies targeting DF practitioner conduct
and decision-making have been performed in laboratory settings. In contrast, the DF
experiment aimed to replicate a typical work situation. Also, asking the participants to write
an analysis report and using this as an empirical source for the research is a novel approach to

studying DF practice.

The statistical measurements in Article 2 are essential. At the same time, they are limited to
what may be counted and do not reveal sow the contextual bias or low reliability materialised
itself in the reports. Article 3 applied a qualitative lens to the reporting practices during the
presentation stage of the DF process. The analysis focused on descriptions of digital evidence.
The concept “interpretative flexibility” (Collins, 1981, p. 4; Doherty et al., 2006, p. 569),
combined with the components that make up the evidence value (relevance, credibility,
inferential/probative force or weight of evidence), was applied as an analytical framework.
The article shows that the same traces are interpreted and described differently (a “digital
evidence multiple”), and it develops the concept of “evidence elasticity”. It also demonstrates
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how the interpretative flexibility provides elasticity when constructing narratives, enabling
multiple narratives about what happened and who was involved, based on traces from the
same evidence file. The ground truth was known, since a mock and well-documented
evidence file was used. Hence, it was possible to explore whether some DF practitioners
produced misleading or erroneous descriptions or conclusions. Nevertheless, the analysis
showed that many descriptions were vague, slightly inaccurate, or incomplete. This ambiguity
enabled the same trace to fit just as nicely with, for example, a narrative imposing guilt as a
narrative indicating the innocence of the suspect. These insights are of great value to the DF
discipline. They may also be of value to other forensic science disciplines dealing with
activity level issues, such as forensic pathology and crime scene investigation, since they shed
light on the range of interpretative flexibility for the individual traces or traces in context.
Finally, the article demonstrates that interpretative flexibility relates to evidence value, and
that traces and narratives may be crafted to highlight the relevance of particular evidence,
inflate or deflate their credibility, and implicitly or explicitly convey opinions concerning the

inferential/probative force or weight of evidence.

While Articles 2, 3 and 5 used the DF practitioners’ analysis reports as the empirical
foundation, Article 4 was based on their own accounts. The empirical data were collected
through a survey, which the DF practitioners completed just after concluding the analysis in
the DF experiment. The responses describe their investigative practice during the analysis
stage, independent of what they documented in the reports. Article 4 examined the research
question: “How do DF practitioners handle contextual information, approach examiner
objectivity and evidence reliability during the analysis of an evidence file? ” Whist Article 2
showed that the observations were biased by contextual information, this material provided
insight into ~ow this may have happened. An important finding in this respect is that many
considered hypotheses after reading the scenario information. A hypothesis-driven approach
is a well-known bias-minimising measure in criminal investigations and was, therefore, an
interesting finding in a DF setting. Yet, some critical aspects concerning how they applied the
hypotheses and handled the contextual information were discovered: First, many started
working with a single hypothesis in mind, which introduces the risk of a one-sided
investigation. Second, considering the possibility of innocence and actively looking for traces
that correspond with this hypothesis is vital for safeguarding the presumption of innocence

during the analysis. Among those who had a hypothesis, only 55% of these had an innocence
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hypothesis, which entails that 45% started the analysis without an innocence hypothesis in

mind.

In terms of examiner objectivity, 34% applied no techniques to maintain their objectivity
during the examination of the evidence file, which is of concern considering the results from
Article 2 that suggested bias at the observation level. The hypothesis-driven approach was the
most frequently mentioned technique among those with applied techniques. However, the DF
practitioners generally referred to this technique as a mental process or thinking aid, instead of
a structured hypothesis-driven approach where the hypotheses are written down and tested
systematically. In light of the biased observations found in Article 2, these findings indicates
that merely thinking about hypotheses is not a sufficient measure to minimise bias and
safeguard fair investigation. Future research should focus on whether a structured hypothesis-
driven approach with systematic and documented hypothesis testing would mitigate bias in

DF casework.

Considering evidence reliability, 38% did not use any techniques to examine or control the
reliability of the uncovered traces. This finding is of concern when considering the risk of
technical errors, such as software implementation errors and the risk of misinterpretation by
the DF practitioner. The finding is also relevant in the context of Article 5, which revealed
substantial deficiencies in the documentation practices concerning the application of such

techniques.

While other studies of DF practice have focused on the tangible physical tasks or social
aspects of DF casework, there is minimal research on DF decision-making during the
investigative tasks in the analysis and presentation stages. Article 4 contributes to opening the
black box of DF casework and informs on the DF investigative and cognitive practices that
are usually hidden or at least not readily observable by others. It adds to the research on
forensic confirmation bias, by shedding light on how the contextual information is used to
generate hypotheses when approaching an evidence file. A strength of the paper is that the
responses were obtained immediately after performing the analysis and related directly to the
task. This approach is likely to have rendered more accurate information about what they

actually did, rather than what they ought to do according to procedures and guidelines.

Article 5 examined DF reporting and documentation practice and stated the following
research questions: “First, what characterises the opinions used in DF reports in terms of

opinion type, uncertainty expressions, addressed issues, and included content relevant to the

101



credibility assessment of the reported results? Second, to what degree does the DF reporting
practice concerning applied opinion types and included content deviate from other F'S
(forensic science) disciplines?” Three themes from the reports were examined, to address the
first research question: First, how conclusions were articulated and which level (source,
activity, offence) they addressed; second, the inclusion of content with relevance to the
credibility of the information presented in the report; and third, how (un)certainty expressions

were articulated.

The analysis showed that categorical conclusions or strength of support conclusion types
typically were applied. While many claimed to have focused on multiple hypotheses during
their examinations according to the Part 2 survey (see Article 4), there were few traces of
these in the reports. Instead, the analysis revealed a strong tendency to present evidence
related to a single explanation. This finding corresponds well with the accounts from the DF
practitioners regarding using hypotheses as a mental approach to safeguard examiner
objectivity during the analysis. Article 5 revealed another critical aspect related to contextual
bias. The biasing contextual information was rarely documented in the analysis reports. It

would thus not be available for scrutiny from peers or legal decision makers.

The analysis of content showed substantial deficiencies in the reporting practices, and that
essential information often was missing or vaguely described, such as method descriptions
and statements about the reliability/validity of methods or tools. These challenges did not
seem exclusive to the DF discipline since similar tendencies were also found within the

forensic science disciplines used for comparison.

A plethora of (un)certainty expressions was used but without a corresponding explanation of
meaning or reference to an established framework. The different articulations resulting from
the DF practitioners’ subjective assessment of (un)certainty may also increase the

interpretative flexibility of the conclusion for those reading the report.

To address the second research question, the findings concerning DF practice were compared
with a study involving eight other forensic disciplines. The comparative analysis showed
significant differences in conclusion types and report content. Yet, the deficiencies concerning
report content seemed to be a common challenge to the DF discipline and the compared

forensic science disciplines.

Whilst there is a growing body of academic papers discussing how to evaluate evidence and

report the results from a DF investigation (see section 2.3.3 and 3.2.1), there is little to no
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research on DF practitioners’ practices concerning these issues. This study provides the first
empirical account of what characterises DF opinions and conclusions at an investigative stage
and informs on how the investigative process is documented. The comparison with other
forensic disciplines is also of value, due to the ongoing efforts to harmonise the DF discipline
with the forensic science domain, as described in section 2.1. Article 5 was elected for the PW
Allen Award for the most meritorious paper published in Science & Justice in 2021

(Appendix 16).

When considering all the five articles in context, the contribution of this research is
substantial. The papers offer novel insights that inform the knowledge gap concerning DF
investigative and reporting practice. They inform on the significance of the human’s role in
crafting digital evidence through the DF process. Having insights into how the human
influences what is discovered, how it is interpreted, and the notion of evidence credibility is
vital to understand how errors and misinformation may occur, and to design adequate
investigative procedures and quality measures. From a more general forensic science
perspective, the research is valuable with respect to strengthening the scientific foundation
within the DF domain. The novel insights into investigative tasks and reporting practices are
valuable to the efforts to harmonise with other forensic science disciplines, since they shed
light on what is common to other forensic science disciplines vs what is unique to the DF
discipline. In particular, the ability of digital traces to inform issues at activity and offence
(intent) levels seems to be particular to the DF discipline, and more research is needed to

establish how these aspects should be adequately reported.
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6. Concluding analysis and discussion —implication of findings

Before the concluding analysis and discussion of the thesis’s contribution, the main research
question is repeated: How could a better understanding of the DF practitioner’s role in
constructing digital evidence within a criminal investigation enable mitigation of errors and

safeguard the fair administration of justice?

The thesis’s contribution may be condensed into three key points. First, the thesis contributes
to a broader understanding of the mutable components of digital evidence, which will be
discussed in section 6.1. Second, the thesis expands the insights concerning the DF
practitioner’s role in constructing and negotiating the mutability of the evidence. This is
debated in section 6.2, in light of different perspectives of investigative work outlined in
section 3.2. Third, the thesis has provided novel insights into cognitive and human factors —
and how they may cause or contribute to errors of justice. Section 6.3 discusses the
implications of these findings and possible measures to mitigate error and misleading results

due to bias and noise.

6.1 A broader understanding of the mutable components of the digital evidence

The thesis’s contribution has advanced the insights into what makes the digital trace become
meaningful digital evidence with a definable value in a legal context. The DF literature has
conceptualised the physical or tangible aspects that may influence the evidential value of
digital traces as “evidence dynamics” (Casey, 2011b, p. 27). The theoretical discussions
concerning error and error mitigation in the DF scholarly literature have mainly been limited
to preventing evidence dynamics, and the aspects involving human interpretation and
representation have not been subject to substantial attention from researchers. A plausible
explanation relates to the discipline’s academic roots. DF is primarily considered a
specialisation of computing, with its academic home in computer science and
computer/software engineering (Jordaan, 2021, p. 6). These domains focus their research on
information systems and computers. Combining and integrating theoretical concepts and
analytical perspectives from DF, forensic science and cognitive psychology with social
science perspectives enabled the examination of another dimension of dynamics or mutability
related to digital traces, namely, the interpretative flexibility of digital traces. These insights
were advanced further by analysing their mutability in light of legal criteria assessing
evidence value. In order to clarify the difference from the physical or digital aspects

encompassed by the term “evidence dynamics”, the interpretative flexibility related to digital
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traces was termed “evidence elasticity” in Article 3. The concept of evidence elasticity moves
the focus from digital evidence as merely objects, to emphasise the subjective perception of
the knowledge represented by the object. After being interpreted and inscribed in reports by
the DF practitioner, the description of the trace becomes stable. Yet, the thesis has
demonstrated that different DF practitioners produce very divergent descriptions. Due to
evidence elasticity, these may sometimes be accurate and correct representations of the traces

— but sometimes also misleading or incorrect.

Interpretative flexibility is not a novel concept in STS research and has revolved around the
heterogeneous ways people understand the same object. Star and Griesemer refer to the
different perceptions or interpretations as “plasticity” (1989, p. 397) and the objects having
this trait as “boundary objects” (1989, p. 387). Still, mutability has primarily been explored in
relation to moving knowledge objects between different or epistemic cultures. Of particular
relevance is Kruse’s (2016) study of forensic evidence’s movements between the different
epistemic cultures in the justice chain and Dahl’s (2009) study of similar aspects concerning
DNA evidence. Whilst movement has not been the primary focus of the thesis, it advances
insights into the range of the elasticity of digital traces in isolation, and when combined when
the interpretation is performed by what is assumed to be a single epistemic culture, the DF

practitioners.

The experimental research design enabled a novel insight into the relative range of the
elasticity of the observed traces — which would not be possible through a design with fixed
multiple-choice output, such as, e.g., the NIST black-box study (Guttman et al., 2022). The
DF practitioners were not asked to find or write anything in particular during the DF
experiment, and decided themselves what traces were relevant and how to describe them in
their reports. This resulted in rich qualitative material, which enabled the examination of
evidence elasticity combined with other qualitative concepts, such as the credentials for

evidential value from a legal context.

The range of elasticity concerning digital traces is black-boxed in real-life casework through
the inscription process. The result becomes a stable representation of the trace and the related
inferences in the written analysis report. This process turns them into what in ANT is
conceptualised as “immutable mobiles”, which can move in time and space more or less

unchanged (Jonsson & Holmstrém, 2005; Latour, 1987). At the same time, the report
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functions as an interpretative limitation (Santos, 2014, p. 191), since it represents only one of
the multiple versions of the traces. Although the research for the thesis did not follow the
further movement of the DF reports, it is possible to make a few plausible predictions
concerning the implications of the stability established by inscribing the results into the
analysis report in light of the findings concerning the relative range of elasticity. The
descriptions of evidence in reports are stable, but the knowledge provided by the written
representation is still elastic, for several reasons. First, due to the perception and subjectivity
involved when the legal decision maker — often with little technological expertise — tries to
understand what the evidence is, what it means, and its value in terms of relevance,
credibility, and inferential force/weight to the case under investigation. Second, because the
case circumstances it is assessed against may change. Third, since the DF practitioner may be
called to court to present and explain the evidence, the oral presentation may thus adjust or
add information to the knowledge represented by and associated with the trace. Therefore, it
is plausible that those reading the DF reports or listening to an oral presentation of it, such as
criminal detectives, prosecutors, and judges, would also interpret the same evidence

differently.

Summarised, the insights concerning the relative range of the elasticity of digital traces
contradict the beliefs that digital evidence should be presumed to be objective, value-neutral,
and reliable evidence. The thesis shows that digital evidence should be subject to scrutiny, not
only to evaluate evidence dynamics but also for a critical assessment of evidence elasticity, to
prevent erroneous or misleading representations of the trace causing errors of justice during

the investigation or trial.

6.2 The DF practitioner’s role as mediator in a technosocial process from trace to

evidence

While the former section discussed the mutable components of the digital traces, the focal
point here moves to the role of the DF practitioner in mediating these components. First, the
DF practitioner’s investigative practice is discussed in light of the perspectives of
investigative work outlined in section 3.2. Then, the inscription power of the DF practitioner
as an obligatory passage point is debated, followed by a discussion of how the DF practitioner

may mediate the evidential aspects of relevance, credibility, and
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inferential/probative force or weight. Finally, the implications of the findings from the DF

experiment concerning contextual bias and reliability are discussed.

6.2.1 DF investigation — science, investigation, or innovation?

Based on the DF experiment’s empirical foundation, it is not possible to provide generalised
knowledge about whether and to what extent the DF practitioner performs the investigative
task as a scientific inquiry, that is, if they can apply “science to determine facts” (M. S.
Olivier, 20164, p. 47), or use scientifically derived and proven methods to identify, analyse,
interpret, document, and present digital evidence (Arnes, 2018, p. 4). Signs of such an
approach would, for example, be descriptions in analysis reports of testing or experimentation
to support inferences about a trace, or reports characterised by formalised reasoning, such as
the CAI methodology, to produce a preliminary evaluative opinion about the value of the
trace to a defined set of hypotheses/propositions and conditioning information. Yet, none of
the reports indicated that participants carried out scientific experiments or testing related to
the DF experiment to support inferences about the trace or followed the formalised
methodology for reasoning about the evidence. Instead, as described in Article 5, the reports
were very diverse and did not point to a standard methodology for performing the analysis or
for documenting the process or results. The tools, methods, and procedures were often
vaguely described and sometimes not commented on, and none justified the reliability or
validity of the applied methods or tools. Article 4 showed that a high proportion did not apply
any measures to safeguard or control evidence reliability, so the reporting and documentation
deficiencies discussed in Article 5 can thus not be explained by poor documentation of

methods and procedures that were actually applied.

Due to the lack of signs of scientific inquiry in the collected reports, it is relevant to explore
what would be a more proper characterisation of the observed DF investigative work. DF
practitioners are expected to handle a broad range of technologies, and Ward’s (2021)
research highlighted the necessity of improvisational skills to obtain information from digital
devices such as mobile phones. It could thus be argued that DF investigation may be
characterised by ad hoc innovation rather than applying a rigorous scientific approach to
solving urgent challenges in the DF process. Innovation is described as “new applications of
knowledge, ideas, or methods which generate new capabilities and leverage competitive
sustainability” (Schniederjans & Schniederjans, 2015, p. 2). Programming and scripting are
regarded as essential DF practitioner skills by many academics, students, and professionals in

the DF domain (Humphries, 2019, pp. 187-188, 266, 340). Such skills make them — at least in
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the eyes of those with less expertise in computers and technology — a jack of all trades, with a

positive connotation.

In light of the thesis’ research question, the ability to apply innovative approaches to obtain
digital traces may lead to the closing of information gaps and a richer and more complete
empirical foundation for drawing inferences about the questioned matters in the investigation
and may thus be regarded as a utility. On the flip side, a DF process characterised by
innovation may put the development of methods and tools for obtaining relevant information
at the centre of attention, leaving less room for establishing best practices for securing,
analysing, interpreting, evaluating, and presenting results, or quality control measures for
minimising errors and misinformation. The demand for novel methods to solve the case-by-
case challenges may also hinder the DF practitioner from gaining necessary in-depth expertise
concerning the technology source in question and from performing the necessary testing and
validation of the improvised approaches and methods. If so, there is a risk that the DF
practitioner becomes the less flattering extension of the popular quote stated above — the

master of none.

6.2.2 Mediating relevance, credibility, and evidential value through inscriptions

At their lowest abstraction level, digital traces are binary numbers, which may not be directly
observed in a meaningful way. Hardware, software, and various technological instruments are
necessary not only to collect but also to observe and assess the relevance of the traces. In
order to make sense as meaningful pieces of evidence, the data must be represented at a
semantic level, in which the DF practitioner plays an essential role. The thesis has provided
new and valuable insights into the DF practitioners’ inscription power, due to their exclusive
opportunity to frame and shape the digital traces as knowledge objects. Since they possess the
necessary combination of expertise and access to technology, they become obligatory passage
points in the journey from trace to evidence. The inscription power and their role as
obligatory passage points provide the opportunity to mediate the relevance, credibility, and
value of the evidence and are discussed below. This is followed by a discussion of the

implications of the findings concerning the contextual bias and the low reliability.

The evidence file collected from, for example, a smartphone would usually contain some
relevant information combined with a magnitude of information irrelevant to the case under
investigation and the task assigned to the DF practitioner. Since only relevant information
should be used as evidence, it is not the entire evidence file that is represented in analysis
reports and presented in court but the outcome of the analysis and the selected traces. The
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traces’ relevance is mediated in a technosocial process involving the DF practitioner,
software, hardware, and the normative and cultural guidance for conducting the process and
presenting the result. The DF practitioner may — intentionally or unintentionally — mediate the
relevance in several ways. Central to this mediation is the process of inscription in analysis
reports. Similar to the “packaging” of CCTV evidence observed by Brookman et al. (2021, p.
14), the DF practitioners would usually describe the individual findings in text, tables,
visualisations or by cut and paste snippets from the analysis program’s representation of the
trace. In this lies the power to include, exclude, and mediate the relevance by ordering,

highlighting, and downplaying the findings, using rhetorical and visualisation means.

The combined qualitative and quantitative analysis in Articles 4 and 5 provides insights into
how the DF practitioner mediates the credibility of the evidence. The analysis shows that the
elements that introduce transparency and auditability concerning how the DF work was
performed, such as the applied tools, methods, and procedures, were included to varied
degrees in their reports. Without this information, the report reader has no insight into the
uncertainties and limitations of the DF process and its result and is left with the choice of

whether or not to trust the findings as representations of the truth.

The credibility also relates to whether the DF practitioner has sufficient expertise to perform
the task and interpret or evaluate the result. As shown in Article 5, the aspect of expertise was
rarely documented or commented on in the report. Still, a DF practitioner would sign the
report with a work title, which, for many, would be associated with expertise, for example
Special Investigator. The background information collected in the Part 1 survey revealed a
broad range of education and experience behind such titles, which are not related to a defined
and generally accepted level of expertise. The various titles that suggest associations to
expertise, combined with missing information on the DF practitioners’ background, may
create a pretence of expertise, whilst the practitioners, in fact, may not be sufficiently

qualified to perform the assigned task.

The components for demonstrating credibility are not only a matter of including or excluding
information about expertise and methods/tools or procedures but also a matter of clarity. As
shown in Article 5, sometimes the reports included these components, but the descriptions
were vague and insufficient to fulfil the purpose of transparency and auditability. A
paradoxical function of the vague descriptions might be that they cultivate a notion of
credibility for an unskilled report reader. The notion of credibility may also be mediated by
technical expressions and jargon particular to DF work. Santos (2014, p. 200) states that the
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epistemic distancing of forensic labs appears in the dimensions of purification, classification,
and interpretative limitation, to preserve institutional and scientific credibility. In the context
of DF, the technical terms and jargon may be a form of epistemic distancing from the general
investigation. The missing, incomplete, or vague information about expertise, methods, tools,
and procedures can be signs of what Costa and Santos (2019, p. 472) refer to as a “bubble
culture”, characterised by defensive attitudes when reporting and testifying, to maintain the

shield of neutrality.

The summary or conclusion was an important part of the DF reports, since this is where the
discovered traces’ evidential value to the case under investigation are disseminated. The
findings were combined into plausible narratives or sub-narratives about what had happened,
how it was performed, who was involved, and their possible intentions. The
summary/conclusion was often placed at the beginning of the report, meaning that the reader
would be presented with the narrative before the individual findings. The plausible and
coherent narratives were usually characterised by one or more reservations, indicating that the
narratives explaining the traces were associated with uncertainty. The reports did not show
any coherent way of expressing (un)certainty, which increases the interpretative flexibility of

the evidential value when the legal decision maker assesses the reported findings.

As described, the conclusion was often framed as a single narrative. This way of presenting
the evidence is a way of mediating the value of evidence in a certain direction, for example
suggesting criminal guilt or innocence. A coherent and plausible narrative may be convincing,
and the traces appear to have probative value for the case. Still, if the same traces can explain
a different narrative, they are, in fact, neutral in terms of evidential value. For example, the
fact that a spreadsheet was sent from the suspect Jean’s laptop may appear to be valuable
information for a narrative suggesting that Jean leaked confidential information to someone
unauthorised. Nevertheless, there were more plausible narratives based on the available traces
on the evidence file. The traces also corresponded with a scenario involving someone hacking
the system and taking over Jean’s account and sending the spreadsheet to an email account
they controlled, or a scenario involving another employee accessing Jean’s laptop when
unlocked and sending the spreadsheet to their private email account. Summarising the
findings with a single narrative is thus a powerful means to mediate the value of the evidence

or conceal that it is, in fact, neutral.
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6.2.3 The function of the mutable components for evidence and narrative crafting

The thesis suggests that a significant trait of digital evidence, compared to other types of
forensic evidence, is its ability to contribute to the various components that make up a
narrative. Such components would typically be a scene, motive, actor, and consequences
(Pennington & Hastie, 1993). Forensic science disciplines dealing with physical traces are,
first and foremost, able to inform source relationships, which involves attributing traces to
individuals, for example through DNA analysis and fingerprints, or classifying and comparing
materials, such as trace evidence, marks, body fluids, and drugs. Some forensic science
disciplines such as bloodstain pattern analysis, arson investigations, or forensic pathology
may inform issues or narrative gaps concerning activities or events. Turning to digital
evidence, Articles 3 and 5 shed light on the flexibility of digital traces to inform not only

source and activity level issues, but also offence level issues.

Starting with the activity level, digital traces can provide often very accurate information
about activities and events, including issues concerning time and location (physical
place/digital space). Such traces can often be attributed to source entities such as user names,
email addresses, and chat aliases. However, establishing a connection between entity and
person is often complex or even out of reach, based solely on digital evidence. Since multiple
people may have access to the same device, determining who used the device at the exact time
of interest is complicated. For example, in the evidence file used in the DF experiment, there
were multiple active user accounts on the computer. Although someone was using a user
account named “Jean”, it was uncertain whether that person was the suspect, Jean Jones.
Moreover, although a mail was sent from the e-mail account, jean@mS57.biz, this does not
prove that Jean sent the email. It could, of course, be Jean herself but also someone accessing
her computer while she left her desk and forgot to lock it, or someone with unauthorised
access to the computer network. Another complicating factor for establishing the source
issues is that digital traces always involve computation and often, but not always, human
interaction. One must therefore always rule out the trace being machine-generated and justify

that it is caused by human activity (e.g., the Trojan defence (Brenner et al., 2004)).

Article 5 demonstrates that digital evidence can inform offence level issues, such as the
intent, motivation, planning, or preparations. It is even helpful for classifying the crime (e.g.,
phishing or unauthorised intrusion into computer systems). The questioned matters of a
criminal investigation are rarely examined in the context of the hierarchy of issues but,

instead, in the light of the six basic questions of an investigation (T. Cook, 2016, p. 38), often
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referred to as SWH. Digital evidence seems to provide meaningful information for all the
basic questions, which are what, when, where, why, who and how. Turning to the narrative
perspective, the narrative’s construction is based on the outcome from investigating the issues
mentioned above. Traditional forensic evidence has functioned as anchoring points in the
narratives, by providing information about who left their DNA trace on the victim, who left
their fingerprint on the stolen car, or which weapon may be associated with the bullet
cartridge found at the crime scene. Due to their availability and diversity, digital traces are
capable of filling the narrative gaps, in terms of both magnitude and detail, or contributing to

“mosaicking” (Innes et al., 2021) the narratives with digital traces.

Granhag and Ask (2021, p. 435) outline several essential factors for a narrative to be
convincing. The narrative must be plausible and able to explain all or most of the evidence. It
must be cohesive and not contradict any evidence. The narrative must be complete, cover all
essential parts of the crime, and be arranged in chronological order. Finally, it must be unique,
and there should be no alternative narrative with an equal or higher capacity to convince.
Costa and Santos (2019) add the presence of forensic evidence to this list of convincing
factors. They found that forensic evidence made the narrative appear stronger, even if the
evidence was weak (Costa & Santos, 2019, p. 478). The digital traces’ ability to fill out the
narrative gaps, combined with the elasticity to achieve cohesiveness, completeness,
plausibility, chronology, and uniqueness, makes digital evidence a useful means for
constructing convincing narratives. In addition to the inherent cognitive resistance against
questioning what seems to be a plausible and coherent narrative, the digital traces’ aura of
credibility may add an extra layer of trust and, hence, a cognitive obstacle to scrutinising the

individual traces forming in the narrative or the credibility of the narrative as a whole.

To summarise, evidence elasticity adds to the established concept of evidence dynamics,
which relates to the physical or digital traits of the trace. In context, these concepts can
provide a more complete insight into the aspects that introduce uncertainty regarding digital
traces’ evidential value and into the role of the DF practitioner as a mediator of evidence

relevance, credibility, and probative/inferential force or weight.

6.3 Managing unwanted consequences of elastic digital evidence
The concepts of between-practitioner reliability and biasabiltiy make up plausible
explanations of the mechanisms that may stretch the elastic traces in various directions. While

mediation of the evidential components may happen intentionally, the further discussion only
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relates to unintentional mediation, which refers to a situation where the DF practitioner aims
to be, or believes that they are, an objective and value-neutral analytical instrument in the DF
process. This is followed by a discussion about possible approaches to manage low reliability
and bias, particularly how to prevent unwanted consequences such as misleading or erroneous

results of DF investigations.

6.3.1 Biasability

Due to the substantial body of research from other forensic disciplines indicating that forensic
tasks may be biased by contextual information, it was important to explore whether there were
similar tendencies in DF work. The results from the DF experiment indicated that DF
practitioners are prone to the same tendency as that observed through research in other
forensic science disciplines. The DF experiment showed that contextual information, for
example provided through submission forms, dialogue about the assignment, or access to the
case file, might influence the number of traces the DF practitioners observe and deem relevant
to report. Anderson et al. (2005, pp. 58-59) describe the investigative process as “connecting
the dots”. Transferring this analogy to the variation in observed traces in the DF experiment,
when some relevant “dots” are missing, or non-existing “dots” are included, it could have

unfortunate implications for the explanations derived from them.

The DF experiment also examined contextual bias when interpreting and drawing conclusions
on the discovered traces but did not show statistically significant results. Nevertheless, it does
not rule out contextual bias in DF casework when such tasks are performed, mainly because
they are interrelated with the observation level. A contextual bias may cascade, since the
uncovered traces are subject to interpretation and later form the basis for a conclusion. Future
research on DF practitioner bias should thus include observations, interpretations, and

conclusions.

Although it is premature to generalise contextual bias in DF based on a single experiment, it is
important to discuss and consider the possible implications of such a bias for DF work and
possible measures to minimise effects that may lead to skewed and unfair results of an
investigation. Regarding relevance, such measures should aim to prevent one-sided
investigations, characterised by case building to substantiate guilt while overlooking and
explaining away evidence consistent with innocence. In terms of credibility, measures should
aim to prevent asymmetrical scepticism, by ensuring that incriminating evidence is scrutinised

just as thoroughly as evidence indicating innocence.
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6.3.2 Bias minimising measures

Several bias minimisation measures have been suggested for the forensic science domain,
such as context management, compartmentalisation of tasks and techniques, Linear Sequential
Unmasking (LSU) (Dror et al., 2015, see Article 2 for description) and Linear Sequential
Unmasking — Expanded (LSU-E) (Dror & Kukucka, 2021). Still, observing similar contextual
bias tendencies in DF to those in other forensic science disciplines does not necessarily entail
that similar bias minimisation measures are effective, due to differences in the investigative

tasks’ nature.

Drawing on the research and recommendations from other forensic science disciplines, a
plausible measure would be to exclude all task-irrelevant information from the DF
practitioner, and keep the task-relevant information away from the DF practitioner until the
initial examination of the evidence has been performed, as recommended in the LSU-E
procedure. The guiding principle in this procedure is to always begin with the actual evidence,
before considering any other contextual information, ensuring that the examiner is allowed to
form an initial impression before receiving any biasing contextual information (Dror &
Kukucka, 2021, p. 3). However, the procedure may often not be feasible, due to several

discipline-specific factors for DF.

First, and as outlined in Articles 2 and 4, determining what should be considered a task-
irrelevant context is not straightforward at a general level and must be assessed from case to
case. Second, a digital device would typically contain a magnitude of data, sometimes even
terabytes. Conducting an initial examination of the data without any case knowledge to direct
the examiner, as recommended in LSU-E, would often be unachievable, due to the magnitude
of data combined with the need for case knowledge. The challenge of exploring all the data on
a device may be compared, in a very simplified way, to walking into a library and trying to
get an overview of the information there. In the imagined library, some of the shelves are in
order, containing organised information. Other shelves are empty, and the books that used to
occupy the shelves are found in large piles, among loose pages and pieces of paper, with
various content such as text, images, graphs, and signs. Some of the books have their library
reference intact and can be placed back on a shelf, while other items lack the reference to the
shelf or to which book or text they belong. Walking around to gain a first impression is not
meaningful under such conditions. There is too much information to review before receiving
any context. Hence, a DF practitioner would be forced to make a choice, and there is no

guarantee that the chosen shelves or content from the book piles would contain relevant
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information. The reviewed information would become an anchoring point, influencing the
subsequent perceptions, interpretations, and conclusions concerning the reviewed data. Third,
exploring every bit of the content might not even be a lawful act. Not limiting the violation of
privacy to what is necessary and proportionate in light of the investigation’s objective could
be considered a violation of privacy according to the European Convention on Human Rights
(ECHR) Article 8. Based on the outlined issues, the LSU-E is thus considered a feasible
measure only when the DF examination involves a small and limited dataset, for example
when reviewing limited amount of CCTV footage, which for a typical DF practitioner would

be the exception rather than the rule.

For forensic disciplines tasked with causal and process judgements (as opposed to feature
comparison judgements), Spellman et al. (2021, p. 13) emphasise that exposure to case-
relevant but task-irrelevant context is quite common, due to their investigative role. Although
not mentioned by Spellman et al., DF fits well into this category. Hypotheses play an
important role in causal and process judgement, but the process of generating and evaluating
hypotheses is also prone to bias (Spellman et al., 2021, p. 14). They highlight a context-blind
peer review as a possible means for detecting unwanted effects on the outcome due to
contextual biases, a measure that is also recommended in the Phase-oriented Advice and

Review Structure (PARS) methodology (Sunde & Horsman, 2021, p. 13).

Article 4 suggests that using hypotheses is not unusual in a DF examination. Nevertheless,
the DF practitioners’ responses showed that they would think about hypotheses and not
articulate them and test them in a structured manner — in writing. The absence of reference to
hypotheses in the reports (Article 5) underpinned the fact that they were not used in a
systematic manner to analyse the evidence file or disseminate the results. As shown in Article
5, the conclusions in the analysis reports were focused on a single explanation, not multiple
hypotheses. Evidence presented in light of a single hypothesis may appear to have value for
the case. However, if the evidence is, in fact, of equal relevance to both a guilt and an
innocence hypothesis — it is of neutral value. Hence, framed in light of a single hypothesis or

explanation, the conclusions may have the potential to mislead the legal decision maker.
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Based on this, the following recommendations are suggested for DF investigations to

minimise bias:

e As a general principle, the DF practitioner’s exposure to clearly task-irrelevant
information should be avoided, or at least kept at a minimum. The DF practitioner
should explicate in the report the context that was provided/available. This measure
would ensure transparency about what information implicitly or explicitly may have
influenced the decision-making during the DF investigation and the interpretation and
evaluation of the result, and it would enable scrutiny through quality measures such as
peer review.

e Ifnot otherwise provided, the DF practitioner should define a set of hypotheses that
should guide the examination based on the assignment. To avoid a guilt bias and
safeguard the presumption of innocence, the set of hypotheses guiding the DF
investigation should as a minimum include an innocence hypothesis. Since both top-
down and bottom-up reasoning processes are applied in DF casework, new hypotheses
might emerge during the examination, and the set of hypotheses should thus be
updated. To use the DF experiment as an example: the task description was “What has
happened, and what was Jean’s involvement in the reported incident?” In a balanced
hypothesis-based assignment, the task could be articulated as follows: Your task is to
examine whether H1) Jean was involved in the incident or H2) Jean was unrelated to
the incident. Instead of using the hypotheses as a cognitive support, they should be
written down and systematically tested against the examined data.

e To avoid one-sided conclusions and misleading presentation of evidential value in DF
reports, the result should be reported in relation to the hypotheses that guided the
investigation. This would ensure transparency concerning the reasoning about the
findings and would provide less interpretative flexibility to those that should make use

of the results, such as the legal decision makers.

A precondition for the suggested measures is knowledge and awareness of human and
cognitive factors. Including in DF education and training topics such as biasing sources,
possible cognitive effects and consequences for DF casework and bias mitigation measures
would prepare the ground for the successful implementation of the recommended measures in

DF casework.
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6.3.3 Reliability

Kahneman et al., (2021, p. 33) state: “Wherever there is judgement, there is noise — and more
of it than we think”, which is also an accurate reflection of the thesis’s findings. The thesis
demonstrates that, in the DF process, the DF practitioner plays an active, significant, and
necessary role as an analytical instrument, although not a reliable one — in terms of
consistency. The variation is substantial at all the levels explored in the DF experiment:
observation of traces, interpretation of the observed traces, and conclusions. After
determining the low level of between-practitioner reliability in statistical tests, the variability
was explored further through a qualitative lens. The aim was to understand how the low
reliability materialised itself in reports and whether and how it could challenge the fair

administration of justice.

At the observation level, two types of invalid observations of traces were of particular
concern: false positives and false negatives. The false positives entailed that some declared
that they had found traces that were not present on the evidence file. The false negatives
involved some categorically concluding with the absence of traces that were present on the

evidence file.

At the interpretation level, the interpretations were inconsistent, even for what would require a
basic level of expertise. An example of a basic level interpretation in the DF experiment
involved comparing the leaked spreadsheet vs a spreadsheet found on the suspect’s computer.
As shown in Article 3, the interpretations ranged from accurate and correct, partly correct and
lacking important information, to incorrect and misleading. This finding is, however, not
unique. As described in section 2.3.2, the NIST black-box study found that the proportion that
answered basic questions incorrectly about the hard disk image varied from 0-34.3%, and the
figures were even higher (0-51.9%) for the mobile phone image (Guttman et al. 2022, pp. 8-
10, 22-23). In context, these studies indicate that the variation observed during DF
investigation may lead not only to misleading statements in reports but also to erroneous

interpretations or conclusions concerning traces, due to unintended practitioner error.

At the conclusion level, the statistical analysis showed that the DF practitioners were
inconsistent when assigning value to the individual traces they had found. The qualitative
analysis presented in Article 3 showed that very different scenarios or explanations emerged

when the individual traces were joined into narratives or sub-narratives.
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For example, one DF practitioner constructed a plausible narrative indicating that the suspect

had committed the crime:

If the user account “Jean” on the analysed system is Jean Jones, the findings
mentioned here indicate that Jean may have sent the file “m57biz.xls” per email to
tuckergorge@gmail.com or alison@m57.biz on the 2008-07-20 03:28:00 CEST.
(D42)

Another DF practitioner constructed a plausible narrative involving the suspect being tricked

and, thus, innocent:

The examination has uncovered that Jean Jones appears to have been the victim of a
spear-phishing attack, where she has sent the leaked document to an attacker, who has

pretended to be her colleague, Alison Smith. (D15)
A third DF practitioner concluded that there had been no leakage from the laptop:

Based on the analysis referred to under section 5, no information was found indicating
that the spreadsheet, m57biz.xls, or other documents with the same content were

shared from the unit. (D28)

Some between-practitioner variation was expected due to the knowledge of the many
variables concerning method, tools, and practitioner expertise in DF. Still, the high degree and
range of variation was beyond what was expected, probably because it would be black-boxed
in actual casework. The fact that the variation involved not only questionable results but also
erroneous observations, interpretations, and conclusions is a cause for concern. These insights
are vital, since they add to the other well-known technical errors or evidence dynamics that
may harm the credibility of digital evidence, as described in section 3.4.1. Understanding the
errors and their sources is essential for designing effective preventive measures, as well as

measures for detecting errors if they occur despite any preventive efforts.

The magnitude of the problem of low reliability hinges on the ability to detect misleading and
erroneous results further up the justice chain. Challenging the applied procedures requires
expertise about how they ought to be performed to be forensically sound and transparency
about how they were performed in the questioned case. Probably even more importantly, it
would require a belief that such examination could uncover erroneous or misleading results,
to find it relevant and necessary to scrutiny procedures and results. The review of the Danish

telecom case showed that the criminal detectives did not control the data, despite the
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procedure being as simple as counting and comparing rows on two spreadsheets, and the
reason seemed to be that they trusted The National Police (Rigspolitiet) to provide them with
material of a quality that did not need to be scrutinised (Lentz & Sunde, 2020). Basing

thresholds for performing quality control on trust was thus an ineffective strategy.

The thesis contributes to the body of research showing that errors and misleading
interpretations can also be produced by experts. This calls for a culture change in DF where
assessing the quality of procedures and the accuracy of results is just as important as the

examination itself, focusing on what to learn and improve, instead of who to blame.

6.3.4 Noise and variation — friend or foe?

In light of the essential role of the DF practitioner in the DF process and the diverse nature of
the scope of a DF assignment, it is very unlikely that we will be able to exclude all noise in
the DF investigative decision-making and achieve total consistency in the results. Despite the
empirical findings concerning the problematic sides of variation and noise, the opposite

perspective should be considered: whether variation may be advantageous to an investigation.

Drawing on quality measures from qualitative research, various forms of triangulation may be
helpful to arrive at a fair, well-investigated result, in terms of both relevance and credibility.
The logic of triangulation is founded on the premise that “no single method ever adequately
solves the problem of rival explanations” (Patton, 1999, p. 1192). Whilst triangulation is often
associated with validation by checking the consistency of findings generated by different data
collection methods (Heap & Waters, 2019, p. 111), it may also be a means to explore the
problem or theme from multiple perspectives (Creswell, 2013, p. 251; Patton, 1999, p. 1193)
or by applying multiple methods (Heap & Waters, 2019, p. 112). Applying this view to DF
investigation, the aim of triangulation would be to obtain a richer empirical foundation for the
results and a deeper insight into the relationship between the investigative hypotheses, the

inquiry approach, and findings.

Denzin (1970) distinguished between four forms of triangulation: “Data triangulation”,
“investigator triangulation”, “theoretical triangulation”, and “methodological triangulation”.
Applying investigator triangulation, which involves multiple researchers exploring the same
content, is recommended, not only to see if they interpret the same themes consistently but
also to utilise their ability to discover various aspects that other researchers may overlook
(Denzin, 1970). Triangulation may thus also be useful in a DF setting; however, to avoid bias,

the DF practitioners should work independently with the case. Combining investigator

119



triangulation with theory triangulation ensures that the individual DF practitioner develops
their investigative hypotheses based on the assignment (see Figure 4). The hypotheses
(H1/H10-H4/H40) form the basis for predicting where relevant traces may be located given a
true hypothesis, as well as the choice of method and tool to search for these traces. A
combination of investigator triangulation and theory triangulation, as illustrated in Figure 4,
may lead to more relevant findings (E1-10) and a more complete empirical foundation for any
claims, as well as a more nuanced interpretation of the value of the findings, while minimising

any biasing influence from the second DF practitioner.

Figure 4: An illustration of a combined investigator and theory triangulation in a DF

investigation.

Applying this view in a criminal investigation context, the biasing sources in the lower levels
of Dror’s (2017) pyramid, such as personality, experience, education, and training, may be
turned into a utility. Different DF practitioners may be able to uncover various traces, due to
their previous experience and expertise, and assess the relevance of discovered traces
differently, as a result of their knowledge and individual understandings of the evidential

themes and information gaps of the case under investigation.

The variation becomes problematic only when they disagree about what the exact same traces
are, what they mean, or their evidential value in light of identical hypotheses and conditioning
information. According to Patton (1999), the key to solving inconsistencies would be to

determine the reasons for the differences. To allow scrutiny, the DF practitioners should

120



therefore be transparent about what hypotheses they formed, the methods applied to test the

hypotheses and the reasoning associated with the results.

Adopting the view of noise as a potential utility requires reflexivity of the DF practitioner,
acknowledging that there may be multiple interpretations of a single trace, and that the
interpretation hinges not only on knowledge but also on applied methods, theories, and
perspectives. It requires a view of objectivity as exploring a problem from multiple angles, as
opposed to something that is “interpretation-free” (Reonn, 2022, p. 2). Noise will sometimes be
the result of different types of expertise, a different perspective, or a valuable extra pair of
tinted glasses, enabling the detection of traces that complement or nuance, and sometimes
also question, the initial findings of the DF analysis. Working this way, the DF practitioner
can be critical about their own investigative practice and open to discuss alternative
interpretations, in line with the characteristics of the reflexive investigator described by Hald

and Renn (2013, pp. 30-31).

However, the feasibility of such a measure can not be assessed without considering the time
and resources aspect. As outlined in section 2.2, the DF discipline is faced with several
challenges and a constant struggle to reduce backlogs. The combined investigator and theory
triangulation measure will be resource-demanding and should probably be reserved for grave

or complex crimes or cold case investigations.

6.3.5 Experiment as a “noise” audit

Despite high ecological validity, an experiment is a setting that deviates from how a DF
investigation would be carried out in real life. There would probably never be a case where 53
independent DF practitioners would examine the same evidence file and write individual
reports about their findings. Still, an experiment provides unique and valuable insights into
aspects of DF work that would be invisible under typical working conditions. In a normal
situation, a single DF practitioner would analyse the evidence file alone. Alternatively, they
would share the task with a criminal detective, who would perform the content analysis while
the DF practitioner performed technical analysis of the identified content. These approaches
would not reveal any variation and consequently not initiate a controversy concerning the
results. The range of variability would thus not be observable in actual casework through

research methods such as ethnographic studies, document reviews, surveys, or interviews.

Kahneman et al. (2021, pp. 370, 379-385) emphasise the importance of gaining insight into

situations prone to noise and the range of the noisy decision-making, and that it is possible
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through noise audits. Such audits make the variation visible, concrete, and tangible, which is a
first step towards acknowledging and managing variation. To gain more insight into the
degree/amount and range of the variation in the organisations performing DF investigation,
the methodology used in the DF experiment could be applied as a quality management
measure within DF organisations and units. By engaging several DF practitioners in
independently solving the same assignment, the organisation may gain insight into relative
variation associated with their typical tasks. Using a mock dataset where the ground truth is
known, the organisation may also measure the ability to arrive at valid interpretations and
conclusions. A noise audit may thus help gain insight into where the risk of inconsistent

decision-making is highest and where preventive measures should be implemented.
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7. Summing up the contribution of the thesis

Criminal investigation is one of key strategic functions of police service, and professionalised
police practice and investigative quality is vital for police legitimacy (Fahsing, 2016, p. 4;
Hestehave, 2021, p. 73; Maguire, 2008, p. 433; National Police Chiefs’ Council, 2020). The
thesis’s objective was to examine how a better understanding of the DF practitioner’s role in
constructing digital evidence within a criminal investigation could enable the mitigation of

errors and safeguard the fair administration of justice.

The thesis points in the direction of changing the way we think about the digital evidence, the
DF process, and the DF practitioners conducting the DF investigative work. Instead of
perceiving digital evidence as objective, value-neutral, and reliable objects, the thesis suggests
that digital evidence should be acknowledged as an elastic form of evidence, whose relevance,
credibility, and inferential/probative force and strength is crafted, first and foremost, by DF
practitioners. Research involving prosecutors (e.g. Erlandsen, 2019) and cases such as the
British Post Office scandal (Flinders, 2021; Virgo, 2021) and the Danish telecom case (Lentz
& Sunde, 2020; Sorensen, 2019) show that the wider justice system may have insufficient
ability to effectively scrutinise digital evidence and detect any misleading or erroneous claims

involving digital traces.

The research offers novel insights into DF practitioner conduct during the analysis and
presentation stages in the DF process. Instead of viewing the DF practitioner as a passive
operator of various software programs and techniques for identifying undisputable facts, the
thesis has shed light on the DF practitioner’s significant role as an analytical instrument in the
DF process. Expertise, combined with access to the necessary tools, methods, and procedures,
makes the DF practitioner an obligatory passage point, with the opportunity to craft the
individual digital traces or the narratives they contribute to the formation of. The research has
advanced insights into the DF practitioner’s inscription power as a means of mediating the
evidential value. At the same time, the thesis provides novel insights into the cognitive and
human factors that influence DF investigative construction work, and particularly the role of
contextual information as a powerful biasing source. Acknowledging that DF practitioners are
prone to biases, due, for example, to contextual influences paves the way for research on bias
mitigating measures customised for DF investigative work, as well as the effective

implementation of such measures. The thesis has also advanced insights into whether DF
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practitioners are reliable analytical instruments in the DF process and has indicated low

between-practitioner reliability — or noise — in observations, interpretations, and conclusions.

The results indicate that the DF discipline needs to take errors caused by cognitive and human
factors into account by advancing the knowledge about the biasing mechanisms, sources, and
effects in the DF curricula. Transparency is key to allowing the necessary scrutiny into the
possible biasing sources that may have influenced the work, for insight into the applied tools,
methods, procedures, and error mitigation strategies in the DF casework. Managing cognitive
and human factors effectively involves a view of error as something that should be actively
managed in DF casework. Since bias for the most part happens unconsciously, the focus
should not be on whom to blame for any mistakes but on how to prevent, detect, and correct
systematic errors. The thesis has shown that scrutiny concerning the DF process and the result
— the digital evidence — is necessary to prevent errors and misinformation from entering the

investigations and safeguard the fair administration of justice.

7.1 Future research

The final section will point towards the most urgent knowledge gaps uncovered through the
research. The experiment was the first to explore biasability and reliability in DF decision-
making, and a single study is not sufficient to generalise the association between contextual
influences and bias in DF work. Context is only one of several biasing sources, and more
research is needed on biasing sources and situations that introduce a high risk of biased

decisions in DF work.

The thesis explored the analysis and presentation stages of the DF process, with a particular
focus on the DF practitioner. The finding concerning low reliability should be followed up
with further research, to gain insight into the variation that may exist also in other stages of
the DF process. The journey from trace to evidence and particularly how digital evidence is
perceived further up the justice chain should be researched further to inform the development

of effective reporting strategies.

Digital evidence plays a significant role in solving criminal cases, and the reliance on digital
evidence will probably persist, due to the reliance on technology in today’s society. Research
on investigative practice to underpin effective and fair practices for handling such evidence is

thus essential to maintain the trust in law enforcement’s ability to perform fair DF
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investigations of digital traces and prevent miscarriages of justice caused by misleading or

erroneous digital evidence.
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behandlingsansvarlig institusjon.

OPPFOLGING AV PROSJEKTET
NSD vil folge opp underveis (hvert annet ar) og ved planlagt avslutning for a avklare om behandlingen av
personopplysningene er avsluttet/pdgar i trad med den behandlingen som er dokumentert.

Lykke til med prosjektet!
https://meldeskjema.nsd.no/vurdering/5b8521ca-af58-45d8-aebb-5236d74df6a5
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Appendix 4

Dear XX

| am contacting you because, in relation to my PhD project, we are doing research to better
understand and improve digital forensic work. As a first step, we are interested in how work is
commissioned by police or other entities. To this end, we are collecting submission forms, to explore
how assignments from digital forensic examiners are requested. This is to develop a better
knowledge foundation about how mandates or assignments for digital investigation/digital forensics
are conveyed.

In this regard, we are asking for your help in gathering forms from different law enforcement units or
private laboratories/units throughout the world assisting in digital forensics/digital investigation. We
therefore would appreciate if you would confidentially and anonymously share the form used by our
unit.

If you are not using a standard form, it would be of interest to us to know how digital forensic work
in your unit is commissioned. If you do not use a form, then we would therefore appreciate if you
could give a brief explanation on how the tasks/assignments for the digital forensic examiner are
requested and agreed upon.

In the dissemination of our research (research articles, presentations) we will never disclose or share
your form, nor identifiable information such as your name or organisation. So your participation and
the form is totally confidential and anonymous. We will aggregate forms across agencies and only
report statistical information. An example of what we might convey is e.g., “X% of the forms provided
a ‘priority’ designation, while the rest did not specify the priority of the work. From those forms that
specified a priority level, Y% designated the priority as ‘low’, ‘medium’ and ‘high’, and Z% used a
scale of 1-10”. Personal data, such as your name and email address are only used for correspondence
and collection of forms, and will not be stored in the project.

We very much appreciate your help and cooperation, and looking forward to receiving a copy of the
submission form used in your lab, or, information that no form is used.

If you have any questions, please do not hesitate to ask.

Best regards

Nina Sunde

Police Superintendent

Department for post graduate education
The Norwegian Police University College

Phone: +47 91660069 / +47 23199583



(A) Information letter and consent form Appendix 5

Would you like to participate in the research project

”The digital forensic detective’s role in the construction of digital
evidence in a criminal investigation” ?

We would like to invite you to participate in a research project where the purpose is to explore the
digital forensic examiners role in the construction of digital evidence. In this information letter, we
will provide information about the purpose for the project, and what participation entails for you.

Purpose

The project is part of a doctoral study, with the purpose of developing more knowledge about how
digital evidence is handled by law enforcement, and what role the different professional actors play
during a criminal investigation. The main focus is the digital forensic examiner.

Who is responsible for the research project?
The responsible institutions for the project are The Norwegian Police University College (NPUC) and
the University of Oslo (UiO).

The project is conducted by:

Nina Sunde,

Detective Superintendent and PhD student, NPUC / UiO
Politihegskolen (NPUC), PB. 5027 Majorstuen, 0301 Oslo.
E-mail: nina.sunde@phs.no, phone: + 47 91 66 00 69

Main supervisor:
Helene O.1. Gundhus (UiO) — Responsible for the project

About the participation

The project is mainly aimed at digital forensic examiners who have digital forensic work as their
primary task. I would like to invite you to participate in an experiment related to this project. The
experiment takes 4-5 hours to complete. Participation will involve analysing a fictitious evidence file,
and writing a report about the analysis. You will also be asked to fill out a short questionnaire prior to-
and after the analysis. The first questionnaire is concerned about background information (age,
education, experience etc.), and the last is about your judgements and decisions during the analysis of
the evidence file. The report you write, as well as the answers in the questionnaire, will be
anonymised, and saved in the research project. You will not be asked for information for which you
have a duty of confidentiality, such as information on real criminal cases.

Participation in the project is voluntary. If you choose to participate, you may withdraw your consent
at any time without giving any reason. All information about you will then be anonymised. It will not
have any negative consequences for you if you do not want to participate or later choose to withdraw.



mailto:nina.sunde@phs.no

(A) Information letter and consent form

Personal data

Your personal information will only be used for the purpose stated in this letter. All information will
be handled with confidentiality, and in compliance privacy regulations. Reports and questionnaires
will be stored on an encrypted and password protected hard drive, and will only be accessible to the
persons responsible for the project. Your name and contact information will be replaced with a code
that is stored on a list which is stored separately, and away from the other data. This list will only be
available to Sunde and Gundhus. In dissemination of the research, we will not disclose any
information that may be traced back to individual participants.

What happens to your personal information when the research project ends?
The PhD project is planned to be due 14.08.2024. When the research project ends, your personal
information, the reports and answers in the questionnaires will be deleted.

Your rights (obligatory information for you, due to the Personal Data Act)
While you may be identified within the data material, you have the right to:

insight into what personal data is registered about you,

- to have your personal information corrected,

- get personal information about you deleted,

- get a copy of your personal data (data portability), and

- to submit a complaint to the Privacy Ombudsman or the Norwegian Data Protection Authority
regarding the processing of your personal data.

Why may we handle personal data about you?

We may handle personal data about you based on your consent. The Norwegian Centre for Research
Data have evaluated the handling of personal data in this project, and concluded that they are handled
in compliance with privacy regulations.

If you have any questions about this research, or wish to exercise your rights, please contact:
e Nina Sunde (NPUC) or Helene Gundhus (UiO).
e Our Privacy Ombudsman: Knut Erik Hauslo, (NPUC) — phone: +47 23 19 99 00
e The Norwegian Centre for Research Data AS, e-mail: (personverntjenester@nsd.no) or phone:
+4755582117.

Confidentiality

Since all participants will not complete the experiment during the same day, the project will be run
over a period of time. It is therefore of great importance that you do not share information about the
experiment to others until the results are published, such as the scenario from which the evidence file
is related, your findings, your opinions about the findings, your answers to the questionnaire or your
analysis report. Such information may affect how new participants conduct the experiment and will be
very unfortunate for the result.

Kind regards
Helene Gundhus Nina Sunde
Project responsible and supervisor PhD student
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(A) Information letter and consent form

Declaration of consent

I have received and understood information about the Digital Forensic Detective's role in the
construction of digital evidence in a criminal investigation, and have had the opportunity to ask
questions. I agree to:

[] Participate in the experiment
O Not to share information to others about the details of the experiment

I agree that my information will be processed until the project is completed, approximately 14™ of
August, 2024.

(Signed by participant, date)
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(B) Part 1 Background information

Part 1 Background information

Please note: 2 pages

0. Gender
e Male(__ )
e Female(_ )

1. Education (tick off one or both options):
e Civil(_)
e Police ()

2. Level of education (tick off only one option):
Bachelor (__)

e Master(__)

e PhD.(__)

3. Highest level of post graduate education in the Nordic NCFI (Nordic Computer Forensic
Investigator) programme (tick off only one option):

e NCFl Introduction, 5ECTS (__)

e NCFI Core Concepts 15ECTS (__ )

e NCFI module 2 (Advanced computer forensics/Online investigation/Network forensics and
cybercrime), 15 ECTS(__ )

e NCFI module 3 (Forensic tool development/Linux artefacts/Linux as an investigative
platform/Macintosh computer forensics/Windows forensics), 7,5 ECTS (__ )

e Noneofthese( )

4. Other post graduate education in criminal investigation (you may tick off more options):
e Investigation methodology (general) (__ )

e Investigation of sexual crimes (__ )

e Investigation of violent crimes ()

e Investigation of organised crime (___)

e Other post graduate educations within criminal investigation: (you may specify below)

5. In which level is your position (tick off one option):

Federal level / National level (__)
e State/territory level (within a state/territory centralised unit) (__)
e Local level (within a police district unit) (___)




(B) Part 1 Background information

7.

Experience (years):

Years of experience within law enforcement: (___)

Years of experience with criminal investigations: (__)

Years of experience as digital forensic examiner within law enforcement: (__)
Years of experience as digital forensic examiner outside law enforcement: (__)

Analysis software:

Which analysis software do you use the most of the following
(rank from most used: 1, to least used: 4. If you are not using the software, write X)

EnCase (Guidance Software)
X-Ways (X-Ways Forensics)
Axiom (Magnet Forensics)
Forensic Toolkit FTK (AccessData)
Other (please specify):
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Description of the experiment

Thank you for participating.

By now, you have completed and returned:

- (A) Information letter and consent form
- (B) Part 1 — Background information

It is now time to analyse an evidence file from the following case:

Confidential information leakage

M57.biz is a small US based company, with office in your country. The company, which
develops and sells body art equipment (tattoo, piercing etc.), is in the start-up phase. The
manager for the M57.biz office in your country is Alison Smith, and the CFO is Jean Jones.
The company has 4 programmers, 2 in marketing, and 1 in business development. Only Alison
and Jean have a permanent office space, while the other employees work from home office.
All employees participate in a daily online meeting. There are in-person meetings for all
employees in the M57.biz office once every two weeks. Most documents are exchanged by
email.

A spreadsheet (m57plan.xls) containing confidential information was recently posted as an
attachment in a forum of a competitor’s website. When this was discovered, Alison reported
the incident to the police as information theft. Alison told police that Jean, the CFO, was
responsible for updating the spreadsheet, and that it was probably sent from Jean's computer.

The attachment posted on the competitor’s website looked like this:

M57.biz company

SSN (for background
Name Position  Salary check)
Alison Smith Presigent $140,000 103-44-3134
Jean Jones CFO $120,000 432-34-6432
Pregrammers:
Bob Blackman Apps 1 50,000 493-46-3329
Carol Canfred Apps 2 110,000 894-33-4560
Dave Daubert QA 67,000 331-95-1020
Emmy Arlington  Entry Level 57,000 404-58-4079
Marketing
Gina Tangers Creative 1 80,000 980-97-3311
Harris Jenkins G&C 105,000 B87-33-5532
BizDev
Indy Counterchingdutreach 240,000 123-45-6789
Annual Salaries $1,009,000
Benefits 30%  $302,700




You are tasked with analysing a copy of the hard drive from Jeans computer, and find out:
What has happened, and what was Jeans involvement in the reported incident?

NB: This is an evidence file with timestamps from 2008. However, you should imagine that you are
investigating the case immediately after it happened, i.e. in 2008 and not today (2020).

How to conduct the assignment:

You are tasked with analysing the evidence file. Please use Axiom (Magnet Forensics) and / or
X-Ways (X-Ways Forensics) if they are familiar and available to you. If not, you can use your preferred
analysis software. While analysing, keep a log using the attached template (C - Log). Bookmark
information of interest during the analysis. When the analysis is over, export the bookmarks to a PDF
file. Then you write analysis report where the results are documented in the way you would normally
do it, and use the attached template (E - Analysis report). The whole assignment (both the analysis
and the report writing) must be done individually, and it is very important that you do not consult or
confer with others during the experiment.

The output of the experiment that should be handed in is:

- (C) Log (please use the received template)
- (D) PDF with exported bookmarks
- (E) Report from analysis (please use the received template)

When you have handed in C, D and E, you will receive the final part on e-mail:

(F) Part 2 — Final questions

When part F is completed, you hand it in by e-mail, and the experiment is completed.

Remember: It is important not to share information with others about your experiment, such as
what you discovered, what you noted in the log, or what you wrote in your report. This can affect
how new participants conduct the experiment, and will be very unfortunate for the result.
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Description of the experiment

Thank you for participating.

By now, you have completed and returned:

- (A) Information letter and consent form
- (B) Part 1 — Background information

It is now time to analyse an evidence file from the following case:

Confidential information leakage

M57.biz is a small US based company, with office in your country. The company, which
develops and sells body art equipment (tattoo, piercing etc.), is in the start-up phase. The
manager for the M57.biz office in your country is Alison Smith, and the CFO is Jean Jones.
The company has 4 programmers, 2 in marketing, and 1 in business development. Only Alison
and Jean have a permanent office space, while the other employees work from home office.
All employees participate in a daily online meeting. There are in-person meetings for all
employees in the M57.biz office once every two weeks. Most documents are exchanged by
email.

A spreadsheet (m57plan.xls) containing confidential information was recently posted as an
attachment in a forum of a competitor’s website. When it was discovered, Alison reported the
incident to the police as information theft. Alison told police that Jean, the CFO, was
responsible for updating the spreadsheet, and that it was probably sent from Jean's computer.
Alison told police that there has been a long-lasting wage dispute with the programmers in
the firm, who claim to be underpaid. One of the programmers - Emmy Tuckford Arlington —
has fronted the dispute on behalf of the programmers in M57.biz. Jean has supported the
programmers in this conflict, and has told Alison that the company can afford to pay them
better salaries.

Jean is about to be interviewed by the police about the reported incident. However, the chief
investigating officer wants an analysis of Jean's computer before the police interview, to look

for traces indicating that she was involved in the reported incident.

The attachment posted on the competitor’s website looked like this:




e
M57.biz company
SSN (for background
Name Position Salary check)
Alison Smith President $140,000 103-44-3134
Jean Jones CFO $120,000 432-34-6432
Programmers:
Bob Blackman Apps 1 90,000 493-46-3329
Carol Canfred Apps 2 110,000 894-33-4560
Dave Daubert QA 67,000 331-95-1020
Emmy Arlington  Entry Level 57,000 404-58-4079
Marketing
Gina Tangers Creative 1 80,000 980-97-3311
Harris Jenkins G&C 105,000 887-33-5532
BizDev
Indy Counterchingdutreach 240,000 123-45-6789
Annual Salaries $1,008,000
Benefits 30%  $302,700

You are tasked with analysing a copy of the hard drive from Jeans computer, and find out:
What has happened, and what was Jeans involvement in the reported incident?

NB: This is an evidence file with timestamps from 2008. However, you should imagine that you are
investigating the case immediately after it happened, i.e. in 2008 and not today (2020).

How to conduct the assignment:

You are tasked with analysing the evidence file. Please use Axiom (Magnet Forensics) and / or
X-Ways (X-Ways Forensics) if they are familiar and available to you. If not, you can use your preferred
analysis software. While analysing, keep a log using the attached template (C - Log). Bookmark
information of interest during the analysis. When the analysis is over, export the bookmarks to a PDF
file. Then you write analysis report where the results are documented in the way you would normally
do it, and use the attached template (E - Analysis report). The whole assignment (both the analysis
and the report writing) must be done individually, and it is very important that you do not consult or
confer with others during the experiment.

The output of the experiment that should be handed in is:

- (C) Log (please use the received template)
- (D) PDF with exported bookmarks
- (E) Report from analysis (please use the received template)

When you have handed in C, D and E, you will receive the final part on e-mail:

(F) Part 2 — Final questions




When part F is completed, you hand it in by e-mail, and the experiment is completed.

Remember: It is important not to share information with others about your experiment, such as
what you discovered, what you noted in the log, or what you wrote in your report. This can affect
how new participants conduct the experiment, and will be very unfortunate for the result.
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Description of the experiment

Thank you for participating.

By now, you have completed and returned:

- (A) Information letter and consent form
- (B) Part 1 — Background information

It is now time to analyse an evidence file from the following case:

Confidential information leakage

M57.biz is a small US based company, with office in your country. The company, which
develops and sells body art equipment (tattoo, piercing etc.), is in the start-up phase. The
manager for the M57.biz office in your country is Alison Smith, and the CFO is Jean Jones.
The company has 4 programmers, 2 in marketing, and 1 in business development. Only Alison
and Jean have a permanent office space, while the other employees work from home office.
All employees participate in a daily online meeting. There are in-person meetings for all
employees in the M57.biz office once every two weeks. Most documents are exchanged by
email.

A spreadsheet (m57plan.xls) containing confidential information was recently posted as an
attachment in a forum of a competitor’s website. When this was discovered, Alison reported
the incident to the police as information theft. Alison told police that Jean, the CFO, was
responsible for updating the spreadsheet, and that it was probably sent from Jean's computer.
Jean was arrested for information theft, and in a police interview earlier today, she confessed
that she had committed the criminal offense.

The attachment posted on the competitor’s website looked like this:




e
M57.biz company
SSN (for background
Name Position Salary check)
Alison Smith President $140,000 103-44-3134
Jean Jones CFO $120,000 432-34-6432
Programmers:
Bob Blackman Apps 1 90,000 493-46-3329
Carol Canfred Apps 2 110,000 894-33-4560
Dave Daubert QA 67,000 331-95-1020
Emmy Arlington  Entry Level 57,000 404-58-4079
Marketing
Gina Tangers Creative 1 80,000 980-97-3311
Harris Jenkins G&C 105,000 887-33-5532
BizDev
Indy Counterchingdutreach 240,000 123-45-6789
Annual Salaries $1,008,000
Benefits 30%  $302,700

You are tasked with analysing a copy of the hard drive from Jeans computer, and find out:
What has happened, and what was Jeans involvement in the reported incident?

NB: This is an evidence file with timestamps from 2008. However, you should imagine that you are
investigating the case immediately after it happened, i.e. in 2008 and not today (2020).

How to conduct the assignment:

You are tasked with analysing the evidence file. Please use Axiom (Magnet Forensics) and / or
X-Ways (X-Ways Forensics) if they are familiar and available to you. If not, you can use your preferred
analysis software. While analysing, keep a log using the attached template (C - Log). Bookmark
information of interest during the analysis. When the analysis is over, export the bookmarks to a PDF
file. Then you write analysis report where the results are documented in the way you would normally
do it, and use the attached template (E - Analysis report). The whole assignment (both the analysis
and the report writing) must be done individually, and it is very important that you do not consult or
confer with others during the experiment.

The output of the experiment that should be handed in is:

- (C) Log (please use the received template)
- (D) PDF with exported bookmarks
- (E) Report from analysis (please use the received template)

When you have handed in C, D and E, you will receive the final part on e-mail:

(F) Part 2 — Final questions




When part F is completed, you hand it in by e-mail, and the experiment is completed.

Remember: It is important not to share information with others about your experiment, such as
what you discovered, what you noted in the log, or what you wrote in your report. This can affect
how new participants conduct the experiment, and will be very unfortunate for the result.
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Description of the experiment

Thank you for participating.

By now, you have completed and returned:

- (A) Information letter and consent form
- (B) Part 1 — Background information

It is now time to analyse an evidence file from the following case:

Confidential information leakage

M57.biz is a small US based company, with office in your country. The company, which
develops and sells body art equipment (tattoo, piercing etc.), is in the start-up phase. The
manager for the M57.biz office in your country is Alison Smith, and the CFO is Jean Jones.
The company has 4 programmers, 2 in marketing, and 1 in business development. Only Alison
and Jean have a permanent office space, while the other employees work from home office.
All employees participate in a daily online meeting. There are in-person meetings for all
employees in the M57.biz office once every two weeks. Most documents are exchanged by
email.

A spreadsheet (m57plan.xls) containing confidential information was recently posted as an
attachment in a forum of a competitor’s website. When this was discovered, Alison reported
the incident to the police as information theft. Alison told police that Jean, the CFO, was
responsible for updating the spreadsheet, and that it was probably sent from Jean's computer.
As a result, Jean was arrested for information theft and questioned about the incident in a
police interview. However, after the police interview, the police believe she is innocent, and
that she was framed during a phishing attack.

The attachment posted on the competitor’s website looked like this:




e
M57.biz company
SSN (for background
Name Position Salary check)
Alison Smith President $140,000 103-44-3134
Jean Jones CFO $120,000 432-34-6432
Programmers:
Bob Blackman Apps 1 90,000 493-46-3329
Carol Canfred Apps 2 110,000 894-33-4560
Dave Daubert QA 67,000 331-95-1020
Emmy Arlington  Entry Level 57,000 404-58-4079
Marketing
Gina Tangers Creative 1 80,000 980-97-3311
Harris Jenkins G&C 105,000 887-33-5532
BizDev
Indy Counterchingdutreach 240,000 123-45-6789
Annual Salaries $1,008,000
Benefits 30%  $302,700

You are tasked with analysing a copy of the hard drive from Jeans computer, and find out:
What has happened, and what was Jeans involvement in the reported incident?

NB: This is an evidence file with timestamps from 2008. However, you should imagine that you are
investigating the case immediately after it happened, i.e. in 2008 and not today (2020).

How to conduct the assignment:

You are tasked with analysing the evidence file. Please use Axiom (Magnet Forensics) and / or
X-Ways (X-Ways Forensics) if they are familiar and available to you. If not, you can use your preferred
analysis software. While analysing, keep a log using the attached template (C - Log). Bookmark
information of interest during the analysis. When the analysis is over, export the bookmarks to a PDF
file. Then you write analysis report where the results are documented in the way you would normally
do it, and use the attached template (E - Analysis report). The whole assignment (both the analysis
and the report writing) must be done individually, and it is very important that you do not consult or
confer with others during the experiment.

The output of the experiment that should be handed in is:

- (C) Log (please use the received template)
- (D) PDF with exported bookmarks
- (E) Report from analysis (please use the received template)

When you have handed in C, D and E, you will receive the final part on e-mail:

(F) Part 2 — Final questions




When part F is completed, you hand it in by e-mail, and the experiment is completed.

Remember: It is important not to share information with others about your experiment, such as
what you discovered, what you noted in the log, or what you wrote in your report. This can affect
how new participants conduct the experiment, and will be very unfortunate for the result.
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(E) Report from analysis

Report from analysis of evidence file

M57.biz

Author: Date:
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(F) Part 2 Final questions

Part 2- Final questions

Part 2 contains 9 questions. Questions 1-7 is obligatory. Question 8 should not be answered if you
have not made any findings beyond what is stated in question 7 . Question 9 is open ended, and may
be answered if you wish to comment on any of your answers from questions 7 or 8.

1. Was the case M57.biz known to you from before?
No (__)
Yes(__ )

If yes, please specify:

2. Which analysis software did you use? (you may tick of several options)

Axiom (___) Version:
X-Ways (___) Version:
EnCase (___) Version:

Forensic Tool Kit (___) Version:

Others? (if yes, please specify - name and version)
Answer:

3. After reading the introduction about the case, and prior to the analysis — what did you
think had happened in relation to the reported incident?

Answer:

4. After the analysis, and documentation of the findings in the analsys report, what did you
think had happened in relation to the reported incident?

Answer:

5. Did you use any techniques to safeguard your objectivity during the analysis? If yes, please
specify.




(F) Part 2 Final questions

Answer:

6. Did you use any thechniques to examin or control the reliability of the evidence during the
analysis? If yes, please specify.

Answer:

7. Here you should state what information you found, and how you evaluate it in relation to
Jean's guilt/innocence. You should place only one X per row. You must indicate whether
the information indicates / substantiates that Jean is guilty, or whether it indicates /
substantiates that Jean is innocent, or whether it is ambiguous (i.e. neither), or whether

you did not find the relevant information during your analysis.

Time stamps are in UTC + 0:00

Information

The
information
indicates
/substantiates
that Jeanis
guilty of a
crime

The
information
indicates
/substantiates
that Jean is
innocent

The
information
is
ambiguous

Did not find
this piece
of
information

1 | The spreadsheet m57biz.xls
(In the Desktop folder)

2 | AIM chat log between
alisonm57 og Jean
18th Juli

3 | Email exchange between

Jean and alison@m57.biz
19th and 20th July

4 | Email exchange between

Jean and alex@m57.biz
19th and 20th July

5 | Email exchange between
Jean and
tuckgorge@gmail.com
20th of July

6 | Email exchange between Jean

and bob@m57.biz
20th and 21st July

7 | Email exchange between

Jean and carol@m57.biz
20th and 21st July

8 | Installation of QQGames
Bubble Arena



mailto:alison@m57.biz
mailto:alex@m57.biz
mailto:tuckgorge@gmail.com
mailto:bob@m57.biz
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(F) Part 2 Final questions

18th July

9 | Mounting of USB flash
18th July

10 | Creation of user profile
Devon

11 | Creation of user profile
Administrator

12 | Running of the program
outlook.exe by Administrator

13 | Running of the program
firefox.exe by Administrator

14 | Running of the program
aim6.exe by Administrator

15 | Running of the program
winword.exe by
Administrator

16 | Running of the program
notepad.exe by
Administrator

17 | Running of the program
cmd.exe by Administrator

8. If you found any other important information that you think is relevant to the issue of

Jean's guilt / innocence, you can fill it in the table below: (press tab in the last cell if you

need more lines)

Information The The The
information information information
indicates indicates is
[substantiates | /substantiates | ambiguous
that Jean is that Jean is
guilty of a innocent
crime

18
19
Etc.

9. Other comments or remarks?

Answer:
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